
























































































































































































































































































































































































































































































































































































































































































































































































































































You can use any Exchange attribute as the prefx or suffx. You also can use a text
string as a prefx or suffx. The prefx, group name, and suffx are combined without
spacing. To improve readability, you can separate the prefx, name, and suffx with a
placeholder character, such as a space (), a period (.) or a dash (-).

Group naming policy works like this:

= A user creates a standard distribution group and specifes a display name
for the group. After creating the group, Exchange applies the group naming
policy by adding any prefxes or suffxes defned in the group naming policy
to the display name.

= The display name is displayed in the distribution groups list in Exchange
Admin Center, the shared address book, and the To:, Cc:, and From: felds in
email messages.

You can create a naming policy with only a prefx and a group name or with
only a suffx and a group name. Common attributes that you might want to use
as prefxes or suffxes include city, country code, department, offce, and state. For
example, you might want all distribution groups to have the following syntax:

State_GroupName

To do this, you would create a naming policy with two prefxes. As shown in
Figure 8-2, the frst prefx would have the <State> attribute. The second prefx
would have the _text value. Thus, if a user in the state of New York (NY) creates a
standard distribution group called Sales, Exchange adds the defned prefxes accord-
ing to the naming policy and the display name becomes NY_Sales.

FIGURE 8-2 Creating a naming policy with two prefixes.
Group naming policy also allows you to specify blocked words. Users who try to

use a word that you've blocked see an error message when they try to create the
new group and are asked to remove the blocked word and create the group again.
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Defning group naming policy for your organization

Group naming policy formats display names so that they follow a defned standard.
When setting the naming format, keep in mind that users enter the desired display
name when they create the group and Exchange transforms the format according to
the defned policy. Because the display name is limited to 64 characters, you must
consider this limit when defning the prefxes and suffxes in your naming policy.

You can create the group naming policy for the Exchange organization by com-
pleting the following steps:

1. In Exchange Admin Center, select Recipients in the feature pane and then
select Groups.

2. Tap or click the More button (this button shows three dots) and then select
Confgure Group Naming Policy. This displays the Group Naming Policy
dialog box.

3. If you want the naming policy to have a prefx, do one of the following and
then optionally tap or click Add to add additional prefxes using the same
technique:
= Use the selection list to choose Attribute as the prefx. In the Select The

Attribute dialog box, select the attribute to use and then tap or click OK.
= Use the selection list to choose Text as the prefx. In the Enter Text dialog
box, select the text string to use and then tap or click OK.

4. If you want the naming policy to have a suffx, do one of the following and
then optionally tap or click Add to add additional suffxes using the same
technique:
= Use the selection list to choose Attribute as the suffx. In the Select The

Attribute dialog box, select the attribute to use and then tap or click OK.
= Use the selection list to choose Text as the suffx. In the Enter Text dialog
box, select the text string to use and then tap or click OK.

5. Asyou defne the naming policy, the Preview Of Policy area shows the nam-
ing format. When you are satisfed with the naming format, tap or click Save.

Defning blocked words in group naming policy

Blocked words allow you to specify words that users can’t use in the names of stan-
dard distribution groups they create. You can defne or manage the blocked words
list by completing the following steps:

1. In Exchange Admin Center, select Recipients in the feature pane and then
select Groups.

2. Tap or click the More button (this button shows three dots) and then select
Confgure Group Naming Policy. This displays the Group Naming Policy
dialog box.

3. On the Blocked Words page, any currently blocked words are displayed. Use
the following techniques to manage the blocked word list:
= To add a blocked word, type the word in the text box provided and then

tap or click Add. Alternatively, type the word to block in the text box
provided and then press Enter.
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= To modify a blocked word, select the word in the blocked word list and
then tap or click Edit. Modify the word and then tap or click outside the
text box provided for editing. Alternatively, press Enter to apply the edits.

= To remove a blocked word, tap or click the word to remove and then tap
or click Remove.

4. Tap or click Save.

Creating security and standard distribution groups

Security groups and distribution groups are available whether you are working with
online or on-premises Exchange organizations. You use groups to manage permis-
sions and to distribute email. As you set out to create groups, remember that you
create groups for similar types of users. Consequently, you might want to create the
following types of groups:

= Groups for departments within the organization Generally, users who
work in the same department need access to similar resources and should be
a part of the same email distribution lists.
= Groups for roles within the organization You can also organize groups
according to the users’ roles within the organization. For example, you could
use a group called Executives to send email to all the members of the execu-
tive team and a group called Managers to send email to all managers and
executives in the organization.
= Groups for users of specifc projects Often, users working on a major
project need a way to send email to all the members of the team. To address
this need, you can create a group specifcally for the project.
You can create groups several ways. You can create a new distribution group, you
can create a mail-enabled universal security group, or you can mail-enable an exist-
ing universal security group.

Creating a new group
You can create a new distribution group or a new mail-enabled security group by
completing the following steps:
1. In Exchange Admin Center, select Recipients in the feature pane and then
select Groups.
2. Tap or click New and then do one of the following:

= Select Distribution Group to create a new Distribution Group. This opens
the New Distribution Group dialog box. Figure 8-3 shows on-premises
Exchange options on the left and Exchange Online options on the right.

= Select Security Group to create a new mail-enabled Security Group. This
opens the New Security Group dialog box, and the options are the same
as those for new distribution groups.
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Help. Help.
new distribution group new distribution group

“Display name: | | “Display name: ~
[us Sales Team | [us Sales Team |
“Alies “Alies
[ussates | [ussates |
Deseription: “Email address:
[Distribution group for members of the US Sales [ussates | @ [pocketeonsuttantonmic /|
ldepartment.
Description:
[Distribution group for meambers of the US Sales
department.
Organizational unit:
pocket-consultant.com/Sale X browse.
e *Owners:
+ - + -
[ WilamStanek | | witkamstanek ________|

save cancel save cancel

FIGURE 8-3 Configuring the group’s settings.

In the Display Name text box, type a display name for the group. Group
names aren’t case-sensitive and can be up to 64 characters long. Keep in
mind that group naming policy doesn’t apply to administrators creating
distribution groups in Exchange Admin Center (or to mail-enabled security
groups in any way).

Like users, groups have Exchange aliases. Enter an alias. The Exchange alias is
used to set the group’s SMTP email address. Exchange Server uses the SMTP
address for receiving messages.

For Exchange Online, the name and domain components of the default
email address are displayed in the Email Address text boxes. As appropriate,
change the default name and use the drop-down list to select the domain
with which you want to associate the group. This sets the fully qualifed email
address, such as us-sales@pocket-consultant.com.

With on-premises Exchange, the group account is created in the default user
container, which typically is the Users container. To create the group in a spe-
cifc organizational unit instead, tap or click Browse to the right of the Orga-
nizational Unit text box. In the Select Organizational Unit dialog box, choose
the location where you want to store the account and then tap or click OK.

Group owners are responsible for managing a group. To add owners, under
Owners, tap or click Add. In the Select Owner dialog box, select users,
groups, or both that should have management responsibility for the group.
Select multiple users and groups using the Shift or Ctrl key.

IMPORTANT  While dynamic distribution groups don’t have to have owners,
every mail-enabled security group and standard distribution group must have at
least one owner. By default, the account you are using is set as the group owner.

Members of a group receive messages sent to the group. By default, the
group owners are set as members of the group. If you don’t want the cur-
rently listed owners to be members of the group, clear the Add Group Own-
ers As Members checkbox.
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9. To add members, under Members, tap or click Add. In the Select Members
dialog box, select users, groups, or both that should be members of the
group. Select multiple users and groups using the Shift or Ctrl key.

10. Choose settings for joining the group. The options are:

= Open Anyone can join this group without being approved by the group
owners.

= Closed Members can be added only by the group owners. All requests
to join will be rejected automatically.

= Owner Approval All requests are approved or rejected by the group
owners.

11. Choose settings for leaving the group. The options are:

= Open Anyone can leave this group without being approved by the
group owners.

= Closed Members can be removed only by the group owners. All re-
quests to leave will be rejected automatically.

12. Tap or click Save to create the group. If an error occurs during group cre-
ation, the related group will not be created. You need to correct the problem
before you can complete this procedure.

13. After creating a group, you might want to do the following:
= Set message size restrictions for messages mailed to the group.
= Limit users who can send to the group.
= Change or remove default email addresses.
= Add more email addresses.

NOTE By default, the new distribution group is open for joining and open for leaving.

In Exchange Management Shell, you can create a new distribution group using
the New-DistributionGroup cmdlet. Sample 8-1 provides the syntax and usage. You
can set the -Type parameter to Distribution for a distribution group or to Security
for a mail-enabled security group.

SAMPLE 8-1 New-DistributionGroup cmdlet syntax and usage

Syntax

New-DistributionGroup -Name ExchangeName [-Alias ExchangeAlias]
[-DisplayName DisplayName] [-OrganizationalUnit OUName]
[-PrimarySmtpAddress SmtpAddress] [-SamAccountName PreWin2000Name]
[-Type <Distribution | Security>] {Addt1Params}

{Addt1Params}

[-ArbitrationMailbox ModeratorMailbox] [-BypassNestedModerationEnabled
<$true | $false>] [-CopyOwnerToMember {$true | $false}] [-DomainController
FullyQualifiedName] [-IgnoreNamingPolicy {$true | $false}] [-ManagedBy
RecipientIdentities] [-MemberDepartRestriction <Closed | Open |
ApprovalRequired>] [-MemberJoinRestriction <Closed | Open |
ApprovalRequired>] [-Members RecipientIdentities] [-ModeratedBy
Moderators] [-ModerationEnabled <$true | $false>] [-Notes String]
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[-Organization OrgName] [-RoomList {$true | $false}]
[-SendModerationNotifications <Never | Internal | Always>]

Usage

New-DistributionGroup -Name 'CorporateSales' -Type 'Distribution’
-OrganizationalUnit 'pocket-consultant.com/Sales'
-SamAccountName 'CorporateSales'

-DisplayName 'Corporate Sales'

-Alias 'CorporateSales'

Mail-enabling universal security groups

You can't use Exchange Admin Center to mail-enable a security group. In Exchange
Management Shell, you can mail-enable a universal security group using the
Enable-DistributionGroup cmdlet. Sample 8-2 provides the syntax and usage.

SAMPLE 8-2 Enable-DistributionGroup cmdlet syntax and usage

Syntax

Enable-DistributionGroup -Identity GroupIdentity [-Alias ExchangeAlias]
[-DisplayName DisplayName] [-DomainController FullyQualifiedName]
[-OverrideRecipientQuotas {$true | $false}]

[-PrimarySmtpAddress SmtpAddress]

Usage

Enable -DistributionGroup -Identity 'All1Sales’
-DisplayName 'Al11l Sales' -Alias 'AllSales'

NOTE Group naming policy applies only to distribution groups.

You can manage mail-enabled security groups in several ways. You can add or
remove group members as discussed in the “Assigning and removing membership
for individual users, groups, and contacts” section of this chapter. If a group should
no longer be mail-enabled, you can use Disable-DistributionGroup to remove the
Exchange settings from the group. If you no longer need a mail-enabled security
group and it is not a built-in group, you can permanently remove it from Active
Directory by selecting it in Exchange Admin Center and tapping or clicking Delete.
Alternatively, you can delete a group using Delete-DistributionGroup.

Using Exchange Management Shell, you can disable a group’s Exchange features
using the Disable-DistributionGroup cmdlet, as shown in Sample 8-3.

SAMPLE 8-3 Disable-DistributionGroup cmdlet syntax and usage

Syntax

Disable-DistributionGroup -Identity GroupIdentity
[-DomainController FullyQualifiedName]
[-IgnoreDefaultScope {$true | $false}]

Usage
Disable-DistributionGroup -Identity 'AllSales'
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Assigning and removing membership for individual users,
groups, and contacts

All users, groups, and contacts can be members of other groups. To confgure a
group’s membership, follow these steps:

1. InExchange Admin Center, double-tap or double-click the group entry. This
opens the group’s Properties dialog box.

2. On the Membership page, you'll see a list of current members. Tap or click
Add to add recipients to the group. In the Select Members dialog box, select
users, groups, or both that should be members of the group. Select multiple
users and groups using the Shift or Ctrl key.

3. You can remove members on the Membership page as well. To remove a
member from a group, select a recipient, and then tap or click Remove.
When you're fnished, tap or click Save.

In Exchange Management Shell, you can view group members using the

Get-DistributionGroupMember cmdlet. Sample 8-4 provides the syntax and usage.

SAMPLE 8-4 Get-DistributionGroupMember cmdlet syntax and usage

Syntax

Get-DistributionGroupMember -Identity GroupIdentity [-Credential
Credential] [-DomainController FullyQualifiedName]

[-IgnoreDefaultScope {$true | $false}] [-ReadFromDomainController {$true
| $false}] [-ResultSize Size]

Usage
Get-DistributionGroupMember -Identity 'CorpSales'

You add members to a group using the Add-DistributionGroupMember cmdlet.
Sample 8-5 provides the syntax and usage.

SAMPLE 8-5 Add-DistributionGroupMember cmdlet syntax and usage

Syntax

Add-DistributionGroupMember -Identity GroupIdentity [-Member
RecipientIdentity] [-BypassSecurityGroupManagerCheck {$true | $false}]
[-DomainController FullyQualifiedName]

Usage

Add-DistributionGroupMember -Identity 'CorpSales'
-Member 'pocket-consultant.com/Sales/April Stewart'

You remove members from a group using the Remove-DistributionGroupMember
cmdlet. Sample 8-6 provides the syntax and usage.
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SAMPLE 8-6 Remove-DistributionGroupMember cmdlet syntax and usage

Syntax

Remove-DistributionGroupMember -Identity GroupIdentity [-Member
RecipientIdentity] [-BypassSecurityGroupManagerCheck {$true | $false}]
[-DomainController FullyQualifiedName]

Usage

Remove-DistributionGroupMember -Identity 'CorpSales'
-Member 'pocket-consultant.com/Sales/April Stewart'

Adding and removing managers

Group owners are responsible for managing a group. Every group must have at least
one owner. To confgure a group’s managers, follow these steps:

1. In Exchange Admin Center, double-tap or double-click the group entry. This
opens the group’s Properties dialog box.

2. Onthe Ownership page, you'll see a list of current owners. Tap or click Add
to add recipients to the group. In the Select Owners dialog box, select users,
groups, or both that should be owners of the group. Select multiple users
and groups using the Shift or Ctrl key.

3. You can remove owners on the Ownership page as well. To remove an owner
from a group, select a recipient, and then tap or click Remove. When you're
fnished, tap or click Save.

In Exchange Management Shell, you can add or remove group managers using

the -ManagedBy parameter of the Set-DistributionGroup cmdlet. To set this param-
eter, you must specify the full list of managers for the group by doing the following:

= Add managers by including existing managers and specifying the additional
managers when you set the parameter.

= Remove managers by specifying only those who should be managers and
excluding those who should not be managers.

If you don’t know the current managers of a group, you can list the managers us-
ing Get-DistributionGroup. You'll need to format the output and examine the value
of the -ManagedBy property.

Sample 8-7 provides syntax and usage examples for adding and removing group
managers.

SAMPLE 8-7 Adding and removing group managers

Syntax

Get-DistributionGroup -Identity GroupIdentity | format-table
-property ManagedBy

Set-DistributionGroup -Identity GroupIdentity -ManagedBy GroupManagers

Working with distribution groups and address lists 263



Usage

Get-DistributionGroup -Identity 'CorpSales' |
format-table -property ManagedBy

Set-DistributionGroup -Identity 'CorpSales'
-ManagedBy 'pocket-consultant.com/Sales/Oliver Lee',
'pocket-consultant.com/Users/Jamie Stark'

Usage

$g = Get-DistributionGroup -Identity 'CorpSales'
$h = $g.managedby + 'pocket-consultant.com/Users/William Stanek'

Set-DistributionGroup -Identity 'CorpSales'
-ManagedBy $h

Confguring member restrictions and moderation

Membership in distribution groups can be restricted in several ways. Groups can
be open or closed for joining or require group owner approval for joining. Groups
can be open or closed for leaving. Groups also can be moderated. With moderated
groups, messages are sent to designated moderators for approval before being
distributed to members of the group. The only exception is for a message sent by
a designated moderator. A message from a moderator is delivered immediately
because a moderator has the authority to determine what is and isn’'t an appropri-
ate message.

To confgure member restrictions and moderation, follow these steps:
1. In Exchange Admin Center, double-tap or double-click the group entry. This
opens the group’s Properties dialog box.
2. On the Membership Approval page, choose settings for joining the group.
The options are:
= Open Anyone can join this group without being approved by the group
owners.
= Closed Members can be added only by the group owners. All requests
to join will be rejected automatically.
= Owner Approval All requests are approved or rejected by the group
owner.
3. Choose settings for leaving the group. The options are:
= Open Anyone can leave this group without being approved by the
group owners.
= Closed Members can be removed only by the group owners. All re-
quests to leave will be rejected automatically.
4. The Message Approval page displays the moderation options. To disable
moderation, clear the Messages Sent To This Group Have To Be Approved By
A Moderator check box. To enable moderation, select the Messages Sent To
This Group Have To Be Approved By A Moderator check box, and then use
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the options provided to specify group moderators, specify senders who don't
require message approval, and confgure moderation notifcations.

5. Tap or click Save to apply your changes.

In Exchange Management Shell, you manage distribution group settings using
Set-DistributionGroup. You confgure member restrictions for joining a group using
the -MemberJoinRestriction parameter and confgure member restrictions for leav-
ing a group using the -MemberDepartRestriction parameter. If you want to check
the current restrictions, you can do this using Get-DistributionGroup. You'll need to
format the output and examine the values of the -MemberJoinRestriction property,
the -MemberDepartRestriction property, or both.

Sample 8-8 provides syntax and usage examples for confguring member
restrictions.

SAMPLE 8-8 Configuring member restrictions for groups

Syntax

Get-DistributionGroup -Identity GroupIdentity | format-table -property
Name, MemberJoinRestriction, MemberDepartRestriction

Set-DistributionGroup -Identity GroupIdentity
[-MemberJoinRestriction <Closed | Open | ApprovalRequired>]
[-MemberDepartRestriction <Closed | Open | ApprovalRequired>]

Usage

Get-DistributionGroup -Identity 'AllMarketing' |
format-table -property Name, MemberJoinRestriction,
MemberDepartRestriction

Set-DistributionGroup -Identity 'AllMarketing'
-MemberJoinRestriction 'Closed' -MemberDepartRestriction 'Closed’

Set-DistributionGroup parameters for confguring moderation include
-ModerationEnabled, -ModeratedBy, -BypassModerationFromSendersOrMembers,
and -SendModerationNotifcations. You enable or disable moderation by using
-ModerationEnabled. If moderation is enabled, you can do the following:

= Designate moderators using -ModeratedBy.

= Specify senders who don’t require message approval by using
-BypassModerationFromSendersOrMembers.

= Confgure moderation notifcations using -SendModerationNotifcations.
Sample 8-9 provides syntax and usage examples for confguring moderation.

SAMPLE 8-9 Configuring moderation for groups

Syntax

Get-DistributionGroup -Identity GroupIdentity | format-table -property
Name, ModeratedBy, BypassModerationFromSendersOrMembers,
SendModerationNotifications
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SAMPLE 8-10 New-DynamicDistributionGroup cmdlet syntax and usage

Syntax

New-DynamicDistributionGroup -Name ExchangeName

-IncludedRecipients <None, MailboxUsers, MailContacts, MailGroups,
Resources, Al1Recipients> [-Alias ExchangeAlias]

[-DisplayName DisplayName] [-OrganizationalUnit OUName]
[-ConditionalCompany CompanyNameFilterl, CompanyNameFilter2,...]
[-ConditionalCustomAttributeX Valuel, Value2,...]
[-ConditionalDepartment DeptNameFilterl, DeptNameFilter2, ... ]
[-ConditionalStateOrProvince StateNameFilterl, StateNameFilter2, ...]
[-RecipientContainer ApplyFilterContainer] {AddtlParams}

New-DynamicDistributionGroup -Name ExchangeName -RecipientFilter Filter
[-Alias ExchangeAlias] [-DisplayName DisplayName] [-OrganizationalUnit
OUName] [-RecipientContainer ApplyFilterContainer] {AddtlParams}

{Addt1Params}

[-ArbitrationMailbox ModeratorMailbox] [-DomainController
FullyQualifiedName] [-ExternalDirectoryObjectId ObjectId]
[-ModeratedBy Moderators] [-ModerationEnabled <$true | $false>]
[-Organization OrgName] [-PrimarySmtpAddress SmtpAddress]
[-SendModerationNotifications <Never | Internal | Always>]

Usage

New-DynamicDistributionGroup -Name 'CrossSales'
-OrganizationalUnit 'pocket-consultant.com/Users' -DisplayName
'CrossSales' -Alias 'CrossSales'

-IncludedRecipients 'MailboxUsers, MailContacts, MailGroups'
-ConditionalCompany 'Pocket Consultant'

-ConditionalDepartment 'Sales', 'Marketing'
-ConditionalStateOrProvince 'Washington', 'Oregon','California’
-RecipientContainer 'pocket-consultant.com'

Changing query flters and flter conditions

With dynamic distribution groups, the flter conditions determine the exact criteria
that must be met for a recipient to be included in the dynamic distribution group.
You can modify the flter conditions by completing the following steps:

1. In Exchange Admin Center, double-tap or double-click the dynamic distribu-
tion group entry. This opens the group’s Properties dialog box.

2. On the Membership page, use the Specify The Types Of Recipients options to
specify the types of recipients to include in the query. Select either All Recipi-
ent Types or select Only The Following Recipient Types, and then select the
types of recipients.

3. The Membership page lists the current conditions. The following types of
conditions as well as conditions for custom attributes are available:
= State Or Province Filters recipients based on the value of the State/

Province text box on the Contact Information page in the related Proper-
ties dialog box. Tap or click the related Enter Words link. In the Specify
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Words Or Phrases dialog box, type a state or province identifer to use
as a flter condition and then press Enter or tap or click Add. Repeat as
necessary, and then tap or click OK.

= Department Filters recipients based on the value of the Department
text box on the Organization page in the related Properties dialog box.
Tap or click the related Enter Words link. In the Specify Words Or Phrases
dialog box, type a department name to use as a flter condition and then
press Enter or tap or click Add. Repeat as necessary, and then tap or click
OK.

= Company Filters recipients based on the value of the Company text box
on the Organization page in the related Properties dialog box. Tap or click
the related Enter Words link. In the Specify Words Or Phrases dialog box,
type a company name to use as a flter condition and then press Enter or
tap or click Add. Repeat as necessary, and then tap or click OK.

4. Tap or click Save to apply the changes.

Designating an expansion server

When there are potentially hundreds or thousands of members, dynamic distribu-
tion groups are ineffcient and can require a great deal of processing to complete.
This is why Exchange 2013 shifts the processing requirements from the Global
Catalog server to dedicated expansion servers. However, the routing destination is
the ultimate destination for a message. A distribution group expansion server is the
routing destination when a distribution group has a designated expansion server
that’s responsible for expanding the membership list of the group. A distribution
group expansion server is always an Exchange 2013 Mailbox server, an Exchange
2010 Hub Transport server, or an Exchange 2007 Hub Transport server.

Each routing destination has a delivery group, which is a collection of one or
more transport servers that are responsible for delivering messages to that routing
destination. When the routing destination is a distribution group expansion server,
the delivery group may contain Exchange 2013 Mailbox servers, Exchange 2010 Hub
Transport servers, and Exchange 2007 Hub Transport servers.

How the message is routed depends on the relationship between the source
transport server and the destination delivery group. If the source transport server
is in the destination delivery group, the routing destination itself is the next hop for
the message. The message is delivered by the source transport server to the mailbox
database or connector on a transport server in the delivery group.

On the other hand, if the source transport server is outside the destination deliv-
ery group, the message is relayed along the least-cost routing path to the destina-
tion delivery group. In a complex Exchange organization, a message may be relayed
to other transport servers along the least-cost routing path or relayed directly to a
transport server in the destination delivery group.
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REAL WORLD Keep in mind that when a distribution group expansion server is

the routing destination, the distribution group is already expanded when a message
reaches the routing stage of categorization on the distribution group expansion serv-
er. Therefore, the routing destination from the distribution group expansion server is
always a mailbox database or a connector.

By default, Exchange 2013 uses the closest Exchange server that has the Mailbox
server role installed as the dedicated expansion server. Because routing destina-
tions and delivery groups can also include Exchange 2010 and Exchange 2007 Hub
Transport servers in mixed environments, Exchange 2010 and Exchange 2007 Hub
Transport servers could perform distribution group expansion in mixed Exchange
organizations.

In some cases, you might want to explicitly specify the dedicated expansion
server to handle expansion processing for some or all of your dynamic distribution
groups. A key reason for this is to manage where the related processing occurs and
in this way shift the processing overhead from other servers to this specifed server.
You can specify a dedicated expansion server for a dynamic distribution group using
the -ExpansionServer parameter of the Set-DynamicDistributionGroup cmdlet.

Modifying dynamic distribution groups using cmdlets
In Exchange Management Shell, you can use the Get-DynamicDistributionGroup

cmdlet to get information about dynamic distribution groups and modify their as-
sociated flters and conditions using the Set-DynamicDistributionGroup cmdlet.

You also can use the Set-DynamicDistributionGroup cmdlet to upgrade dynamic
distribution groups created for Exchange 2003 to allow incompatible dynamic
distribution groups to be rewritten to work with Exchange Server 2013. Set
-ForceUpgrade to $true, and then modify any incompatible included recipients or
recipient flters as necessary.

Sample 8-11 provides the syntax and usage for the Get-DynamicDistribution-
Group cmdlet.

SAMPLE 8-11 Get-DynamicDistributionGroup cmdlet syntax and usage

Syntax

Get-DynamicDistributionGroup [-Identity GroupIdentify | -Anr Name

| -ManagedBy Managers]
[-AccountPartition PartitionID] [-Credential Credentiall
[-DomainController FullyQualifiedName] [-Filter FilterString]
[-IgnoreDefaultScope {$true | $false}] [-Organization OrgName]
[-OrganizationalUnit OUName] [-ReadFromDomainController {$true | $false}]
[-ResultSize Size] [-SortBy Value]

Usage

Get-DynamicDistributionGroup -Identity 'CrossSales'
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Sample 8-12 provides the syntax and usage for the Set-DynamicDistribution-
Group cmdlet.

SAMPLE 8-12 Set-DynamicDistributionGroup cmdlet syntax and usage

Syntax

Set-DynamicDistributionGroup -Identity GroupIdentity

[-Alias NewAlias] [-AcceptMessagesOnlyFrom Recipients]
[-AcceptMessagesOnlyFromDLMembers Recipients]
[-AcceptMessagesOnlyFromSendersOrMembers Recipients]
[-ArbitrationMailbox ModeratorMailbox]
[-BypassModerationFromSendersOrMembers Recipients]
[-ConditionalCompany Values] [-ConditionalDepartment Values]
[-ConditionalCustomAttributeX Values]
[-ConditionalStateOrProvince Values] [-CreateDTMFMap <$true | $false>]
[-DisplayName Name] [-DomainController DCName]

[-EmailAddresses ProxyAddress]

[-EmailAddressPolicyEnabled <$false|$true>]

[-ExpansionServer Server] [-ForceUpgrade <$false|$true>]
[-ExtensionCustomAttributeX Valuel, Value2,...]
[-GrantSendOnBehalfTo Mailbox]

[-HiddenFromAddressListsEnabled <$false|$true>]
[-IgnoreDefaultScope {$true | $false}]

[-IncludedRecipients <None, MailboxUsers, MailContacts, MailGroups,
Resources, AlTRecipients>] [-MailTip String]
[-MailTipTranslations Locale:TipString, Locale:TipString, ...]
[-ManagedBy Managers] [-MaxReceiveSize Size] [-MaxSendSize Size]
[-ModeratedBy Moderators] [-ModerationEnabled <$true | $false>]
[-Name Name] [-Notes Value] [-PhoneticDisplayName PhName]
[-PrimarySmtpAddress SmtpAddress]

[-RecipientContainer OUName] [-RecipientFilter String]
[-RejectMessagesFrom Recipients]

[-RejectMessagesFromDLMembers Recipients]
[-RejectMessagesFromSendersOrMembers Recipients]
[-ReportToManagerEnabled <$false|$true>]
[-ReportToOriginatorEnabled <$false|$true>]
[-RequireSenderAuthenticationEnabled <$false|$true>]
[-SendModerationNotifications <Never | Internal | Always>]
[-SendOofMessageToOriginatorEnabled <$false|$true>]
[-SimpleDisplayName Name] [-UMDtmfMap Values]
[-WindowsEmailAddress SmtpAddress]

Usage

Set-DynamicDistributionGroup -Identity 'CrossSales'
-IncludedRecipients 'AlTRecipients’'

-ConditionalCompany 'Pocket Consultant'
-ConditionalDepartment 'Sales', 'Accounting'
-ConditionalStateOrProvince 'Washington','Idaho', 'Oregon’
-RecipientContainer 'pocket-consultant.com'

Usage

Set-DynamicDistributionGroup -Identity 'CrossSales'
-ForceUpgrade $true
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Usage

Set-DynamicDistributionGroup -Identity 'CrossSales'
-ExpansionServer 'CorpSvrl27'

Previewing dynamic distribution group membership

You can preview a dynamic distribution group to confrm its membership and de-
termine how long it takes to return the query results. The specifc actions you take
depend on the following factors:

= In some cases, membership isn't what you expected. If this happens, you
need to change the query flters, as discussed earlier.

= In other cases, it takes too long to execute the query and return the results.
If this happens, you might want to rethink the query parameters and create
several query groups.

You can quickly determine how many recipients are in the group by checking
how many recipients received the last message sent to the group. One way to do
this is to follow these steps:

1. In Exchange Admin Center, select the dynamic distribution group entry.
2. Inthe details pane, look under Membership to see the number of recipients
who received the last message sent to the group.
In Exchange Management Shell, you can determine the exact membership of a
dynamic distribution group by getting the dynamic group and then using the as-
sociated recipient flter to list the members. Consider the following example:

$Members = Get-DynamicDistributionGroup "TechTeam"
Get-Recipient -RecipientPreviewFilter $Members.RecipientFilter

In this example, Get-DynamicDistributionGroup stores the object for the Tech-
Team group in the $Members variable. Then Get-Recipient lists the recipients that
match the recipient flter on this object. Note that the Exchange identifer can be the
display name or alias for the group.

Other essential tasks for managing groups

Previous sections covered tasks that were specifc to a type of group. As an Ex-
change administrator, you'll need to perform many additional group management
tasks. These essential tasks are discussed in this section.

Changing a group’s name information

Each mail-enabled group has a display name, an Exchange alias, and one or more
email addresses associated with it. The display name is the name that appears in
address lists. The Exchange alias is used to set the email addresses associated with
the group.

Whenever you change a group’s naming information, new email addresses can
be generated and set as the default addresses for SMTP. These email addresses are
used as alternatives to email addresses previously assigned to the group. To learn
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how to change or delete these additional email addresses, see the “Changing, add-
ing, or deleting a group’s email addresses” section later in this chapter.

To change the group’s Exchange name details, complete the following steps:

1.

In Exchange Admin Center, double-tap or double-click the group entry. This
opens the group’s Properties dialog box.

On the General page, the frst text box shows the display name of the group.
If necessary, type a new display name.

The Alias text box shows the Exchange alias. If necessary, type a new alias.
Tap or click Save.

NOTE When you change a group’s display name, you give the group a new label.
Changing the display name doesn’t affect the SID, which is used to identify, track, and
handle permissions independently from group names.

Changing, adding, or deleting a group’s email addresses

When you create a mail-enabled group, default email addresses are created for
SMTP. Any time you update the group’s Exchange alias, new default email addresses
can be created. The old addresses aren’t deleted, however; they remain as alterna-
tive email addresses for the group.

To change, add, or delete a group’s email addresses, follow these steps:

1.
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In Exchange Admin Center, double-tap or double-click the group entry. This

opens the group’s Properties dialog box.

On the Email Options page, use the following techniques to manage the

group’s email addresses:

= Create a new SMTP address Tap or click Add. In the New Email Ad-
dress dialog box, SMTP is selected as the address type by default. Enter
the email address, and then tap or click OK.

= Create a custom address Tap or click Add. In the New Email Address
dialog box, select Custom Address Type. Enter a prefx that identifes the
type of email address, and then enter the associated address. Tap or click
OK.

TIP Use SMTP as the address type for standard Internet email addresses. For
custom address types, such as X.400, you must manually enter the address in the
proper format.

= Set anew Reply To Address Double-tap or double-click the address
that you want to use as the primary SMTP address. Select Make This The
Reply Address, and then tap or click OK (Exchange Online only).

= Edit an existing address Double-tap or double-click the address entry.
Modify the settings in the Address dialog box, and then tap or click OK.

= Delete an existing address Select the address, and then tap or click
Remove.
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Sample 8-13 provides syntax and usage examples for confguring a group’s
primary SMTP email address. If email address policy is enabled, you won't be able to
update the email address unless you set -EmailAddressPolicyEnabled to $false.

SAMPLE 8-13 Configuring a group’s primary SMTP email address

Syntax

Get-DistributionGroup -Identity GroupIdentity | format-list -property
Name, EmailAddresses, PrimarySmtpAddress

Set-DistributionGroup -Identity GroupIdentity
-PrimarySmtpAddress SmtpAddress -EmailAddressPolicyEnabled $false

Usage

Get-DistributionGroup -Identity 'All1Sales' | format-Tist -property
Name, EmailAddresses, PrimarySmtpAddress

Set-DistributionGroup -Identity 'All1Sales’
-PrimarySmtpAddress allsales@pocket-consultant.com
-EmailAddressPolicyEnabled $false

Hiding groups from Exchange address lists

By default, any mail-enabled security group or other distribution group that you
create is shown in Exchange address lists, such as the global address list. If you want
to hide a group from the address lists, follow these steps:

1. In Exchange Admin Center, double-tap or double-click the group entry. This
opens the group’s Properties dialog box.

2. Onthe General page, select the Hide This Group From Address Lists check
box. Tap or click OK.

NOTE When you hide a group, it isn’t listed in Exchange address lists. However, if a
user knows the name of a group, he or she can still use it in the mail client. To prevent
users from sending to a group, you must set message restrictions, as discussed in the
next section, “Setting usage restrictions on groups.”

TIP Hiding group membership is different from hiding the group itself. In Outlook,
users can view the membership of groups. In Exchange Server 2013, you cannot pre-
vent viewing the group membership. In addition, membership of dynamic distribution
groups is not displayed in global address lists because it is generated only when mail is
sent to the group.

In Exchange Management Shell, you can return a list of groups hidden from ad-
dress lists using either of the following commands:

Get-DistributionGroup -filter {HiddenFromAddressListsEnabled -eq $true}

Get-DistributionGroup | where {$_.HiddenFromAddressListsEnabled -eq $true}
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Setting usage restrictions on groups

Groups are great resources for users in an organization. They let users send mail
quickly and easily to other users in their department, business unit, or offce. How-
ever, if you aren’t careful, people outside the organization could use groups as well.
Would your boss like it if spammers sent unsolicited email messages to company
employees through your distribution lists? Probably not—and you’d probably be
sitting in the hot seat, which would be uncomfortable, to say the least.

To prevent unauthorized use of mail-enabled groups, groups are confgured
by default to accept mail only from authenticated users so that only senders inside
an organization can send messages to groups. An authenticated user is any user
accessing the system through a logon process. It does not include anonymous users
or guests. If you use the default confguration, any message from a sender outside
the organization is rejected. Off-site users will need to log on to Exchange before
they can send mail to groups, which might present a problem for users who are at
home or travelling.

REAL WORLD  If you have users who telecommute or send email from home using a
personal account, you might be wondering how these users can send mail with a restric-
tion that allows only senders inside the organization to send messages to the group.
What I've done in the past is create a group called OffsiteEmailUsers and then added this
as a group that can send mail to my mail-enabled groups. The OffsiteEmailUsers group
contains separate mail-enabled contacts for each authorized off-site email address.
Alternatively, users could simply log on to Outlook Anywhere, Outlook Web App, or
Exchange ActiveSync and send mail to the group; this is an approach that doesn’t
require any special groups with permissions to be created or maintained.

Alternatively, you can allow senders inside and outside the organization to send
email to a group. This settings allows unrestricted access to the group, so anyone
can send messages to the group. However, this exposes the group to spam from
external mail accounts.

Another way to prevent unauthorized use of mail-enabled groups is to specify
that only certain users or members of a particular group can send messages to the
group. For example, if you create a group called AlIEmployees, of which all company
employees are members, you can specify that only the members of AllEmployees
can send messages to the group. You do this by specifying that only messages from
members of AlIEmployees are acceptable.

To prevent mass spamming of other groups, you can set the same restriction. For
example, if you have a group called Technology, you could specify that only mem-
bers of AlIEmployees can send messages to that group.

You can set or remove usage restrictions by completing the following steps:

1. In Exchange Admin Center, double-tap or double-click the group entry. In
the Properties dialog box for the group, select the Delivery Management
page.

2. To ensure that messages are accepted only from authenticated users, select
Only Senders Inside My Organization.
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3. To accept messages from all email addresses, select Senders Inside And Out-
side Of My Organization.

4. To restrict senders, specify that messages only from the listed users, con-
tacts, or groups be accepted. To do this, tap or click Add to display the Select
Allowed Senders dialog box. Select a recipient, and then tap or click OK.
Repeat as necessary.

TIP  You can select multiple recipients at the same time. To select multiple recipi-
ents individually, hold down the Ctrl key and then tap or click each recipient that
you want to select. To select a continuous sequence of recipients, select the frst
recipient, hold down the Shift key, and then tap or click the last recipient.

5. Tap or click Save.

Creating moderated groups

By default, senders don’t require approval for their messages to be sent to all
members of a group. Sometimes though you’ll want to appoint moderators who
must approve messages before they are sent to all members of the group. If you
enable moderation but don’t specify a moderator or moderators, the group owner
is responsible for reviewing and approving messages. When moderation is enabled,
you also can specify users who don’t require approval for their messages to be sent
to all members of the group.

To see how moderation could be used, consider the following example. A project
team is set up to work on a restricted project. The team leader wants a moderated
group for the project team so that she must review and approve all messages sent
to the group before they are sent to members of the team. As the moderator, the
team leader’s messages don't require approval and are sent directly to all members
of the group.

To confgure moderation for a group, complete the following steps:

1. InExchange Admin Center, double-tap or double-click the group name to

open the Properties dialog box for the group.

2. Onthe Message Approval page, do one of the following:

= To enable moderation, select Messages Sent To This Group Have To Be
Approved By A Moderator. Next, use the options provided to specify
moderators and senders who don’t require message approval.

= To disable moderation, clear Messages Sent To This Group Have To Be
Approved By A Moderator. Tap or click Save and then skip the rest of the
steps.

If a message addressed to the group isn’'t approved, the message isn’t

distributed to members of the group, and all users receive a nondelivery

report (NDR) by default whether they are inside or outside the organization.

Alternatively, you can notify only senders in your organization when their

messages aren’'t approved or you can disable notifcation completely.

3. Tap or click Save.
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Deleting groups

If you are an owner of a group, you can delete it. Deleting a group removes it per-
manently. After you delete a security group, you can’t create a security group with
the same name and automatically restore the permissions that the original group
was assigned because the SID for the new group won'’t match the SID for the old
group. You can reuse group names, but remember that you'll have to re-create all
permissions settings.

You cannot delete built-in groups in Windows. In Exchange Admin Center, you
can remove other types of groups by selecting them and clicking Delete. When
prompted, tap or click Yes to delete the group. If you tap or click No, Exchange
Admin Center will not delete the group.

In Exchange Management Shell, only a group’s manager or other authorized user
can remove a group. Use the Remove-DistributionGroup cmdlet to remove distribu-
tion groups, as shown in Sample 8-14.

SAMPLE 8-14 Remove-DistributionGroup cmdlet syntax and usage

Syntax

Remove-DistributionGroup -Identity GroupIdentity
[-BypassSecurityGroupManagerCheck {$true | $false}]
[-DomainController FullyQualifiedName]
[-IgnoreDefaultScope {$true | $false}]

Usage

Remove-DistributionGroup -Identity 'pocket-consultant.com/Users/Al1Sales’

You can use the Remove-DynamicDistributionGroup cmdlet to remove dynamic
distribution groups. Sample 8-15 shows the syntax and usage.

SAMPLE 8-15 Remove-DynamicDistributionGroup cmdlet syntax and usage

Syntax

Remove-DynamicDistributionGroup -Identity GroupIdentity
[-DomainController FullyQualifiedName]
[-IgnoreDefaultScope {$true | $false}]

Usage

Remove-DynamicDistributionGroup -Identity 'CrossSales'’

Managing online address lists

Address lists are collections of recipients in an Exchange organization that are
selectable in the address book of client applications. You can use address lists to
organize recipients by department, business unit, location, type, and other criteria.
The default address lists that Exchange Server creates, as well as any new address
lists that you create, are available to the user community based on their view of the
global address list. Users can navigate these address lists to fnd recipients to whom
they want to send messages.
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Using default address lists

During setup, Exchange Server creates a number of default address lists that are
selectable in the address book of client applications, including the following:

= Default Global Address List Lists all mail-enabled users, contacts, and
groups in the organization.

= Default Offine Address Book Provides an address list for viewing offine
that contains information on all mail-enabled users, contacts, and groups in
the organization.

= All Contacts Lists all mail-enabled contacts in the organization.

= All Groups Lists all mail-enabled groups in the organization.

= AllRooms Lists all resource mailboxes for rooms.

= Public Folders Lists all public folders in the organization.

= All Users Lists all mail-enabled users in the organization.

IMPORTANT  Generally, whenever you specify address list paths in Exchange Man-
agement Shell, you must reference their position relative to the root container. The
root container is identifed as \. If the address list name contains spaces, you also must
enclose the address list path in quotes. Thus, you reference the Default Address List as
"\Default Address List' and All Rooms as "\All Rooms'.

The most commonly used address lists are the global address list and the offine
address book. In Exchange Admin Center for your on-premises organization, you
access online address lists and offine address books by selecting Organization in
the feature pane and then selecting Address Lists. As Figure 8-6 shows, the main
pane shows each address list by name and up-to-date status. If an address list isn't
up-to-date, you can tap or click the Update option to update it.

) Enterprise Office 365 I & WiliemsStanek » 2~

Exchange admin center

recipients sharing apps address lists
permissions
compliznce management +r7su0e
DISPLAY NAME ¥ UPTODATE
organization
Public Fold N
rotection e ° A B_All Groups
protectior Default Global Address List Ves
. B_All Groups Type
mail flo
B_All Contacts No address lists
motile B_ All Rooms No \
All Users No Not up to date
public folders All Technology No Some changes were recently made to this address list,
All Support No Update

unified messaging All Sales No

This adldress list was created using the Exchange
Management Shell. Use Exchange Management Shell
No tomodify it

All Rooms Yes

All Finance No

1 selected of 15 total

FIGURE 8-6 Accessing address lists in Exchange Admin Center.
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IMPORTANT Any address list created using the shell should be managed only with
the shell. Address lists created with the GUI can be managed with either the GUI or the
shell. That said, Microsoft recommends that you manage address lists from the shell
whenever the list contains several thousand or more recipients. The reason for this is
that Exchange Admin Center will be locked until the task is completed.

Using address book policies

Most Exchange organizations don’t need address book policies. However, when
multiple companies share one Exchange organization, you may want to segment the
global address list to provide customized (scoped) views of recipient data to users

in each separate company. You segment the global address list using address book
policies. Each address book policy contains a global address list, an offine address
book, a room list, and one or more address lists.

You use address book policies when you need to complete separation of the
recipient data. Consider the following example:

Coho Winery merges with Coho Vineyard, resulting in a merged company called
Coho Vineyard & Winery. While publicly a single company, internally the winery
and vineyard operations are distinct and separate. The only overlap between the
operations is in the top-level executive team.

The company has a single Exchange organization and wants those that work in
one part of the operation to have access only to recipients and resources in that
operation. Employees get scoped views of All Users, All Groups, and All Rooms as
well as the default global address list and the default offine address list. These
scoped views include only those that work as part of the winery or vineyard opera-
tions and not both.

The top-level executives and their direct support staff have access to the original,
unscoped address lists. This ensures they can access recipients and resources in
both operations areas.

Keep in mind that the need for custom views of recipients doesn't mean that
your organization needs address book policies. You can create new address lists
at any time and those address lists can be scoped however you'd like them to be
scoped. For example, you could create an address list called All Marketing that
includes only employees in the marketing department.

You can assign address book policy to recipients in both on-premises and online
Exchange organizations. Before you can use address book policy, you must do the
following:

1. Install and enable the Address Book Policy Routing Agent using these

commandes:

Install-TransportAgent -Name "ABP Routing Agent"
-TransportAgentFactory "Microsoft.Exchange.Transport.Agent
.AddressBookPoT1icyRoutingAgent
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.AddressBookPolicyRoutingAgentFactory"

-AssemblyPath "C:\Program Files\Microsoft\Exchange\V15\
TransportRoles\Agents\AddressBookPolicyRoutingAgent\
Microsoft.Exchange.Transport.Agent
.AddressBookPolicyRoutingAgent.d11"

Enable-TransportAgent "ABP Routing Agent"

NOTE Here, C:\Program Files\Microsoft\Exchange\V15\ is the Exchange
install path. If you installed Exchange in a different location, revise the path as
appropriate.

Next, you must restart the transport service and then enable Address Book
Policy routing in the organization using these commands:

Restart-Service MSExchangeTransport
Set-TransportConfig -AddressBookPolicyRoutingEnabled $true

Set an attribute on all recipients that can be used to segment the Exchange
organization. For example, you could use a custom attribute to do this.
Create one or more address lists that provide the segmented views of the
organization-wide global address list. Typically, you'll want a list for mail-
box users, contacts, distribution lists, and rooms. Use New-AddressList with
recipient flters that look for the special attribute to create these lists. Here
are examples:

New-AddressList -Name "B - Al1 Users" -RecipientFilter
{(RecipientType -eq 'UserMailbox') -and
(CustomAttribute8 -eq "CompanyB")}

New-AddressList -Name "B - A11 Contacts" -RecipientFilter
{((RecipientType -eq "MailUser") -or (RecipientType
-eq "MailContact™)) -and (CustomAttribute8 -eq "CompanyB")}

New-AddressList -Name "B - A11 Groups" -RecipientFilter
{((RecipientType -eq "MailUniversalDistributionGroup™)
-or (RecipientType -eq "DynamicDistributionGroup™)

-or (RecipientType -eq "MailUniversalSecurityGroup™))
-and (CustomAttributel -eq "CompanyB")}

New-AddressList -Name "B - Al1 Rooms" -RecipientFilter {(Alias
-ne $null) -and (CustomAttribute8 -eq "CompanyB")-and
(RecipientDisplayType -eq 'ConferenceRoomMailbox') -or
(RecipientDisplayType -eq 'SyncedConferenceRoomMailbox')}

NOTE Address book policy requires a room list. If you don’t use rooms, create
an empty list.
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Create a segmented global address list and then use this address list to cre-
ate the segmented offine address book. Here are examples:

New-GlobalAddressList -Name "B - GAL" -RecipientFilter
{(CustomAttribute8 -eq "CompanyB")}

New-Off1ineAddressBook -Name "B - OAB" -AddressLists
"\B - GAL"

Create an address book policy for the frst company within the organization
and then assign this policy to the appropriate mailboxes. Here are examples:

New-AddressBookPolicy -Name "CompanyB ABP" -AddressLists
"\B - A11 Users", "\B - A1l Contacts", "\B - A1l Contacts"
-0fflineAddressBook "\B - OAB" -GlobalAddressList "\B - GAL"
-RoomList "\B - A11 Rooms"

Get-Mailbox -resultsize unlimited | where {$_.CustomAttribute8 -eq
"CompanyB"} | Set-Mailbox -AddressBookPolicy "CompanyB ABP"

As necessary, repeat Steps 4 through 6 to confgure address lists and policies
for each company within the Exchange organization.

Creating and applying new address lists

You can create new address lists to create customized views of recipient data. For
example, if your organization has offces in Seattle, Portland, and San Francisco, you
might want to create separate address lists for each offce.

To create an address list that users can select in their Outlook clients, follow these

steps:
1.
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In Exchange Admin Center, select Organization in the feature pane and then
select Address Lists.

Tap or click New. This opens the New Address List dialog box.

Type an internal Exchange name and a display name for the address list, as
shown in Figure 8-7. The display name should describe the types of recipi-
ents that are viewed through the list. For example, if you're creating a list for
recipients in the Boston offce, you can call the list Boston Offce.

The container on which you base the address list sets the scope of the list.
The list will include recipients in address lists in and below the specifed
container. The default (root) container, \, specifes that all address lists are in-
cluded by default. To specify a different container for limiting the list scope,
tap or click Browse, and then use the Address List Picker dialog box to select
a container. In most cases, you'll want to select the default (root) container.
The list path is fxed when you create a list, so you won't be able to specify a
different list path later.
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Help
new address list

An address list is a subset of a global address list. Learn more.

1>

*Name:

All Engineering

Address list path:

\ browse...

“Types of recipients to include:
recipient types

® Only the following recipient types:
B Users with Exchange mailboxes
[ mail users with external email addresses
O Resource mailboxes
Owm
O Mai

acts with external email addresses

abled groups

Create rules to further define the recipients that this email address policy applies
to.

X Department ~|  “Enterwords...

add a rule

save cancel

FIGURE 8-7 Specifying a name and configuring the address list.

Use the Types Of Recipients To Include options to specify the types of
recipients to include in the address list. Select All Recipient Types or select
Only The Following Recipient Types and then select the types of recipients.
You can include mailbox users, mail-enabled contacts, mail-enabled groups,
mail-enabled users, and resource mailboxes.

Next, you can create rules that further flter the address list. Each rule acts as

a condition that must be met. If you set more than one rule, each condition

must be met for there to be a match. To defne a rule, tap or click Add A Rule

and then set the flter conditions. The following types of conditions are avail-

able as well as conditions for custom attributes:

= Recipient Container Filters recipients based on where in Active Direc-
tory the related account is stored. Selecting this option displays the Select
An Organizational Unit dialog box. Tap or click the container where the
recipients are stored, such as Users or an organizational unit, and then tap
or click OK.

= State Or Province Filters recipients based on the value of the State/
Province text box on the Contact Information page in the related Prop-
erties dialog box. Selecting this option displays the Specify Words Or
Phrases dialog box. Type a state or province identifer to use as a flter
condition and then press Enter or tap or click Add. Repeat as necessary,
and then tap or click OK.

= Department Filters recipients based on the value of the Department
text box on the Organization page in the related Properties dialog box.
Selecting this option displays the Specify Words Or Phrases dialog box.
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Type a department name to use as a flter condition and then press Enter
or tap or click Add. Repeat as necessary, and then tap or click OK.

= Company Filters recipients based on the value of the Company text box
on the Organization page in the related Properties dialog box. Select-
ing this option displays the Specify Words Or Phrases dialog box. Type a
company name to use as a flter condition and then press Enter or tap or
click Add. Repeat as necessary, and then tap or click OK.

7. Tap or click Save to create the address list. After the address list is created,
users will be able to use the new address list the next time they start Out-
look. In the details pane, the new list will have a status of Not Up To Date.

Creating and fully populating address lists can be resource intensive, so new
address lists aren’t populated. You can populate the address list for the frst time by
updating it. To do this, tap or click the address list and then tap or click Update.

You'll see a warning prompt explaining that it could take a long time to update
the address list. When you tap or click Yes, Exchange Admin Center begins updating
the address list and displays the update progress in a bar graph, as shown in
Figure 8-8. If you fnd the update is taking too long, you can tap or click Stop to halt
the update. You can then restart the update process later.

Recipient "packet-consultant.com/Users/Szles Support”

Click ‘Stop' to cancel the operation. Stopping the operation
won't undo the changes already applied.

stop
FIGURE 8-8 Tracking the update progress.

In Exchange Management Shell, creating and applying address lists are two sepa-
rate tasks. You can create address lists using the New-AddressList cmdlet. You apply
address lists using the Update-AddressList cmdlet. Sample 8-16 provides the syntax
and usage for the New-AddressList cmdlet. Sample 8-17 provides the syntax and
usage for the Update-AddressList cmdlet. For -IncludedRecipients, you can include
mailbox users, mail-enabled contacts, mail-enabled groups, mail-enabled users, and
resource mailboxes.

TIP Exchange Server 2013 does not support Recipient Update Service (RUS). To re-
place the functionality of RUS, you can schedule the Update-AddressList and Update-
EmailAddressPolicy cmdlets to run periodically using Task Scheduler. Alternatively, you
can run the cmdlets manually when you modify addresses.
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SAMPLE 8-16 New-AddressList cmdlet syntax and usage

Syntax

New-AddressList -Name ListName [-Container BaseAddressList]
[-DisplayName DisplayName] [-IncludedRecipients <None, MailboxUsers,
MailContacts, MailGroups, MailUsers, Resources, AllRecipients>]
[-ConditionalCompany CompanyNameFilterl, CompanyNameFilter2,... ]
[-ConditionalCustomAttributeX Valuel, Value2, ...]
[-ConditionalDepartment DeptNameFilterl, DeptNameFilter2, ... ]
[-ConditionalStateOrProvince StateFilterl, StateFilter2, ... ]
[-DomainController FullyQualifiedName] [-Organization OrgName]
[-RecipientContainer ApplyFilterContainer]

New-AddressList -Name ListName [-Container BaseAddressList]
[-DisplayName DisplayName] [-DomainController FullyQualifiedName]
[-Organization OrgName] [-RecipientContainer ApplyFilterContainer]
[-RecipientFilter Filter]

Usage

New-AddressList -Name 'West Coast Sales' -Container '\'
-DisplayName 'West Coast Sales' -IncludedRecipients 'MailboxUsers,
MailContacts, MailGroups, Resources'

-ConditionalCompany 'Pocket Consultant'

-ConditionalDepartment 'Sales', 'Marketing'
-ConditionalStateOrProvince 'Washington', 'Idaho', 'Oregon'

SAMPLE 8-17 Update-AddressList cmdlet syntax and usage

Syntax

Update-AddressList -identity ListIdentity
[-DomainController FullyQualifiedName]

Usage

Update-AddressList -Identity '\West Coast Sales'

Confguring clients to use address lists
Address books are available to clients that are confgured for corporate or work-
group use. To set the address lists used by the client, complete these steps:

1. In Offce Outlook 2013, on the Home panel, select Address Book. Alterna-
tively, press Ctrl+Shift+B.

2. Inthe Address Book dialog box, from the Tools menu, select Options, and
then set the following options to confgure how address lists are used:
= When Sending E-Mail, Check Address Lists In This Order Sets the

order in which Outlook searches address books when you send a message
or tap or click Check Names. You can start with either the global address
list or the contact folders. Or you can choose the Custom option and then

use the up and down arrows to change the list order.
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= When Opening The Address Book, Show This Address List First Sets
the address book that the user sees frst whenever he or she works with
the address book.

3. Tap orclick OK.

TIP  When checking names, you’ll usually want the global address list (GAL) to be
listed before the user’s own contacts or other types of address lists. This is important
because users often put internal mailboxes in their personal address lists. The danger
of doing this without frst resolving names against the GAL is that although the display
name might be identical, the properties of a mailbox might change. When changes oc-
cur, the entry in the user’s address book is no longer valid, and any mail sent bounces
back to the sender with a nondelivery report (NDR). To correct this, the user should
either remove that mailbox from his or her personal address list and add it based on
the current entry in the GAL, or change the check names resolution order to use the
GAL before any personal lists.

Updating address list confguration and membership
throughout the domain

Exchange Server doesn’'t immediately replicate changes to address lists through-
out the domain. Instead, changes are replicated during the normal replication
cycle, which means that some servers might temporarily have outdated address list
information. Rather than waiting for replication, you can manually update address
list confguration, availability, and membership throughout the domain. To do this,
follow these steps:

1. In Exchange Admin Center, select Organization in the feature pane and then
select Address Lists.

2. Tap or click the address list you want to work with and then tap or click
Update.

3. You'll see a warning prompt explaining that it could take a long time to up-
date the address list. Tap or click Yes. Exchange Admin Center begins updat-
ing the address list and displays the update progress in a bar graph.

4. If you fnd the update is taking too long, you can tap or click Stop to halt the
update. You can then restart the update process later.

Alternatively, you can use the Update-AddressList cmdlet to update lists. See Sample
8-17 for syntax and usage.

Previewing and editing address lists

Although you can’t change the properties of default address lists, you can change
the properties of address lists that you create using either Exchange Admin Center
or Exchange Management Shell. You can edit a list’s settings or preview the recipi-
ents in the list by completing the following steps:

1. In Exchange Admin Center, select Organization in the feature pane and then
select Address Lists.
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2. Tap or click the address list you want to work with. If there’s a note in the
details pane stating the list was created in Exchange Management Shell, you
won't be able to modify its settings. You can, however, view the list’s settings
in the Address List dialog box.

3. Tap or click Edit. In the Address List dialog box, you'll see the name, path, and
recipient flter associated with the list.

To preview the recipients included in the list, tap or click the link provided.

5. Modify the name as necessary. Use the Types Of Recipients To Include op-
tions to specify the types of recipients to include. Select All Recipient Types
or select Only The Following Recipient Types and then select the types of
recipients.

6. Create new rules or modify existing rules to further flter the recipients.

Tap or click Save. In the details pane, the modifed list will have a status of
Not Up To Date. To update the membership of the address list, tap or click
Update and then follow the prompts.

In Exchange Management Shell, you can modify an address list using the
Set-AddressList cmdlet. Sample 8-18 provides the syntax and usage. Address lists
created for Exchange Server 2003 aren’t compatible with Exchange Server 2013.
You can upgrade address lists created for Exchange Server 2003 so that they work
with Exchange Server 2013 by using -ForceUpgrade $true and then modifying any
incompatible included recipients or recipient flters as necessary. After you update
an address list, you can make the changes visible by using the Update-AddressList
cmdlet, as shown previously in Sample 8-17. You don’t need to upgrade address lists
created for Exchange Server 2007 or Exchange Server 2010.

SAMPLE 8-18 Set-AddressList cmdlet syntax and usage

Syntax

Set-AddressList -Identity ListName

[-DisplayName DisplayName] [-IncludedRecipients <None, MailboxUsers,
MailContacts, MailGroups, Resources, AlTRecipients>]
[-ConditionalCompany CompanyNameFilterl, CompanyNameFilter2,... ]
[-ConditionalDepartment DeptNameFilterl, DeptNameFilter2, ... ]
[-ConditionalStateOrProvince StateFilterl, StateFilter2, ... ]
[-DomainController FullyQualifiedName] [-ForceUpgrade <$false|$true>]
[-RecipientContainer ApplyFilterContainer] [-RecipientFilter Filter]

Usage

Set-AddressList -Identity '\West Coast Sales' -Name 'Sales Team-West'
-IncludedRecipients 'MailboxUsers, MailContacts, MailGroups'
-Company 'Pocket Consultant'

-Department 'Sales', 'Marketing'

-StateOrProvince 'Washington', 'Idaho','Oregon’

Usage

Set-AddressList -Identity '\West Coast Sales' -Name 'Sales Team-West'
-IncludedRecipients 'MailboxUsers, MailContacts, MailGroups'
-ForceUpgrade $true
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Renaming and deleting address lists
You can only rename or delete user-defned address lists.

= Renaming address lists To rename an address list, in Exchange Admin
Center, select its entry and then select Edit. Type a new name in the Display
Name text box. In the details pane, the modifed list will have a status of
Not Up To Date. To update the membership of the address list, tap or click
Update and then follow the prompts.

= Deleting address lists To delete an address list, in Exchange Admin Cen-
ter, select its entry and then select Remove. When prompted to confrm the
action, tap or click Yes.

In Exchange Management Shell, you can remove address lists using the Remove-
AddressList cmdlet. Sample 8-19 provides the syntax and usage. If you also want to
remove address lists that reference the address list you are removing and match a
portion of it (child address lists), you can set the -Recursive parameter to $true. By
default, the cmdlet does not remove child address lists of the specifed list.

SAMPLE 8-19 Remove-AddressList cmdlet syntax and usage

Syntax

Remove-AddressList -Identity ListIdentity
[-DomainController FullyQualifiedName] [-Recursive {$true | $false}]

Usage
Remove-AddressList -Identity '\West Coast Sales'

Managing offine address books

Exchange 2013 has a new offine address book generation and distribution architec-
ture. You confgure offine address books differently than online address lists. To use
an offine address book, the client must be confgured to have a local copy of the
server mailbox, or you can use personal folders. Clients using Outlook 2007 or later
retrieve the offine address book from the designated offine address book (OAB)
distribution point.

NOTE Although future updates may change this, Exchange Admin Center doesn’t
have options for managing of fine address books at the time of this writing. This
means that you need to use Exchange Management Shell to manage offine address
books.

IMPORTANT An OAB distribution point is a virtual directory to which Outlook 2007
and later clients can connect to download the offine address book. OAB distribution
points are hosted by Client Access servers running Internet Information Services (11S)
as virtual directories. Each distribution point can have two URLs associated with it: one
URL for internal (on-site) access and another for external (off-site) access.
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Creating offine address books

The default offine address book includes all the addresses in the global address
list. It does this by including the default global address list. All other offine address
books are created by including the default global address list or a specifc online
address list as well.

NOTE You can create other custom of fine address books using Exchange Manage-
ment Shell. You cannot use Exchange Admin Center to create other offine address
books.

In Exchange Management Shell, you can create offine address books using
the New-OffineAddressBook cmdlet. You apply offine address books using the
Update-OffineAddressBook cmdlet. Sample 8-20 provides the syntax and usage for
the New-OffineAddressBook cmdlet. Sample 8-21 provides the syntax and usage
for the Update-OffineAddressBook cmdlet.

NOTE Public folder distribution is no longer associated with offine address books.

Public folders are now stored in special mailboxes, as discussed in Chapter 7, “Mailbox
administration.”

SAMPLE 8-20 New-OfflineAddressBook cmdlet syntax and usage

Syntax

New-OfflineAddressBook -Name ListName -Server GenerationServer
-AddressLists AddressListl, AddressList2,
[-VirtualDirectories VirtualDirl, VirtualDir2, ...] {AddtlParams}

{Addt1Params}

[-DiffRetentionPeriod RetentionPeriod]
[-DomainController FullyQualifiedName]
[-GlobalWebDistributionEnabled <$true | $false>]
[-IsDefault <$true | $false>] [-Organization OrgName]

Usage

New-OfflineAddressBook -Name 'Offline - West Coast Sales'
-Server 'CorpSvrl27'

-AddressLists '\West Coast Sales’

-VirtualDirectories 'CORPSVR127\0AB (Default Web Site)'

SAMPLE 8-21 Update-OfflineAddressBook cmdlet syntax and usage

Syntax

Update-0fflineAddressBook -Identity OABName
[-DomainController FullyQualifiedName]

Usage
Update-0fflineAddressBook -Identity '\Offline - West Coast Sales'
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When you create an offine address book, you must use the -AddressLists
parameter to specify the address lists that are included. If you want the offine
address book to include all recipients in the organization, specify that the Default
Global Address List is the address list to include as shown in this example:

New-OfflineAddressBook -Name 'Offline - Entire Organization'
-Server 'CorpSvrl27'

-AddressLists '\Default Global Address List'
-VirtualDirectories 'CORPSVR127\0AB (Default Web Site)'

You can include multiple address lists using a comma-separated list, as shown in
this example:

New-Off1ineAddressBook -Name 'Offline - Sales & Marketing'
-Server 'CorpSvrl27'

-AddressLists '\A11l Marketing', '\Al1 Sales', '\Sales Teams'
-VirtualDirectories 'CORPSVR127\0AB (Default Web Site)'

If you want the new offine address book to be the default, use the -IsDefault
parameter.

Confguring clients to use an offine address book

Offine address lists are available only when users are working offine. You can con-
fgure how clients use offine address books by completing the following steps:

1. Do one of the following:

= In Outlook 2007, tap or click Tools, select Send/Receive, and then select
Download Address Book. The Offine Address Book dialog box appears.

= In Outlook 2010, tap or click the Offce button. On the Info pane, select
Download Address Book. The Offine Address Book dialog box appears.

= In Outlook 2013, on the File pane, tap or click Info. On the Info page, tap
or click Account Settings and then select Download Address Book. The
Offine Address Book dialog box appears.
2. Select the Download Changes Since Last Send/Receive check box to down-
load only items that have changed since the last time you synchronized the
address list. Clear this check box to download the entire contents of your
address book.
3. With Outlook 2007 and Outlook 2010, specify the information to download
as either of the following two options:
= Full Details Select this option to download the address book with all
address information details. Full details are necessary if the user needs to
encrypt messages when using remote mail.

= No Details Select this option to download the address book without
address information details. This reduces the download time for the ad-
dress book.

4. If multiple address books are available, use the Choose Address Book drop-
down list to specify which address book to download. Tap or click OK.
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Designating OAB generation servers and schedules

In Exchange 2013, the organization has a dedicated OAB generation server. This
server is responsible for generating the offine address books for the entire orga-
nization. Although the frst Mailbox server you install with Exchange 2013 may be
designated as the OAB generation server, this isn't always the case.

To identify the OAB generation server, you need to locate the arbitration mailbox
that handles the offine address book generation. In Exchange 2013, an arbitration
mailbox with the persisted capability “OrganizationCapabilityOABGen” handles
offine address book generation. You can locate this mailbox and identify the server
and database it resides on using the following command:

Get-Mailbox -Arbitration | where {$_.PersistedCapabilities -1like "*oab*"} |
ft name, servername, database

If your Mailbox servers are confgured in an availability group, ensure you've identi-
fed the active copy of the database using the following command:

Get-MailboxDatabaseCopyStatus DatabaseName

where DatabaseName is the database to check. The active copy has the status
Mounted.

By default, the OAB generation server rebuilds offine address books on a daily
schedule and does so once each day. You can confrm the current settings using the
following command:

Get-MailboxServer -Identity OABGenerationServer | f1 OABGeneratorWorkCycle,
OABGeneratorWorkCycleCheckpoint

where OABGenerationServer is the Mailbox server hosting the OAB generation mail-
box. The output of this command is as shown here:

OABGeneratorWorkCycle : 1.00:00:00
OABGeneratorWorkCycleCheckpoint : 1.00:00:00

NOTE In Exchange 2010, of fine address book generation occurs according to a fxed
schedule set with the -Schedule parameter of Set-OffineAddressBook. In Exchange
2013, this schedule is not used.

The Mailbox server uses the default daily schedule and will rebuild the offine ad-
dress books once each day. The schedule uses the following format:

D.HH:MM:SS
where D is the number of days, HH sets the hours, MM sets the minutes, and SS sets
the seconds.

You can confgure a different schedule using Set-MailboxServer. Use -OABGener-
atorWorkCycle to set the master schedule and -OABGeneratorWorkCycleCheckpoint
to set the rebuild interval within this schedule. For example, if you want address
books to be rebuilt daily and update every six hours, use the following command:

Set-MailboxServer -OABGeneratorWorkCycle 1.00:00:00
-0ABGeneratorWorkCycleCheckpoint 06:00:00
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The OAB generation server manages and propagates the offine address books.
If the OAB generation server is being overutilized and you want to move the offine
address book generation responsibility to a server with more resources, you can do
this using several different techniques. When the database and server are part of
an availability group, you can move the OAB generation mailbox from one server
in the group to another server in the group. However, to do this, you must activate
the corresponding mailbox database on the other server (and thereby inactivate the
mailbox database on its current server). Consider the following example:

Move-ActiveMailboxDatabase Database42 -ActivateOnServer MailServerl8

In this example, MailServer18 hosts an inactive copy of the mailbox database
that contains the OAB generation mailbox and this database is activated. When
Database4? is activated, MailServerl8 becomes the OAB generation server.

When the database and server are not part of an availability group, you can use
a standard move request to move the OAB generation mailbox from a database on
one server to a database on another server. Consider the following example:

Get-Mailbox -Arbitration -database Database42| where
{$_.PersistedCapabilities -like "*oab*"} | New-MoveRequest
-TargetDatabase Databasel4d

When the move request is completed and fnal, the new server becomes the
OAB generation server. As may be required for load balancing, fault tolerance, or
geographically disbursed Exchange organizations, you can create an additional OAB
generation mailbox. To do this, use the following commands:

New-Mailbox -Arbitration -Name "OAB 2" -Database Database42

-UserPrincipalName oab2@pocket-consultant.com -DisplayName "OAB Mailbox 2"

Set-Mailbox -Arbitration oab2 -0ABGen $true

Rebuilding the OAB manually

Although the offine address book is generated automatically according to the
generator work cycle, you can force the OAB generator to rebuild offine address
books manually. To do this, use the Update-OffineAddressBook cmdlet as shown in
this example:

Update-0fflineAddressBook -Identity '\Default Offline Address Book'
This example initiates an update of the default offine address book. This com-

mand initiates an RPC request to each mailbox server hosting an active OAB genera-
tion mailbox.

You also can force Exchange to rebuild the offine address book if you restart the
Mailbox Assistance service on the server hosting an active OAB generation mailbox.
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Setting the default offine address book

Although you can create many offine address books, clients download only one.
This address list is called the default offine address book. To specify the default
offine address book, use Set-OffineAddressBook with this basic syntax:

Set-0fflineAddressBook -Identity OABName -IsDefault
[-DomainController FullyQualifiedName]

In the following example, Offine — All Company is set as the default offine
address book:

Set-0fflineAddressBook -Identity '\Offline - A1l Company' -IsDefault

Changing offine address book properties

The offine address book is based on other address lists that you've created in the
organization. In Exchange Management Shell, you can modify offine address books
using the Set-OffineAddressBook cmdlet. Sample 8-22 provides the syntax and
usage.

SAMPLE 8-22 Set-OfflineAddressBook cmdlet syntax and usage

Syntax

Set-0fflineAddressBook -Identity OABName

[-AddressLists AddressListl, AddressList2, ... ]
[-ApplyMandatoryProperties {$true | $false}]

[-ConfiguredAttributes Attributes]

[-DiffRetentionPeriod RetentionPeriod]

[-DomainController FullyQualifiedName]

[-GlobalWebDistributionEnabled <$true | $false>]

[-IsDefault <$true | $false>] [-MaxBinaryPropertySize Size]
[-MaxMultivaluedBinaryPropertySize Size]
[-MaxMuTtivaluedStringPropertySize Size] [-MaxStringPropertySize Size]
[-Name Name] [-PublicFolderDistributionEnabled <$false|$true> ]
[-Schedule Schedule] [-UseDefaultAttributes {$true | $false}]
[-Versions Versions] [-VirtualDirectories VirtualDirl, VirtualDir2, ...]

Usage

Set-0fflineAddressBook -Identity '\Offline - West Coast Sales'
-Name 'West Coast Sales - Offline’
-AddressLists '\West Coast Sales'
-PublicFolderDistributionEnabled $true
-VirtualDirectories 'CORPSVR127\0AB (Default Web Site)'

One way to modify an offine address book is to modify the list of included ad-
dress lists. You can make additional address lists a part of the offine address book. If
you no longer want an address list to be a part of the offine address book, you can
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remove it. To perform either task, use the -AddressLists parameter. This parameter
specifes the exact list of address lists to include, and you must always explicitly
specify each address list that should be included. Consider the following example:

Get-0fflineAddressBook

Name Versions AddressLists

Default Offline Address Book {Version4} {\Default Global Address List}
Temp Employees Address Book {Version4} {\A11 Support, \All Temps}

In this example, the organization has two offine address books. One for full-
time employees and one for temporary employees who provide on-site support.
For temporary employees, the offine address book includes recipient data only for
members of the support team and other temps on the support team. If the offine
address book for temporary employees should also include recipient data for All
Help Desk, you could add this address list as shown in this example:

Set-0fflineAddressBook -Identity '\Temp Employees Address Book'
-AddressLists '\Al1l Support', '\A1l Temps', 'Al1 Help Desk'

If you later decided to remove All Help Desk from this of fine address book, you
could do so by entering the following command:

Set-0fflineAddressBook -Identity '\Temp Employees Address Book'
-AddressLists "\Al1l Support', '\A1l Temps'

Deleting offine address books

If an offine address book is no longer needed, you can delete it as long as it isn’t
the default offine address book. Before you can delete the default offine address
book, you must set another address book as the default.

In Exchange Management Shell, you can delete an offine address book using the
Remove-OffineAddressBook cmdlet. Sample 8-23 provides the syntax and usage.
Set the -Force parameter to $true to force the immediate removal of an offine
address book.

SAMPLE 8-23 Remove-OfflineAddressBook cmdlet syntax and usage

Syntax

Remove-0fflineAddressBook -Identity 'OfflineAddressBookIdentity’
[-Force <$false|$true>] [-DomainController FullyQualifiedName]

Usage
Remove-0OfflineAddressBook -Identity '\Offline - West Coast Sales'
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= Using shared and split permissions 333

n this chapter, you'll learn how to implement Microsoft Exchange Server security.

In Active Directory, you manage security using permissions. Users, contacts, and
security groups all have permissions assigned to them. These permissions control
the resources that users, contacts, and groups can access and the actions they can
perform. You use auditing to track the use of these permissions, as well as log ons
and log offs. You manage Exchange permissions using either the Active Directory
tools or the Exchange management tools.

As with Exchange 2010, Exchange 2013 includes a permissions model called
role-based access control (RBAC). This model is implemented in tandem with the
standard permissions model. Because you can use both models to control access
to an Exchange organization, | will examine the standard model frst and then dis-
cuss the RBAC model. If you are integrating Exchange 2013 into an Exchange 2007
organization and haven't previously deployed Exchange 2010, the permissions
models used with Exchange 2007 will temporarily coexist with the standard and
RBAC permissions models used by Exchange 2010 and Exchange 2013. To fnalize
the permissions confguration, you’ll need to transition permissions from the old
model to the permissions models used by Exchange 2010 and Exchange 2013.

NOTE Throughout this chapter, | will often refer to Active Directory security
groups simply as security groups or groups. Exchange also has distribution groups.
Although distribution groups are created as objects in Active Directory, they aren’t
used to control access to resources.
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Confguring standard permissions for Exchange

Most Exchange information is stored in Active Directory. You can use the features
of Active Directory to manage these standard permissions across the Exchange
organization.

Assigning Exchange Server and Exchange Online permissions

Users, contacts, and security groups are represented in Active Directory as objects.
These objects have many attributes that determine how they are used. The most
important attributes are the permissions assigned to the objects. Permissions grant
or deny access to objects and resources. For example, you can grant a user the right
to create public folders but deny that same user the right to create mail-enabled
contacts.

Permissions assigned to an object can be applied directly to the object, or they
can be inherited from another object. Generally, objects inherit permissions from
parent objects. A parent object is an object that is above another object in the object
hierarchy. However, you can override inheritance. One way to do this is to assign
permissions directly to an object. Another way is to specify that an object shouldn’t
inherit permissions.

In Exchange Server 2013, permissions are inherited through the organizational
hierarchy. The root of the hierarchy is the domain. All other containers in the tree
inherit the permissions of the domain container. Sometimes, however, you want
to create structures that represent parts of the organization or you want to limit
administrative access for part of the organization. To do this, you use organizational
units. Organizational units (OUs) are containers for objects that you not only want to
group together but that you also want to manage together.

For the management of Exchange information and servers, Exchange Server 2013
uses several predefned groups. These predefned security groups have permissions
to manage the Exchange organization, Exchange servers, and Exchange recipient
data in Active Directory. In Active Directory Users And Computers, you can view
and work with the Exchange-related groups using the Microsoft Exchange Security
Groups organizational unit (see Figure 9-1).

TIP In Active Directory Users And Computers, there’s a hidden container of Exchange
objects called Microsoft Exchange System Objects. You can display this container by
selecting Advanced Features on the View menu.

NOTE When you are working with Exchange Online, you can view the Exchange
Management groups as well. To do this, connect to Windows Azure and Microsoft
Online Services in Windows PowerShell and then enter the Get-Group command. For
more information on using Windows PowerShell to work with the online service, see
“Understanding on-premises and online recipient management” in Chapter 6, “User
and contact administration.”
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FIGURE 9-1 Using Active Directory Users And Computers to work with Exchange management

groups.

Understanding the Exchange management groups

Table 9-1 lists predefned groups created in Active Directory for Exchange Server
2013. As the table shows, each group has a slightly different usage and purpose.
Several of the groups are used by Exchange servers. These groups are Exchange
Servers, Exchange Trusted Subsystem, Exchange Windows Permissions, and
Exchangelegacylnterop. As indicated in the table, you use the other groups for role-
based access control and assigning management permissions. Role groups marked
with an asterisk (*) are also available with Exchange Online.

NOTE Exchange 2003 and Exchange 2007 use a different set of security groups for
managing Exchange permissions. If you want a user or group that had permissions in
Exchange 2003 or Exchange 2007 to have permissions in Exchange 2013, you need to
confgure the appropriate Exchange 2013 permissions for that user or group.

TABLE 9-1 Security groups created for Exchange 2013

GROUP

Compliance
Management

Delegated Setup

Discovery
Management*

GROUP TYPE

Universal
Security
Group

Universal
Security
Group

Universal
Security
Group

DESCRIPTION

Members of this group have
permission to manage compliance
settings.

Members of this group have
permission to install and uninstall
Exchange on provisioned servers.

Members of this group can per-
form mailbox searches for data
that meets specifc criteria.
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GROUP

Exchange Install
Domain Servers

Exchange Servers

Exchange Trusted
Subsystem

Exchange
Windows
Permissions

Exchangelegacy-
Interop

Help Desk*

Hygiene
Management
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GROUP TYPE

Global
Security
Group

Universal
Security
Group

Universal
Security
Group

Universal
Security
Group

Universal
Security
Group

Universal
Security
Group

Universal
Security
Group

DESCRIPTION

Members of this group include
domain controllers on which
Exchange Server is installed. You
can see this group only when
you select View and then tap or
click Advanced Features in Active
Directory Users And Computers.

Members of this group are
Exchange servers in the organiza-
tion. This group allows Exchange
servers to work together. By
default, all computers running
Exchange Server 2013 are mem-
bers of this group; you should not
change this setup.

Members of this group are Ex-
change servers that run Exchange
cmdlets using Windows Remote
Management (WinRM). Members
of this group have permission to
read and modify all Exchange
confguration settings as well as
user accounts and groups.

Members of this group are Ex-
change servers that run Exchange
cmdlets using WinRM. Members
of this group have permission to
read and modify user accounts
and groups.

This group is used for interoper-
ability with Exchange Server 2003
bridgehead servers. (Shouldn’t be
deleted even though it is not used
with Exchange 2013))

Members of this group can view
any property or object within the
Exchange organization and have
limited management permissions.

Members of this group can man-
age the anti-spam and antivirus
features of Exchange.
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GROUP GROUP TYPE
Managed Universal
Availability Security
Servers Group
Organization Universal
Management* Security
Group
Public Folder Universal
Management Security
Group
Recipient Universal
Management* Security
Group
Records Universal
Management* Security
Group
Server Universal
Management Security
Group
UM Universal
Management* Security
Group
View-Only Universal
Organization Security
Management* Group

DESCRIPTION

All Mailbox servers are members
of this group.

Members of this group have full
access to all Exchange properties
and objects in the Exchange or-
ganization with some exceptions,
such as Discovery Management.

Members of this group can man-
age public folders and perform
most public folder management
operations.

Members of this group have per-
mission to modify Exchange user
attributes in Active Directory and
perform most mailbox operations.

Members of this group can man-
age compliance features, includ-
ing retention policies, message
classifcations, and transport rules.

Members of this group can man-
age all Exchange servers in the
organization but do not have
permission to perform global
operations.

Members of this group can man-
age all aspects of unifed messag-
ing (UM), including the Unifed
Messaging service confguration
and UM recipient confguration.

Members of this group have read-
only access to the entire Exchange
organization tree in the Active
Directory confguration container
and read-only access to all the
Windows domain containers that
have Exchange recipients.

ROLE GROUP

Yes

Yes

Yes

Yes

Yes

Yes

Yes

*Also available with Exchange Online

Table 9-2 lists predefned groups and administrative roles used with Exchange
Online and Offce 365. These groups and roles are used for role-based access
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controls and assigning management permissions. However, HelpDeskAdmins and
TenantAdmins aren’t managed in Exchange Online. Instead, you add users to the
related Offce 365 role to get the desired permissions.

TABLE 9-2 Security groups and administrative roles for the Exchange Online and Office 365
GROUP/ROLE DESCRIPTION WHERE USED

HelpDeskAdmins Members of this group have the Password  Exchange
Administrator role in the Offce 365 Online
organization.

TenantAdmins Members of this group have the Global Exchange
Administrator role in the Offce 365 Online
organization.

Global Members of this role have full access to all ~ Offce 365

Administrator Offce 365 features and are the only ones

who can assign other admin roles. Except
for password admins, they also are the only
ones who can reset passwords for other

admins.
Billing Members of this role are responsible Offce 365
Administrator for managing subscriptions and making

purchases. They also can manage support
tickets and monitor service health.

Password Members of this role are responsible for Offce 365
Administrator managing passwords for standard users and

other password admins. They also can man-

age service requests and monitor service

health.
Service Members of this role are responsible for Offce 365
Administrator managing service requests and monitoring

service health.

User Management  Members of this role are responsible for Offce 365
Administrator managing standard users and groups. They

can reset passwords for standard users,

manage service requests, and monitor

service health.

When working with Exchange-related groups, keep in mind that Organization
Management grants the widest set of Exchange management permissions possible.
Members of this group can perform any Exchange management task, including
organization, server, and recipient management. Members of the Recipient Man-
agement group, on the other hand, can manage only recipient information, and
Public Folder Management can manage only public folder information. View-Only
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Organization Management can view Exchange organization, server, and recipient
information, but this group cannot manage any aspects of Exchange.

Table 9-3 provides an overview of the default group membership for the Ex-
change groups in an on-premises organization. Membership in a particular group
grants the member the permissions of the group. Exchange groups that aren't listed
don’t have any default members or membership.

TABLE 9-3 Default membership for Exchange security groups
GROUP MEMBERS MEMBER OF

Exchange Install Individual Exchange servers Exchange Servers
Domain Servers

Exchange Servers Exchange Install Domain Windows Authorization
Servers, individual Exchange Access Group, Managed
servers Availability Group

Exchange Trusted Individual Exchange servers Exchange Windows

Subsystem Permissions

Exchange Windows Exchange Trusted Subsystem n/a

Permissions
Managed Availability Exchange Servers, Mailbox n/a
Servers servers

With Exchange Online, the TenantAdmins group is a member of the Organization
Management role group and inherits its permissions from this role group. Rather
than add members directly to TenantAdmins, you add members to this role by
granting the Global Administrator role to users in Offce 365 Admin Center.

Similarly, the HelpDeskAdmins group is a member of the View-Only Organization
Management role group and inherits its permissions from this role group. Rather
than add members directly to HelpDeskAdmins, you add members to this role by
granting the Global Administrator role to users in Offce 365 Admin Center.

Assigning management permissions to users and groups

To grant Exchange management permissions to a user or group of users, all you
need to do is make the user or group a member of the appropriate Exchange man-
agement group. For on-premises Exchange, one of the tools you can use to manage
users and groups is Active Directory Users And Computers. You can make users,
contacts, computers, or other group members part of an Exchange management
group by completing the following steps:

1. Open Server Manager, tap or click Tools, and then select Active Directory
Users And Computers.

2. In Active Directory Users And Computers, double-tap or double-click the
Exchange management group you want to work with. This opens the group’s
Properties dialog box.
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3. Onthe Members tab, tap or click the user or group you want to remove and
then tap or click Remove. When prompted to confrm, tap or click Yes, and
then tap or click OK.

For both on-premises Exchange and Exchange Online, you use Exchange Admin

Center to manage membership in Exchange role groups. When you are manag-

ing the organization, select Permissions in the Feature pane and then select Admin
Roles to work with Exchange role groups. When you select a role, the right-most
pane provides a description of the role, lists the assigned roles, and also shows the
current members (see Figure 9-4). While working with this view, you can double-tap
or double-click a group entry to view and manage its membership.

[J CEnterprise Office 365 William Stanek v P v

Exchange admin center

recipients admin roles user roles  Outlook Web App policies
permissions
f @ & o

compliance management trsmnre

NAME -
organization

Compliance Management A Discovery Management A
protection Delegated Setup

Members of this management role group can
perform searches of mailboxes in the Exchange
Help Desk organization for data that meets specific

Discovery Management

mall flow

Hygiene Management criteria,

mobile
Organization Management
public folders Public Folder Management Assigned Roles
Recipient Management Legal Hold
. - Mailbox Search
unified messaging Records Management
Server Management
server ? Members
= UM Management
v William Stanek v
5 View-Only Organization Management
ybrid

1 selected of 12 total

FIGURE 9-4 Using Exchange Admin Center to work with Exchange role groups.

You use Offce Admin Center to manage membership in Offce 365 role groups.
When you are managing the Offce 365 service, select Users And Groups in the
Feature pane and then select Active Users to view a list of all active users in the
organization. When you select a user, the properties page for the user is displayed.
Next, select Settings in the Feature pane, as shown in Figure 9-5. If you want the
user to have administrator privileges, complete the following steps:

1. Under Assign Role, select Yes, specifying that you want the user to have
administrator permissions.

2. On the Select A Role list, choose the role to assign. Choose Global Adminis-
trator to make the user a member of TenantAdmins or Password Administra-
tor to make the user a member of HelpDeskAdmins in the Exchange Online
organization.

3. As necessary, enter an alternative email address for the user. Every Offce 365
admin must have an alternate email address.

4. Tap or click Save to apply the changes.
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FIGURE 9-5 Using Office 365 Admin Center to work with Office 365 roles.

Understanding advanced Exchange Server permissions

Active Directory objects are assigned a set of permissions. These permissions are
standard Microsoft Windows permissions, object-specifc permissions, and extended
permissions.

Table 9-4 summarizes the most common object permissions. Keep in mind
that some permissions are generalized. For example, with Read Value(s) and Write
Value(s), Value(s) is a placeholder for the actual type of value or values.

TABLE 9-4 Common permissions for Active Directory objects

PERMISSION

Full Control

List Contents

Read All Properties
Write All Properties
Read Value(s)

Write Value(s)

Read Permissions
Modify Permissions
Delete

Delete Subtree

Modify Owner

DESCRIPTION

Permits reading, writing, modifying, and deleting
Permits viewing object contents

Permits reading all properties of an object
Permits writing to all properties of an object

Permits reading the specifed value(s) of an
object, such as general information or group
membership

Permits writing the specifed value(s) of an
object, such as general information or group
membership

Permits reading object permissions

Permits modifying object permissions

Permits deleting an object

Permits deleting the object and its child objects

Permits changing the ownership of the object
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PERMISSION

All Validated Writes

All Extended Writes

Create All Child Objects
Delete All Child Objects
Add/Remove Self As Member

Send To
Send As
Change Password

Receive As

DESCRIPTION

Permits all types of validated writes
Permits all extended writes

Permits creating all child objects
Permits deleting all child objects

Permits adding and removing the object as a
member

Permits sending to the object
Permits sending as the object
Permits changing the password for the object

Permits receiving as the object

Table 9-5 summarizes Exchange-specifc permissions for objects. If you want to
learn more about other types of permissions, | recommend that you read Windows
Server 2012 Pocket Consultant (Microsoft Press, 2012).

TABLE 9-5 Extended permissions for Exchange Server

PERMISSION

Read Exchange Information

Write Exchange Information

Read Exchange Personal
Information

Write Exchange Personal
Information

Read Phone and Mail Options

Write Phone and Mail Options

DESCRIPTION

Permits reading general Exchange properties of
the object

Permits writing general Exchange properties of
the object

Permits reading personal identifcation and con-
tact information for an object

Permits writing personal identifcation and con-
tact information for an object

Permits reading phone and mail options of an
object

Permits writing phone and mail options of an
object

Although you can use standard Windows permissions, object-specifc per-
missions, and extended permissions to control Exchange management and use,
Microsoft recommends that you use the new role-based access controls instead. My
recommendation is to use the role-based access controls whenever possible in place
of specifc permissions. However, you might want to duplicate the old style permis-
sions during your transition from Exchange 2007 to Exchange 2013. This can simplify
the transition by allowing you to confgure new Exchange groups, such as Organi-
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