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OPEN SOURCE SECURITY

Secure networks start here.™ With thousands of
enterprises using pfSense® software, it is rapidly
becoming the world’s most trusted open source
network security solution.
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Packet Filtering
Application Layer
Stateful Inspection
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Advanced open source-based Firewall, Router, and VPN platform The world's leading open-source Firewall, Router and VPN
with breakthrough enterprise-class performance, management, platform - ideal for small to medium business performance and

and service expansion flexibility. service expansion needs.
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Device appliance, virtual machine or cloud instance
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Consulting and Implementation Services

Firewall Conversions

Managed Upgrades

Network Security Consulting

VPN Architecture and Deployment

Training Security
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@ OPEN SOURCE VALUE ,:_;V DEPLOYMENT FLEXIBILITY ((/Y. 3 PROVEN SUCCESS @) BUSINESS READY
L/ d
3x-5x lower total cost of Cloud Ready - AWS or Azure 1,000,000+ installs 24/7 support coverage
ownership than proprietary
solutions Virtual Machine - VMware Business, Government, Higher Tiered subscriptions for any
Education budget
Eliminates vendor lock-in On Premises - H/W Appliances
Wide variety of 3rd party add- Professional service
Increases ?'!-z:dbilit;,' and ons consultations

efficiency
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Load Balancing

Transparent Caching Proxy
Web Content Filter
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PfSense OpenSource UTM Firewall

Firewall and Router
Stateful Packet Inspection (SPI)
GeolP blocking
Anti-Spoofing
Time based rules
Connection limits
Dynamic DNS
Reverse proxy
Captive portal guest network
Supports concurrent IPv4 and IPv6
NAT mapping (inbound/outbound)
VLAN support (802.1q)
Configurable static routing
IPv6 network prefix transiation
IPv6 router advertisements
Multiple IP addresses per interface
DHCP server
DNS forwarding
Wake-on-LAN

PPPoOE Server

FEATURES

VPN

IPsec and OpenVPN

Site-to-site and remote access VPN
support

SSL encryption

VPN client for multiple operating
systems

L2TP/IPsec for mobile devices
Multi-WAN for failover

IPv6 support

Split tunneling

Multiple tunnels

VPN tunnel failover

NAT support

Automatic or custom routing

Local user authentication or
RADIUS/LDAP

Intrusion Prevention System
* Snort-based packet analyzer
* Layer 7 application detection

e Muitipie rules sources and

categories
e Emerging threats database
* IP blacklist database
* Pre-setrule profiles
* Per-interface configuration
* Suppressing false positive alerts
e Deep Packet Inspection (DPI)

* Optional open-source packages for
application blocking

Enterprise Reliability

* Optional multi-node High Availability

Clustering

Multi-WAN load balancing

* Automatic connection failover

Bandwidth throttling

Traffic shaping wizard

* Reserve or restrict bandwidth based

on traffic priority
* Fair sharing bandwidth

* User data transfer quotas

www.palnetgroup.ir

User Authentication
e Local user and group database
* User and group-based privileges

= Optional automatic account
expiration

e External RADIUS authentication

* Automatic iockout after repeated
attempts
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Proxy and Content Filtering

HTTP and HTTPS proxy

Non Transparent or Transparent
caching proxy

Domain/URL filtering

Anti-virus filtering

SafeSearch for search engines
HTTPS URL and content screening
Website access reporting

Domain Name blacklisting (DNSBL)

Usage reporting for daily, monthly,
etc.
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Configuration
Web-based configuration
Setup wizard for initial configuration
Remote web-based administration
Customizable dashboard
Easy configuration backup/restore
Configuration export/import

Encrypted automatic backup to0
Netgate server

Variable level administrative rights
Multi-language support

Simple updates
Forward-compatible configuration

Serial console for shell access and
recovery options

www.palnetgroup.ir

ADMINISTRATION

System Security
Web interface security protection
CSRF protection
HTTP Referer enforcement
DNS Rebinding protection
HTTP Strict Transport Security
Frame protection

Optional key-based SSH access
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Reporting & Monitoring

Dashboard with configurable
widgets

Local logging

Remote logging

Local monitoring graphs
Real-time interface traffic graphs
SNMP monitoring

Notifications via web interface,
SMTP, or Growl

Hardware monitoring

Networking diagnostic tools
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1Gbps to 100+ Gbps®

isense

300Mbps to
10Gbps

B

' Throughput highly dependent upon system processors, packet size, traffic mix, level of encryption, etc
“Throughput scales with far less impact from packet size, traffic mix, lovel of encryption, etc

e
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Single-instance Multi-instance
via CLI or GUI Orchestration via
CLI or RESTful API

=2,
PREMISES APPLIANCE CLOUD AND CLOUD NATIVE
Netgate / 3rd Party / Whitebox / Embedded System Public / Private
=3 =} =Y
BARE METAL VIRTUAL MACHINE CONTAINER
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WAN Switch| @

WAN Shared WAN CARP IP WAN
198 51.100.201 158 51,100 200 198.51.100 202

172.16.1.2 172.16.1.3
ync Interface
Primary| Secondary

LAN LAN

{192.168.1.2 192.168.1.3

Shared LAN CARP IF

19216811

LAN Switci
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Status / Traffic Graph (2]

Graph Settings

WAN | Bandwidth In N Local | IP Address N
Interface Sort by Filter Display
Traffic Graph

wan @ wan (in) wan (out) Host IP Bandwidth In Bandwidth Out
1.2M 203.0.113.5 2.57k Bits/sec 27.40k Bits/sec
1.0M
BOOK
600k
400k
200k

A N P — —0.0

11:55 12:30 13:20 13:54
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High Avalibility

Load Balancing

Traffic Quota

Monitor and
Graph
Applience

VPN

IPS /1DS

Virtual 0S

Connect to AD

Captive Portal
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Free License
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