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N otice
The statem ents m ade and opinions expressed herein belong exclusively to the author and
review ers of this publication, and are not shared by or represent the view point of C itrix
System s, Inc. This publication does not constitute an endorsem ent of any product, service,
or point of view . C itrix m akes no representations, w arranties or assurances of any kind,
express or im plied, as to the com pleteness, accuracy, reliability, suitability, availability, or
currency of the content contained in this publication or any m aterial related to this
publication. A ny reliance you place on such content is strictly at your ow n risk. In no
event shall C itrix, its agents, officers, em ployees, licensees, or affiliates be liable for any
dam ages w hatsoever (including, w ithout lim itation, dam ages for loss of profits, business
inform ation, or loss of inform ation) arising out of the inform ation or statem ents contained
in the publication, even if C itrix has been advised of the possibility of such loss or
dam ages.

C itrix, C itrix X enA pp, X enA pp, X enD esktop, X enServer, X enC enter, X enM obile, X en,
C loudPortal, N etScaler, N etScaler G atew ay, N etScaler V PX , StoreFront, C itrix R eceiver,
FlexC ast, N etScaler Insight C enter, EdgeSight, and other C itrix m arks and brands
appearing herein are tradem arks of C itrix System s, Inc. and/or one or m ore of its
subsidiaries, and m ay be registered in the U .S. Patent and Tradem ark O ffice and in other
countries.
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Preface
D esigning C itrix X enA pp 7.5 as the basis for a desktop virtualization solution requires
extensive planning. There are num erous options and scenarios to consider. Taking the tim e
to properly plan and then execute is key to any successful deploym ent.

This book covers how  to use C itrix X enA pp 7.5 for desktop virtualization solutions.
X enA pp can be classified as both application virtualization as w ell as desktop
virtualization. W hen using X enA pp, you can provide end user access to select applications
or an entire virtual desktop. Providing a virtual desktop w ith X enA pp is also know n as
using the H osted Shared D esktop (H SD ) m odel. This m eans that m ultiple users can share
the sam e desktop w ith com m on resources as opposed to a dedicated desktop.



W hat this book covers
C hapter 1, Planning D esktop Virtualization, provides an overview  of desktop
virtualization and the associated com ponents. This includes an overview  of the building
blocks of V D I and determ ining the right fit for your environm ent.

C hapter 2, D efining Your D esktop Virtualization Environm ent, focuses on understanding
the business requirem ents and driving factors of your virtual desktop strategy, including
creating use cases by understanding your users and applications as w ell as planning your
overall V D I strategy.

C hapter 3, D esigning Your Infrastructure, explains how  to design and scale the core
infrastructure to host your X enA pp solution. This involves creating high-level reference
architectures and planning the virtual, physical, netw orking, and storage infrastructures.

C hapter 4, D esigning Your Access Layer, explains how  to design the A ccess layer
com ponents, including N etScaler and StoreFront, delving into the design specifics and
identifying any constraints.

C hapter 5, D esigning Your Application D elivery Layer, explains how  to design the
A pplication D elivery layer com ponents, including all of the X enA pp site design elem ents
such as controllers, session hosts, D elivery G roups, and application publishing m odels.

C hapter 6, D esigning Your Virtual Im age D elivery, focuses on w orkload im aging services
and delivery. This includes an overview  of Provisioning Services and M achine C reation
Services as w ell as best practices and recom m endations.

C hapter 7, D esigning Your Supporting Infrastructure C om ponents, focuses on the
rem aining supporting com ponents for the X enA pp solution, including licensing, database
requirem ents, m onitoring services, and print services.

C hapter 8, O ptim izing Your XenApp
¬
 Solution, focuses on the auxiliary com ponents that

can be used to further optim ize and custom ize the X enA pp environm ent. This includes
profile m anagem ent, C itrix policies, A ctive D irectory policies, and printing
considerations.

C hapter 9, Im plem enting Your XenApp
¬
 Solution, covers the final steps to im plem ent a

X enA pp solution. It focuses on building the desktop and applications for delivery,
capacity planning, load testing, user acceptance testing, and production rollout planning.





W hat you need for this book
This is based on C itrix X enA pp 7.5 Platinum  Edition and all its associated com ponents,
including StoreFront 2.5, License Server 11.11, and Provisioning Services 7.1. W e w ill
also take a look at X enServer 6.0.2, C itrix N etScaler 10.1, M icrosoft SQ L Server 2012,
and M icrosoft File Services.

In order to recreate the steps in this m anual, you w ill need a m inim um  of tw o W indow s
Server 2008 R 2 or W indow s Server 2012 system s, preferably m ore. You w ill also need the
dow nloadable C itrix X enA pp 7.5 m edia from  w w w .citrix.com .





W ho this book is for
This book is w ritten for C itrix engineers, C itrix architects, virtualization consultants, and
IT project m anagers. It is assum ed that the reader has som e prior experience w ith C itrix
X enA pp and related technologies or w ith desktop virtualization. H ow ever, prior
experience is not required to understand the m ain concepts and flow  of the m aterial
presented.

This book attem pts to balance technical detail and business logic. Each topic is w ritten
using an easy-to-follow  guide based on real-w orld experience and explains the reasoning
behind the recom m ended design decisions.





Introduction to the X enA pp¬  7.5 platform
B efore w e delve too deep into desktop virtualization solutions, you need to first
understand m ore about C itrix X enA pp. C itrix X enA pp w as previously know n as C itrix
Presentation Server. Prior to that, it w as also know n as C itrix M etaFram e Server and
C itrix W inFram e Server. You m ay hear som e of these other term s or see them  m entioned
in other articles or legacy docum entation. W ith the introduction of C itrix X enD esktop 7,
X enA pp and X enD esktop w ere m erged into a com m on code base. The m aterial presented
in this book for X enA pp 7.5 applies to X enD esktop 7.5 environm ents as w ell.

C itrix X enA pp operates on top of M icrosoft R em ote D esktop Services, also know n as
Term inal Services or R em ote D esktop Session H ost. X enA pp contains its ow n
m anagem ent suite (called Studio) as w ell as its ow n transportation protocol (IC A , short for
Independent C om puting A rchitecture). The com bination of m anagem ent and stream lined
protocol has allow ed C itrix to m aintain status as the industry leader in application and
desktop virtualization. C om bining this w ith other products of C itrix allow s enterprises to
create secure and scalable virtualization solutions.

In its m ost sim plistic form , C itrix virtualization is about enabling users to use their
applications from  any device anyw here. If a user is not able to use his/her applications
effectively, then there is little point to virtualization. Even in a traditional desktop
environm ent, C itrix can be leveraged to deliver applications to users in a secure and
scalable fashion.

In m ost environm ents, X enA pp can deliver the entire desktop and application set. In other
environm ents, you m ay see a m ix of X enA pp and X enD esktop, as show n in the follow ing
figure:

The distribution of XenApp and XenD esktop in VD I consulting engagem ents



B enefits of using C itrix X enA pp¬
The key objective in all of this is to allow  users to rem otely interact w ith applications. If a
user is not able to use their application effectively, then there is no reason for businesses to
invest in virtualization. U sing rem ote applications w ith C itrix X enA pp offers num erous
benefits; they are outlined in the follow ing table.

The follow ing benefits illustrate w hy organizations, large and sm all, see the value of using
C itrix X enA pp for their virtualization solution. There m ay be additional benefits for your
organization as w ell, such as:

B enefit D escription

A ccessibility U sing the latest C itrix R eceiver allow s users to access their C itrix X enA pp applications and desktops
from  virtually any device and any location in the w orld.

C om pliance
M any industries, including health care and finance, have strict regulations governing com puter system s.
These regulations could include softw are applications, versioning control, and data security. B y using
X enA pp, you centrally control the applications and the data.

C onsistency
Since the applications and data are m anaged w ithin the data center, users have a com m on and consistent
experience regardless of their client device. A  user w ho is accessing applications from  hom e has the
sam e experience as those accessing their applications from  their office PC .

C onvenience A dm inistrators can m anage applications from  a single console. U sers can access all applications from  a
single portal. This provides convenience and ease of use for everyone.

M anagem ent The central m anagem ent of applications and desktops and their m aintenance allow s ease of
adm inistration.

M onitoring
B y keeping all operations in the data center, you can effectively m onitor the X enA pp environm ent to
ensure optim al perform ance. This also allow s the effective auditing of users and application access,
w here required.

Portability C itrix X enA pp enables a flexible w orkforce, including B Y O D  users, w ork-at-hom e users, office
em ployees, and road w arriors.

R eliability The IC A  protocol, used by C itrix X enA pp, is built to create a reliable and stable rem ote connection.

Scalability C itrix X enA pp can rapidly scale both up and out to support a grow ing num ber of applications or users,
or both.

Security
K eeping all data and data operations w ithin the data center ensures that there is no sensitive inform ation
leaving the secure zone. Since none of the data resides on the client device, there is lim ited risk of data
loss.

Stability C itrix X enA pp can be built on robust hardw are configured for fault tolerance and H igh Availability. This
ensures a level of stability and m inim al dow ntim e, thus ensuring a production environm ent.



C itrix X enA pp¬  7.5 feature com parison
This book is w ritten about X enA pp 7.5 Platinum  Edition. This feature set w as chosen
because it is the m ost current X enA pp release at the tim e of w riting, as w ell as the m ost
feature rich one. The follow ing table show s the feature com parison betw een the different
X enA pp licensing levels. N ote that w hile Platinum  Edition is the m ost expensive, it is also
the m ost com m on in enterprise environm ents. A lso, since X enA pp 7.5 and X enD esktop
7.5 use the sam e code base, m any of the features overlap.

 A dvanced E nterprise Platinum

A pplication access    

Enterprise A pp Store X X X

M icrosoft A pp-V  Integration X X X

O ffline applications  X X

Server-hosted applications X X X

Session virtualization X X X

V M -hosted applications  X X

Supported devices    

B row ser-based access X X X

Linux X X X

M ac X X X

Sm artphone X X X

Tablet X X X

Thin client X X X

W indow s X X X

U ser experience    

H D X  3D  Pro  X X

H D X  m obile X X X

H D X  seam less local applications   X

H D X  user experience optim ization X X X

H D X  vG PU  sharing  X X



U nified com m unications optim ization  X X

W A N  optim ization X X X

Im age m anagem ent    

A m azon AW S integration  X X

D elivery G roup assignm ent X X X

H ybrid cloud provisioning  X X

M achine C reation Services X X X

Profile M anagem ent X X X

Provisioning Services  Lim ited X

Scalability    

C entralized m anagem ent X X X

Enterprise scalability X X X

H igh Availability and failover X X X

H ypervisor agnostic X X X

SC C M  integration  X X

Security    

Tw o-factor authentication support X X X

C entrally secured applications X X X

C entrally secured desktops X X X

Encrypted application access X X X

File and data containm ent X X X

N etScaler G atew ay universal license   X

Sm artA ccess   X

SSL V PN   X

M anageability    

A ppD N A   X

C onfiguration logging  X X



D elegated adm inistration  X X

Enhanced m onitoring  X X

H istorical perform ance trending   X

Sim ple to deploy X X X

U ser experience netw ork analysis   X

For a com parison of X enA pp features across different product versions as w ell as
licensing levels, visit http://w w w .citrix.com /go/products/xendesktop/feature-m atrix.htm l.



C om paring C itrix X enA pp¬  7.5 w ith previous
versions
The follow ing table com pares term s and concepts previously used in earlier versions of
X enA pp w ith the equivalent or replacem ent term s and concepts in X enA pp 7.5:

Previous X enA pp versions N ew  X enA pp 7.5 nom enclature

Independent M anagem ent A rchitecture (IM A ) FlexC ast M anagem ent A rchitecture (FM A )

Farm D elivery Site

W orker G roup
Session M achine C atalog

D elivery G roup

W orker

V irtual D elivery A gent (V D A )

Server O S m achine

D esktop O S m achine

Zone and data collector D elivery C ontroller

D elivery Services C onsole C itrix Studio and C itrix D irector

Publishing applications D elivering applications

D ata store D atabase

Load evaluator Load m anagem ent policy

A dm inistrator

D elegated A dm inistrator

R ole

Scope



W hat‒s new  in C itrix X enA pp¬  7.5
The follow ing features are new  in X enA pp 7.5 / X enD esktop 7.5:

X enA pp built on FlexC ast m anagem ent
A  single m anagem ent console (C itrix Studio)
A  m onitoring and troubleshooting console (C itrix D irector) w ith integrated
EdgeSight features
C loud deploym ents
Full A ppD N A  support
StoreFront 2.5
Extended support for W eb Interface 5.4
R em ote pow er control for physical PC s

The follow ing features are added as part of X enD esktop 7.1:

G PU  integration
vG PU  sharing
W indow s Server 2012 R 2 and W indow s 8.1 support

The follow ing features are added as part of X enD esktop 7:

A  m achine catalog for server O S and desktop O S m achines
A  m achine catalog for applications
W indow s Server 2012 and W indow s 8 support
D esktop com position redirection
W indow s M edia client-side content fetching
M ulticast support
R eal-tim e m ultim edia transcoding
U ser D atagram  Protocol (U D P) audio for server O S m achines
W ebcam  video com pression
H D X  3D  Pro
Server-rendered rich graphics and video
Im proved Flash R edirection
Stream lined installer
Profile m anagem ent
C onfiguration logging
D esktop D irector w ith EdgeSight features
D elegated adm inistration
Personal vD isk
M achine C reation Services (M C S) support for M icrosoft K ey M anagem ent System
(K M S) activation
M ultitouch support
R em ote PC  access
U niversal Print Server





C onventions
In this book, you w ill find a num ber of styles of text that distinguish betw een different
kinds of inform ation. H ere are som e exam ples of these styles and an explanation of their
m eaning.

C ode w ords in text, database table nam es, folder nam es, filenam es, file extensions,
pathnam es, dum m y U R Ls, user input, and Tw itter handles are show n as follow s: ―This
w as accom plished by placing the application in a folder called VDIOnly and hiding this
folder.‖

A  block of code is set as follow s:

select UserID, StartDate, MachineID from [MonitorData].[Session]

where userID = 2

order by StartDate DESC

A ny com m and-line input or output is w ritten as follow s:

# cp /usr/src/asterisk-addons/configs/cdr_mysql.conf.sample

     /etc/asterisk/cdr_mysql.conf

N ew  term s and im portant w ords are show n in bold. W ords that you see on the screen, in
m enus or dialog boxes for exam ple, appear in the text like this: ―C lick on R etrieve
A ttributes to verify.‖

N ote
W arnings or im portant notes appear in a box like this.

Tip
Tips and tricks appear like this.





R eader feedback
Feedback from  our readers is alw ays w elcom e. Let us know  w hat you think about this
book‍ w hat you liked or m ay have disliked. R eader feedback is im portant for us to
develop titles that you really get the m ost out of.

To send us general feedback, sim ply send an e-m ail to <feedback@packtpub.com>, and
m ention the book title via the subject of your m essage.

If there is a topic that you have expertise in and you are interested in either w riting or
contributing to a book, see our author guide on w w w .packtpub.com /authors.





C ustom er support
N ow  that you are the proud ow ner of a Packt book, w e have a num ber of things to help
you to get the m ost from  your purchase.



D ow nloading the color im ages of this book
W e also provide you a PD F file that has color im ages of the screenshots/diagram s used in
this book. The color im ages w ill help you better understand the changes in the output. You
can dow nload this file from :
https://w w w .packtpub.com /sites/default/files/dow nloads/9687EN _C oloredIm ages.pdf.



E rrata
A lthough w e have taken every care to ensure the accuracy of our content, m istakes do
happen. If you find a m istake in one of our books‍ m aybe a m istake in the text or the
code‍ w e w ould be grateful if you w ould report this to us. B y doing so, you can save
other readers from  frustration and help us im prove subsequent versions of this book. If
you find any errata, please report them  by visiting http://w w w .packtpub.com /subm it-
errata, selecting your book, clicking on the erratasubm issionform  link, and entering the
details of your errata. O nce your errata are verified, your subm ission w ill be accepted and
the errata w ill be uploaded on our w ebsite, or added to any list of existing errata, under the
Errata section of that title. A ny existing errata can be view ed by selecting your title from
http://w w w .packtpub.com /support.



Piracy
Piracy of copyright m aterial on the Internet is an ongoing problem  across all m edia. A t
Packt, w e take the protection of our copyright and licenses very seriously. If you com e
across any illegal copies of our w orks, in any form , on the Internet, please provide us w ith
the location address or w ebsite nam e im m ediately so that w e can pursue a rem edy.

Please contact us at <copyright@packtpub.com> w ith a link to the suspected pirated
m aterial.

W e appreciate your help in protecting our authors, and our ability to bring you valuable
content.



Q uestions
You can contact us at <questions@packtpub.com> if you are having a problem  w ith any
aspect of the book, and w e w ill do our best to address it.





C hapter 1. Planning D esktop
V irtualization
Planning for desktop virtualization requires understanding the building blocks of V irtual
D esktop Infrastructure, com m only referred to as V D I. This entails not only understanding
the technical com ponents of V D I, but also the business drivers and how  V D I fits into your
overall environm ent. M apping your business objectives w ith the proper technology should
be the ultim ate goal of any V D I project.

In this chapter, you w ill learn about the follow ing:

The building blocks of V D I
V D I layers
H ow  to determ ine the right fit for your environm ent
The road m ap to success
M anaging your project



T he building blocks of V D I
The first step in understanding V irtual D esktop Infrastructure (V D I) is to identify w hat
V D I m eans to your environm ent. V D I is an all-encom passing term  for m ost virtual
infrastructure projects. For this book, w e w ill use the definitions cited in the follow ing
sections for clarity.



H osted V irtual D esktop (H V D )
H osted V irtual D esktop is a m achine running a single-user operating system  such as
W indow s 7 or W indow s 8, som etim es called a desktop O S, w hich is hosted on a virtual
platform  w ithin the data center. U sers rem otely access a desktop that m ay or m ay not be
dedicated but runs w ith isolated resources. This is typically a C itrix X enD esktop virtual
desktop, as show n in the follow ing figure:

H osted Virtual D esktop m odel; each user has dedicated resources

H osted Shared D esktop (H SD )
H osted Shared D esktop is a m achine running a m ultiuser operating system  such as
W indow s 2008 Server or W indow s 2012 Server, som etim es called a server O S, possibly
hosted on a virtual platform  w ithin the data center. U sers rem otely access a desktop that



m ay be using shared resources am ong m ultiple users. This w ill historically be a C itrix
X enA pp published desktop, as dem onstrated in the follow ing figure:

H osted Shared D esktop m odel; each user shares the desktop server resources

Session-based C om puting (SB C )
W ith Session-based C om puting, users rem otely access applications or other resources on a
server running in the data center. These are typically client/server applications. This server
m ay or m ay not be virtualized. This is a m ultiuser environm ent, but the users do not
access the underlying operating system  directly. This w ill typically be a C itrix X enA pp
hosted application, as show n in the follow ing figure:



Session-based C om puting m odel; each user accesses applications rem otely, but shares
resources

A pplication virtualization
In application virtualization, applications are centrally m anaged and distributed, but they
are locally executed. This m ay be in conjunction w ith, or separate from , the other options
m entioned previously. A pplication virtualization typically involves application isolation,
allow ing the applications to operate independently of any other softw are. This w ill be an
exam ple of C itrix X enA pp offline applications as w ell as C itrix profiled applications,
M icrosoft A pp-V  application packages, and V M w are ThinA pp solutions. H ave a look at
the follow ing figure:



Application virtualization m odel; the application packages execute locally

The preceding list is not a definitive list of options, but it serves to highlight the m ost
com m only used elem ents of V D I. O ther options include client-side hypervisors for local
execution of a virtual desktop, hosted physical desktops, and cloud-based applications.
D epending on the environm ent, all of these com ponents can be relevant.





U nderstanding V D I layers
B efore engaging in a virtual desktop solution, the key question is, ―W hat do you need?‖
A s a virtualization architect, I have been involved in countless design and im plem entation
projects. These range from  sim ple proof-of-concept projects for 200 users to m igrations
for global im plem entations of 30,000 users. I have seen too m any projects fail sim ply
because the right questions w ere never asked.

O ne of the first item s to determ ine is w hich flavor or flavors of V D I to use. W ill
traditional session-based com puting (for exam ple, hosted applications only) suffice or do
you need to provide a full desktop? W ill users need dedicated resources or can they share
resources? W hich applications w ill be available w ithin the V D I space; all or just the m ost
critical? H ow  tightly controlled or locked dow n w ill you w ant this new  environm ent to
be? A s you can im agine, there is no right and sim ple answ er. In m ost environm ents, the
answ er is a m ixed-bag solution.

W hen considering V D I, there are m any factors to choose from , all of w hich w ill im pact
the design decisions. These factors include application com patibility (first and forem ost),
perform ance, m anageability, scalability, storage, upfront capital costs, and long-term
operating costs. A dditional factors are reliability, ease of use, m obility, flexibility,
recoverability, fault tolerance, and security. In the end, a technology solution should be
there to support the business; the business should not be there to support the chosen
technology. This m eans that IT departm ents cannot w ork in a vacuum . The driving forces
m ust be w hat is good for the business and w hat em pow ers the application users.

N ote
A ny technology solution should be there to support the business; the business should not
be there to support the chosen technology.

Your choice of V D I solution should be based on your business needs. To fully understand
your needs and how  they relate to V D I, your entire com puting environm ent m ust be
analyzed. The factors to understand w hen preparing for a virtual desktop solution include
user data, personalization, application m anagem ent, im age m anagem ent, and device
m anagem ent. These are business drivers that illustrate how  users w ork in the current
environm ent, and they m ust be understood for successful adaptation in any new
environm ent.



A nalyzing your user data
U ser data includes personal docum ents, application data, and shared corporate data, all of
w hich m ust be identified and m anaged. H om e drive assignm ent, folder redirection, profile
m anagem ent, exclusions, and file synchronization are all viable m ethods to m anage user
data in a V D I environm ent. In order to gain the full benefits of m obility and flexibility
w ithin V D I, user data should be m anaged as its ow n layer to keep it separate from  the
operating system , as show n in the follow ing figure:

Virtual m achine layers



Planning your personalization layer
U ser personalization settings are com m only know n as profiles. Profiles typically include
m ission-critical elem ents such as core application settings and non-critical item s such as
favorites, backgrounds, and pictures. A lthough the non-critical elem ents m ay seem
m undane, they are often necessary to ensure end-user satisfaction and acceptance. Profile
m anagem ent (or lack thereof) can greatly im pede perform ance m etrics m easured around
logon and logoff tim es w hen profiles are loaded or unloaded. Profile m anagem ent is also
essential to enable sm ooth roam ing capabilities. O rganizations w ill differ on how  m uch
personalization is allow ed (none to virtually everything); it is im portant to identify w hat to
allow  and then optim ize its m anagem ent. W e‒ll cover this in m ore detail in C hapter 2,
D efining Your D esktop Virtualization Environm ent.

N ote
U ser data and personalization im pact the end users‒ perception of the environm ent. A
negative perception by users can cause virtual desktop environm ents to fail through lack
of acceptance.



U nderstanding your applications
A pplication m anagem ent involves understanding not only w hich applications are installed,
but also w hat and how  they are used. U sage includes data requirem ents, com pute resource
consum ption, com panion applications, netw ork bandw idth utilization, and access patterns
(for exam ple, are there m idm orning or afternoon spikes, is the application only used at
certain tim es such as during m onth-end batch processing, do users run the application
consistently all day long, and so on). A ll of these considerations are used to build an
application profile. Properly gauging application profiles is im portant to scale your
environm ent w ith the proper am ount of resources. U nderpow ered system s w ill becom e
sluggish and ham per im plem entation, w hile overpow ered solutions m ight unnecessarily
consum e resources, driving up the project costs.

A pplication delivery identifies how  applications are delivered to the end user. This m ay
prim arily be dependent on application com patibility and interoperability. Som e
applications m ay need to be locally installed as part of the base im age, others m ay be
stream ed as part of virtualization, and som e m ay be hosted on application servers. O ther
determ ining factors include m aintenance schedules such as update and patch frequency.
D eterm ining how  and w here applications are delivered m ay im pact the overall solution.
This w ill be covered in m ore detail in C hapter 5, D esigning Your Application D elivery
Layer.



Planning for operating system  delivery
Im age m anagem ent is used to control the delivery and changes to base operating system
im ages. This includes the initial base im age design (operating system , core applications,
and com m on utilities), patch m anagem ent, antivirus configurations, application delivery,
and version controls. Factors to consider are provisioning m ethods and finding a balance
betw een com m on and unique elem ents. C hapter 6, D esigning Your Virtual Im age
D elivery, deals w ith im age m anagem ent in m ore detail.



A nticipating device m anagem ent
D evice m anagem ent is often an afterthought in m any virtualization projects, but it should
be considered upfront. It is not enough to consider w hether you w ill use m obile devices;
you should also identify w hich m obile platform s you w ill support. O ther considerations
are thin clients, laptops, repurposed desktops, kiosks, m ultim edia stations, and so on.
A long w ith the device type, peripherals m ust be understood. Is there any specialty
equipm ent or add-ons that are required for your environm ent, such as scanners, badge
readers, or custom  printers? D eterm ine w hich types of endpoint devices m ight im pact
functional requirem ents.

N ote
U nderstanding application w orkloads and user requirem ents is the biggest piece of the
V D I puzzle. C hoosing the right V D I technology is reliant upon com pletely understanding
your environm ent and business objectives.

D efining your business use cases helps m ap users, devices, and requirem ents into a usable
form at. B usiness cases w ill vary in scope and detail; each case has its ow n usage and
delivery requirem ents that m ight be unique. V D I does not include a one-size-fits-all
solution; it should be designed w ith as m uch flexibility as possible. W e w ill exam ine use
cases m ore in C hapter 2, D efining Your D esktop Virtualization Environm ent.



Infrastructure planning
The entire virtual desktop solution w ill still need physical infrastructure to support
operations. This infrastructure w ill need to be designed for cost, scalability, and reliability.
This includes analyzing your current capabilities to determ ine w hether you can grow  your
current infrastructure or if you need to create a brand new  design. Som e organizations w ill
choose new  environm ents as part of a capital project budget. This aids in design and
deploym ent since it becom es a parallel effort to existing operations. C hapter 3, D esigning
Your Infrastructure, w ill explore infrastructure design in detail. H ave a look at the
follow ing figure:

VD I layers





D eterm ining the right fit
W ith so m any layers and so m any options from  C itrix (as w ell as other vendors), the
challenge becom es determ ining the right fit for your environm ent. There is no easy answ er
to this conundrum  since each organization is different, w ith diverse goals and objectives.

The follow ing are m ultiple real-w orld exam ples from  consulting engagem ents. These m ay
help you decide w hich types of V D I are the right fit for you:

X enA pp for scalability: A  Fortune 500 insurance com pany w as designing a new
B ring Your O w n D evice (B Y O D ) initiative. This organization had w ell-defined use
cases and a strong team  providing central m anagem ent. H ence, they decided
everything can run on a hosted, shared desktop m odel on physical servers. This
allow ed them  the greatest possible user density by leveraging shared resources
am ong all users, thus reducing the total cost of ow nership.
X enA pp as a proven technology: A  global food-services organization w as
considering a secure com puting environm ent for offshore contractors. W hen looking
at V D I options, they felt m any vendors and products w ere capable of delivering the
necessary applications and perform ance. This com pany ultim ately decided to focus
on server-hosted applications to provide utm ost flexibility w ith the low est overhead.
They w ent w ith X enA pp because this w as a proven technology and the m arket leader,
w ith strong support both internally and externally.
X enD esktop for application com patibility: A  leading personal credit lending
organization w as m igrating to a centralized data center m odel w ith the added goal of
using lightw eight thin clients for data entry. This initiative w as started in order to
better m anage secure access to their data and provide w orkforce flexibility for their
call centers. A  m ajor concern w as that their prim ary line of business application w as
only supported on W indow s desktop operating system s. In order to m eet all
requirem ents, a X enD esktop solution w as deem ed necessary. Since all their users
used the sam e applications, w ith no variance, they w ere able to achieve a com pany-
w ide solution w ith lim ited design constraints.
X enA pp for application hosting: A  healthcare softw are developm ent firm  needed a
m ature product to deliver their custom  application suite to subscribers in the hom e-
health field. The platform  required secure rem ote access to the patients‒ data
applications w ithin a centralized database. Their business m odel required a scalable
and m ature product set using session-based com puting for the hosted application,
w ith high levels of fault tolerance.
X enD esktop for peripheral support: A  m edical school w as already using thin
clients to deliver hosted X enA pp applications from  w ithin their data center. Through
a green initiative, they needed to deploy digital radiology and elim inate X -rays
developed on film . This w ould speed the X -ray view ing process, and it w ould also
reduce the cost and chem icals associated w ith film  developm ent. The new  equipm ent
required enhanced U SB  support and 32-bit graphics to achieve the proper resolution.
X enA pp as a desktop replacem ent: A  regional university needed to have a highly
scalable and secure desktop replacem ent for all classroom s and student labs. They



needed a solution to replace m anaging high-risk w orkstations containing local
applications. The solution w as a tw o-tiered X enA pp environm ent: one collection of
session hosts provided a published desktop w ith prim ary applications locally installed
and the second collection of session hosts provided specialty applications on dem and.
X enD esktop for resource isolation: A  m ajor landscape m anagem ent com pany w as
facing resource issues w ith their prim ary route planning and m apping softw are. They
w ere leveraging X enA pp for all applications in a hosted shared environm ent. W hen
the route planners used the geographical inform ation softw are to plan the drivers‒
routes, the intense calculation consum ed the bulk of the server‒s shared C PU  and
m em ory resources. This degraded the perform ance for other users. M oving the
geographical and routing softw are packages into a desktop im age, the custom er w as
able to dedicate and isolate resources, so other users w ere not affected by the
processes.
X enD esktop for enhanced graphics: A  global m anufacturing client needed to
provide detailed 3D  graphics for its com puter-aided design system s supporting
engineers w orking rem otely. Instead of investing in expensive laptops, the client
chose blade PC s for X enD esktop w ith advanced graphics cards. This allow ed the
facility to centrally control the im ages and data, w hile still m eeting the perform ance
and graphical requirem ents of the design engineers.
X enA pp for consolidation: A  national food services com pany w as in the process of
acquiring additional com panies and consolidating disperse operations. A s part of this
initiative, they needed to m ove over 100 different lines of business applications
spread across five different data centers. To accom plish this, a new  X enA pp
environm ent w as designed and deployed based on a new  consolidated server im age.

―There is no right or w rong answ er w hen deciding betw een a XenD esktop or XenApp
solution as either one w orks in m ost use-case scenarios. In evaluating the technical
criteria and value of each option, the final decision often com es dow n to com fort and
fam iliarity.‖ ‌ D an Feller, Lead Architect, C itrix System s





T he road m ap to success
Just like there is no one solution to V D I, there is no m agic bullet w hen it com es to a
successful deploym ent. H ow ever, there are som e tried and true elem ents, dem onstrated in
the follow ing figure, w hich w ill help you succeed:

Basic project m ethodology

The basic m ethodology of any IT project should follow  som ething like this:

A ssess: A ssess your environm ent to determ ine w hat you currently have and w hat you
need. This is one of the m ost critical elem ents since it includes your business case
developm ent and established criteria for success.
D iscover: D iscover your existing infrastructure. This is ultim ately an extension of the
assessm ent phase, but it is focused m ore on technical capabilities.
D esign: D esign a new  environm ent or enhance an existing environm ent. This design
should be a com prehensive architectural plan and should take num erous iterations to
finalize. This design plan can be used as a build guide and should be revised as
changes are im plem ented. A ll design plans should include item s such as system
architecture, scalability, risk identification, and disaster recovery planning.
B uild: B uild the environm ent. M ost environm ents start w ith a proof-of-concept build
to validate the design and technological com ponents. The build phase m ay induce
changes to the overall design, so all baselines should be updated. The build process
should include iterative testing as com ponents are brought online.
Test: Test the environm ent to ensure functionality. This includes unit-level testing to
ensure the com ponents operate as designed, w hich is generally included as part of the
build process. This also includes user acceptance testing. This w ill be discussed in



m ore detail in C hapter 9, Im plem enting Your XenApp
¬
 Solution

D eploy: D eploy the environm ent to end users. Start w ith a sm all pilot deploym ent
w ith a lim ited num ber of pow er users. O nce the pilot is com plete, assum ing success,
a phased deploym ent approach for production should be planned. This w ill ensure
full acceptance by users and lim it the im pact of any previously unknow n issues.
M onitoring is a continuation of deploym ent, helping validate that the environm ent
reaches a steady state of operations.

Tip
A  good friend of m ine once said, ―U sers don‒t rem em ber W H EN  you go live, they
rem em ber H O W  you go live.‖ It is m ore im portant, in the long term , to ensure
everything is right and functional rather than delivered on an arbitrary delivery date.





Project m anagem ent in the real w orld
I use a slightly different m odel w hen deploying virtual desktop solutions. The first and
forem ost phase is assessm ent and discovery. The focus should be on high-level strategy
and business drivers during this phase. This is the m ost critical elem ent since all future
decisions w ill hinge on this analysis. O nce all the requirem ents and expectations are
defined, determ ining the best solution for your environm ent can proceed.

O nce the base analysis is com plete, the project m oves to a design phase. D uring design,
the results of analysis and business requirem ents are translated into a high-level technical
architecture. This includes determ ining the hardw are, softw are, and all infrastructure
com ponents. O nce approved, this high-level architecture becom es the design plan.

D uring the build phase, all of the technology and infrastructure is put in place. This m ight
include building out the data center presence or sim ply creating the V D I com ponents on
top of the existing infrastructure. O nce a base build is com plete, the environm ent is ready
to test and validate.

The testing phase should include base functionality testing, capacity testing, application
integration testing, and user acceptance testing. Testing results are used not only to
validate functionality and perform ance, but also to validate scalability and design
decisions. If testing reveals a change in the baseline, the design should be m odified as
w ell. Testing is an iterative process that m ust be repeated w ith each change to ensure
optim al quality and project success.

In sm aller environm ents, or w hen tim e is sensitive, the design, build, and testing phases
can be consolidated into a single effort (building and testing w hile designing). H ow ever,
this is risky and can som etim es lead to delays or overruns.

Tip
Pick any tw o: G ood, fast, and cheap.

The pilot phase should be integrated as part of the overall project plan. This m ay be part of
the testing and validation phase, or it m ay occur once the initial testing is com plete.
Successful pilot program s are phased in to increase server loads and user counts, and they
should encom pass m ultiple use case scenarios. A  pilot should m im ic production just on a
sm aller scale. Pilot testing results m ay lead to baseline or design changes, and subsequent
testing cycles m ay be necessary. H ow ever, note that an extensive pilot program  is critical
to organizational acceptance and project success. You are better off identifying critical
issues during a sm all pilot phase than during a m ajor production rollout.

The last step, of course, is production rollout. Production rollout should be established in
phases to keep support m anageable as w ell as to m onitor im pact on the infrastructure and
the overall system  perform ance. A n often overlooked key com ponent to production rollout
is com m unication. This includes setting m anagem ent and end user expectations properly
and user training. O pen com m unication w ill also ease concerns users m ay have over the
state of their desktop. The tim e spent properly com m unicating, or over com m unicating, is



quickly recouped through reduced help desk calls.

The follow ing diagram  represents the iterative process of IT project m anagem ent. N otice
the w eight on analysis as w ell as the iterative processes, check points, and the phased
rollout:

Enhanced project m ethodology



M anaging your project
C om m unication is critical not just for custom er satisfaction, but also to m anage the project
as a w hole, including identifying any changes in scope, tim elines, and budget. There are
six key factors to ensure your project is successful, w hich are:

M anaging the scope (w hat is being done)
M anaging the schedule (tim elines)
M anaging the budget (avoiding cost overruns)
Ensuring quality (everything w orks as planned)
M anaging risk factors (avoiding the big pitfalls)
Ensuring custom er satisfaction (did you m eet the project goals)

The follow ing figure represents the six com ponents for successful project m anagem ent:

Project m anagem ent com ponents

C ustom er satisfaction is critical. This is often overlooked in the IT w orld as our custom ers
are com m only our cow orkers. I w as involved in one project that w as on tim e, on budget,
and w orked. H ow ever, the project w as a failure because the end users w ere never properly
assessed and w hat w as delivered w as not w hat w as needed or w anted.

A ccording to a 2012 survey by M cK insey &  C om pany of large IT projects:

45 percent go over budget



7 percent go over tim e
56 percent deliver less value
17 percent fail so m iserably that they threaten the com pany‒s existence

N ote
M y good friend from  the M arines likes to rem ind m e of their saying, ―Slow  is fast.‖
This m eans that slow  is sm ooth, sm ooth is fast, therefore slow  is fast. In other w ords,
you can‒t rush quality.





Sum m ary
In this chapter, w e explored the building blocks of a virtual desktop infrastructure. W e
looked at different m odels to deliver virtual desktops, including hosted virtual desktops,
hosted shared desktops, session-based com puting, and application virtualization. W e also
discussed the various layers of desktop virtualization and w e looked at scenarios to help
determ ine the right fit for your environm ent. You m ay find that you w ill need a m ix of
m odels and solutions, w hich is not uncom m on.

In addition to looking at the various virtual desktop com ponents, w e also discussed
building a road m ap to success. It is not good enough to have a proper design; you m ust be
able to deliver the design successfully. To do so requires som e project planning and
project m anagem ent skills, the m ost notable of w hich is com m unication.

In the next chapter, w e w ill look at further defining our virtual desktop environm ent,
including understanding our users and applications in order to build our use cases. W e w ill
also look at assessing our current environm ent and fine tuning our strategy for our new
environm ent.





C hapter 2. D efining Your D esktop
V irtualization E nvironm ent
In the previous chapter, w e explored the building blocks of a virtual desktop
infrastructure. W e looked at different V D I com ponents and m odels, including desktop-
and server-based solutions. W e also discussed the various layers of a V D I m odel.

N ow  that w e understand the basic layers, w e can begin defining our business requirem ents
and driving factors for our solution. This strategy is a critical factor to successful
deploym ent. A lthough this is a non-technical elem ent, it w ill drive our technical
discussions and decisions.

In this chapter, you w ill:

U nderstand your end users
U nderstand your applications
D efine your use cases
Plan your strategy



U nderstanding your end users
U nderstanding the end users of a target environm ent is the first m ajor step in a successful
virtual desktop design. W ho are the users? W hat do they use? H ow  do they use it? A
successful desktop solution m ust m eet the needs of the users and be useful. It does no
good to design a solution that goes unused or does not fit the needs of the target audience.

W hen understanding users, it is best to start w ith basic classifications. In m ost
organizations, this is done by w orker-type or departm ent m em bers. In the graph presented
in the follow ing diagram , you can see that our fictional organization has six different
classifications of users: C ustom er Support, C ase M anagers, Finance, L egal, IT , and
H R . U sing a sim ple pie chart to represent our user populations helps us see that C ustom er
Support and C ase M anagers m ake up the vast m ajority of our user population. W hen
designing our environm ent, they w ill be the m ost likely candidates to target for analysis
and design. R em em ber, how ever, it is possible that not every user or use case w ill be a
candidate for V D I.

A breakdow n of the user population by departm ent

U sers can also be classified by location (Texas, C alifornia, and so on) or by access types
(local, rem ote, dom estic, international, w ork at hom e, and so on). Som e organizations
classify users by perm ission levels such as standard user, pow er user, and developer. O ther
organizations m ight classify users as internal and external or full-tim e and part-tim e, or
they m ight have no set classifications at all. R egardless of exactly how  users are defined,
creating the logical groups is the first step.

A long w ith defining users, it is im portant to understand how  m any users w ill be
supported. This should include the total num ber of users, calculated by taking into
consideration both total users and concurrency (how  m any users are online at any given
tim e.) This w ill im pact licensing, scalability, and perform ance of the final design. W e w ill
discuss scalability in detail in C hapter 3, D esigning Your Infrastructure.

The next step is to define the user requirem ents for each classification of user. These
requirem ents should include the elem ents listed. These elem ents m ight vary from
organization to organization, so, w hat one com pany defines as supporting, another m ay



call prim ary. The critical takeaw ay is to provide som e form  of structure for classifications
that m akes sense for your environm ent. The classification elem ents are:

Prim ary applications: These include line-of-business applications, productivity
softw are, specialty softw are, and custom  applications
Supporting applications: These are com m on or standard applications across the
organization, typically including core productivity suites (such as M icrosoft O ffice),
PD F readers, com m unication softw are, and so on
D evice types: These include desktop, thin client, laptop, tablet, and so on
R equired peripherals: These include printers, badge readers, signature pads, and so
on
A ccess patterns: These include hours of operations, locality, rem ote connectivity,
and so on
U ser issues: These are concerns or pain points to be addressed, w hich m ight also
include special requirem ents around business processes, w orkflow s, data access, and
so on

A s part of the gathering of the user requirem ents, it is helpful to docum ent user
w orkflow s. W orkflow s help illustrate the usage process and ensure all stakeholders in a
solution design are in agreem ent. U nderstanding the user w orkflow s w ill drive the
environm ental design elem ents to ensure all requirem ents can be m et. The follow ing are
som e sam ple w orkflow s and user requirem ents based on real-w orld exam ples across
different industries.



U se case ‌ clinical physicians
D octors require access to a hospital‒s m edical record system s w hile roam ing betw een
patient room s. D octors use their R FID  badges for quick connect login and require sm ooth
roam ing, so their applications rem ain open and essentially follow  them .

D ecision elem ent D ecision point

Prim ary applications H ospital electronic m edical records system  and patient m onitoring softw are

Supporting
applications W eb brow ser, e-m ail, and W ord processor

D evices Thin clients on m obile carts and patient room  com puters

Peripherals Sm artcard badge reader and unit printer

A ccess patterns 12-hour shifts, 24/7 access required

U ser issues R equires tap-and-go badge access for login and sm ooth roam ing; requires extended tim e-out
periods

U ser w orkflow
Physician accesses a com puter in the patient‒s room
Physician taps an R FID  badge on a reader for rapid touchless login
M edical record application should sign in autom atically

The physician‒s w orkflow  detailed in the preceding table is illustrated in the follow ing
figure:

C linical physician‒s user w orkflow



U se case ‌ data entry clerks
D ata entry clerks are required to process data into a term inal em ulator program  as w ell as
transpose data into spreadsheets and e-m ails w hen necessary. M anagem ent requests a full
W indow s experience to m inim ize training costs:

D ecision elem ent D ecision point

Prim ary applications Em ulator screen for data processing

Supporting
applications W eb brow ser, e-m ail, W ord processor, and spreadsheet applications

D evices Thin clients in pod w ork centers

Peripherals C entral departm ental printers and m ultiple m onitors

A ccess patterns 3 shifts per day, 8 hours per shift, M onday to Friday only; the shifts start at 8 A .M ., 4 P.M ., and
12 A .M .

U ser issues R equires a full W indow s desktop look and feel and support for m ultiple m onitors

U ser w orkflow
C lerks sign in on the first available w orkstation
Full W indow s desktop experience is launched
C lerks perform  data entry through em ulator applications

The data entry clerk‒s w orkflow  detailed in the preceding table is illustrated in the
follow ing figure:

D ata entry clerk‒s user w orkflow



U se case ‌ office w orkers
The branch office w orkers for a financial services com pany need to access their
applications across the corporate w ide area netw ork. These users m ight be uploading
docum ents provided by custom ers as part of the financial application:

D ecision elem ent D ecision point

Prim ary applications M icrosoft O ffice, e-m ail, and financial service applications

Supporting
applications Internet Explorer, G oogle C hrom e, and C isco U nity

D evices A ssigned laptop and desktop w orkstations across m ultiple field offices

Peripherals Local printers, som e scanners, and U SB  drives

A ccess patterns Typical business hours are betw een 8 A .M . and 6 P.M . from  M onday to Friday

U ser issues A ll applications and data are hosted in a secured data center; seam less application appearance
required

U ser w orkflow U sers sign in to the StoreFront w ebsite
U sers can launch any application from  the receiver

The office w orker‒s w orkflow  detailed in the preceding table is illustrated in the follow ing
figure:

O ffice user‒s w orkflow



U se case ‌ hospital adm inistration clerks
In this sam ple use case, hospital adm inistration clerks are responsible for processing
incom ing patients. This includes entering data into the electronic m edical records system s,
scanning insurance cards, capturing patient‒s im ages, and printing patient ID  labels:

D ecision
elem ent D ecision point

Prim ary
applications H ospital electronic m edical records system s

Supporting
applications W eb brow ser and W ord processor

D evices A dm ission com puters (full PC )

Peripherals D igital cam era, printer, and scanner

A ccess
patterns

Prim ary adm issions are from  M onday to Friday from  6 A .M . to 9 P.M . in tw o shifts

Em ergency departm ents operate from  9 P.M . to 6 A .M . every day, including Saturdays and Sundays

U ser issues R equires access to scan patient inform ation (photo identification and insurance inform ation), print to
adm issions printers (including barcode labels), and use a digital cam era to create a visitor badge

U ser
w orkflow

A dm ission clerks sign in to local desktop w ith devices attached
Launch virtual desktops
Launch m edical records system s
Scan and input data into m edical records system s; generate and print reports from  m edical records
system s

The hospital adm inistrator‒s w orkflow  detailed in the preceding table is illustrated in the
follow ing figure:

H ospital adm issions‒ user w orkflow



U se case ‌ call center custom er service
representatives
In this sam ple use case, call center custom er service representatives are responsible for
handling inbound custom er calls in the com pany support hotline. A s part of custom er
services, the representatives need to record all custom er inform ation as w ell as look up
product data and know ledge base articles. A s an added service, video chat is enabled for a
m ore personal touch:

D ecision
elem ent D ecision point

Prim ary
applications D ata entry em ulator, telephony softw are, and custom er relationship m anagem ent softw are

Supporting
applications W eb brow ser, video chat, and e-m ail

D evices C all center PC

Peripherals A udio headset, video cam era, and voice-over-IP phone

A ccess
patterns

Three shifts per day, 8 hours per shift, M onday to Friday; shifts start at 7 A .M ., 3 P.M ., and 11 P.M .; one
shift per day, 10 hours per shift on Saturdays and Sundays; the shift starts at 7 A .M .

U ser issues R equires W indow s 7 O S (due to softw are com patibility); requires telephony integration w ith voice-over-
IP phone system ; requires w ebcam  for optional custom er video chat

U ser
w orkflow

C all center service representative signs into their call center PC  w ith w ebcam  and phone attached;
users m ust enter ID  into phone system  to com plete the login process
U ser connects to hosted W indow s 7 desktop w ith locally installed softw are
Inbound calls are m apped to custom er accounts and displayed on the screen

The call center custom er service representative‒s w orkflow  detailed in the preceding table
is illustrated in the follow ing figure:

C all center user‒s w orkflow



U se case ‌ business executives
The senior m anagem ent team  w ants to em pow er all corporate executives w ith the ability
to m aintain secure e-m ail com m unication and access to productivity reports regardless of
location. These executives prim arily w ork from  their desks, but they m ight use their
tablets from  various conference room s w hile on-prem ise. R em ote access for tablet usage is
also necessary for traveling executives:

D ecision elem ent D ecision point

Prim ary applications E-m ail and productivity reporting

Supporting applications W eb brow ser, M icrosoft Lync, and M icrosoft O ffice Suite

D evices A ssigned laptop and desktop w orkstations and A pple iPads

Peripherals N one defined at this tim e

A ccess patterns A typical access patterns that m ust be available all the tim e

U ser issues R equired support for w ireless tablet devices

U ser w orkflow Executive signs into C itrix R eceiver on a tablet device
Executive can launch any published application from  a receiver

The business executive‒s w orkflow  detailed in the preceding table is illustrated in the
follow ing figure:

Business executive user‒s w orkflow



Translating the user w orkflow
The preceding sam ple use cases are used to sim plify w hat the users need in order to
perform  their jobs. They are not intended to be fully com prehensive. For exam ple, an
office user m ay use m ore applications than M icrosoft O ffice, e-m ail, a w eb brow ser, and
an instant m essaging chat utility. H ow ever, the vast m ajority of their daily activities w ill
focus on the activities m entioned previously. W e w ill discuss the outliers later, but for
now , understand that the focus of use case definition is to define w hat the m ajority of use
cases w ill need.

It is also im portant to understand that a use case w orkflow  is a sim plified version of w hat
happens behind the scenes. In the previous diagram s, w e focused on w hat the user sees. In
the C linical physician user w orkflow  figure show n previously, w e see the three steps a
clinical physician takes to access their patient system . The follow ing table show s the full
w orkflow  of w hat is happening behind the scenes in order to m eet the user w orkflow
requirem ents.

This detailed technical w orkflow  is based on the assum ption that the m edical records
application is hosted on a X enA pp environm ent to provide centralized version control and
security. Since the application suite is hosted, users can access the application from  any
location and receive the sam e basic functionality. This allow s the doctors to m ove from
room  to room  and still m aintain their application access:

W orkflow
steps A ctivities

1 Physician approaches in-room  com puter (or m obile cart).

2 Physician taps the R FID  badge to the reader for rapid touchless login.

3 B adge reader system  validates the physician‒s credentials and triggers a sign on into W indow s running on
the w orkstation.

4 W indow s passes credentials to the C itrix R eceiver running on the w orkstation using the Single sign-on
functionality.

5 C itrix R eceiver passes the user credentials through C itrix StoreFront.

6 C itrix StoreFront uses X M L to check w ith C itrix X enA pp C ontrollers to determ ine w hich session host can
support this physician‒s session or w hether an existing session already exists.

7 If no session exists, a new  instance of the m edical records application is opened; if a session exists for this
user, this session is reconnected.

8 The electronic m edical records application is presented to the physician for use; w ith single sign-on, the
physician‒s user ID  and passw ord are passed for autom atic sign in.

The entire step-by-step w orkflow  detailed in the preceding table is illustrated in the
follow ing diagram . W hile the users only see three unique steps, the actual process takes
eight technical steps.



C linical physician‒s expanded w orkflow





U nderstanding applications
U nderstanding your applications is the next step in a virtual desktop design. W hich
applications are installed? W hich applications are actually in use? W hich applications are
critical to core business operations? W hich applications require backend data?
V irtualization design is all about the applications. If a user cannot use the applications they
need, they w ill not be able to do their job successfully.

The first step is to create a com prehensive list of applications currently in use. This w ill
create the basis to determ ine w hich applications should be included in the virtual desktop
solution. O nce the application list is com piled, you w ill need to verify application
com patibility and interoperability. There m ight be certain applications that require other
supporting applications, specific resources, or are only licensed for certain operating
system s. U nderstanding these constraints w ill com e into play w hen developing your final
use cases.

There are m ultiple w ays to collect this data, as highlighted in the follow ing table:

C ollection m ethod Pros C ons

U ser survey
Input directly from  users

Low -cost solution

Prone to errors and om issions

M ight not be com prehensive

M ight not be detailed enough

U ser w orkflow
analysis

Input directly from  users

Should identify the m ost com m only used
applications and processes

Tim e-consum ing process to generate
detailed w orkflow s

M ight be incom plete

B usiness unit ow ner
listing

Liaison for each business unit identifies w hat this
unit uses or needs

Low -cost solution

Prone to error

M ight not be detailed enough

A utom ated
collection

Em pirical data

Full details, including different versions of the sam e
softw are

C an be expensive

C an be overly detailed, requiring in depth
analysis

Existing catalog
R eview  of existing offerings

Low -cost solution
W ill not see out-of-band softw are

A s you can see, no single m ethod is perfect for identifying applications. U sing m ultiple
m ethods, such as a user server and an autom ated collection to create a list of softw are
packages, is preferred. B usiness unit ow ners should be engaged to help identify the key
packages from  the listings. A s w ith use case definitions, this is sim ply a starting point.
B uilding a list of applications and requirem ents feeds into im age creations, but once the
user testing phase begins, changes m ight be required.



M aking a questionnaire for an application
A pplication questionnaires help define the application specifics. These specifics help
adm inistrators define technical requirem ents, including interoperability and com patibility.
For exam ple, one application suite m ight require Java 6 U pdate 16 w hile another package
requires Java 7 U pdate 13.

A long w ith know ing w hich applications are required, a final application list should
include relevant details such as:

A pplication version (if there are m ultiple versions, can they be stream lined to a single
version?)
Supporting requirem ents (for exam ple, Java, W ord, and so on)
O perating system  com patibility (32-bit or 64-bit capable)
R esource overhead (is it processor, m em ory, or disk intensive?)
Special licensing requirem ents (lim ited num ber of concurrent or nam ed users, host-
based licensing)
Interoperability requirem ents (m ust it be isolated from  or co-exist w ith certain
packages?)

The follow ing table represents a sam ple application qualification questionnaire and
illustrates the pertinent inform ation that should be collected. This is typically given to an
application or business unit ow ner. A ll applications should be tested in an isolated test
environm ent before being placed in a production environm ent.

B ase application inform ation

A pplication nam e.

A pplication vendor.

A pplication version.

Installation m edia source location.

W hich users or locations w ill need access to this application?

Estim ated num ber of concurrent users.

W ho is the application ow ner, subject m atter expert, or prim ary contact?

W ho is responsible for testing the application functionality?

W hen does the application need to be ready for production?

C riticality factor (rank 1-5, 1 = optional, and 5 = m ission critical).

A pplication functionality

A re there any backend data requirem ents, such as file share, database, and so on? If there are, please list them .



A re there any specific hardw are or softw are prerequisites? If there are, please list them .

Is there any special licensing required for this application?

A re there any additional custom  configurations required?

A re there any other special considerations, such as 3D  graphics, intense processor utilization, or heavy resource
consum ption?

C om patibility inform ation

Is the application supported on W indow s Server 2008 R 2?

Yes

Yes w ith
issues

N o

U nknow n

Is the application supported on W indow s Server 2012?

Yes

Yes w ith
issues

N o

U nknow n

Is the application supported on W indow s 7?

Yes

Yes w ith
issues

N o

U nknow n

Is the application supported on W indow s 8?

Yes

Yes w ith
issues

N o

U nknow n

Is the application supported on C itrix X enA pp or M icrosoft Term inal Server / R em ote D esktop
Services?

Yes

Yes w ith
issues

N o

U nknow n

A dditional com m ents or requirem ents



A utom ated application data collection
A pplication auditing tools provide a great resource to collect em pirical data on w hich
applications are installed and are actually in use. This is useful for environm ents starting
from  scratch, w hich m ay not know  w hat they have or w hat they need. These tools are also
helpful to review  an environm ent and see w hat is actually used by the users to determ ine
w hether changes are necessary.

There are num erous products on the m arket to assist you w ith application data collection.
Som e organizations m ay already have products in use that can assist w ith this; others m ay
require third-party tools. I have listed several tools here that I used in the past w ith great
success. A ny of these tools can assist you in your application discovery and analysis
process:

Stratusphere by Liquidw are Labs
N etw ork Inventory by Lansw eeper
B aseline D esktop A nalyzer by R ES Softw are
A ppD N A  by C itrix
SysTrack by Lakeside Softw are

For full disclosure as a professional consultant, I m aintain active partnerships w ith C itrix,
Liquidw are Labs, Lakeside Softw are, and R ES Softw are. H ow ever, I do not resell the
products.

U sing Stratusphere FIT
Stratusphere by L iquidw are L abs is one of the m arket leaders in application
perform ance data collection. This product is used for desktop transform ations, enabling IT
departm ent‒s insight into desktop activity w ith the intent of m igrating w orkloads from
physical to virtual. Typically, the agent is deployed and it runs for a m inim um  of 30 days,
although that can be shortened if necessary. The agent runs on the desktop and m onitors
item s such as w hich applications are run, w hen they are executed, how  long they are used
for, the resource consum ption, and all versions. This inform ation is collected by a server
and can be generated into reports. A  sam ple sum m ary report is show  in the follow ing
diagram , including w hich applications are actually used:



Sam ple Stratusphere report from  Liquidw are Labs

A ccording to the Liquidw are Labs w ebsite, Stratusphere offers the follow ing benefits:

A ssesses and baselines users, applications, and infrastructure resources
M easures endpoint-to-datacenter netw ork latency
R ates user and application fitness levels as good/fair/poor
Supports capacity planning for C PU , m em ory, and IO PS per application
Enables design of optim um  shared-im age strategy
A llow s the creation of rem ediation plans before m igrating desktops to virtual
platform s

M ore inform ation is available at
http://w w w .liquidw arelabs.com /products/stratuspherefit.asp.

U tilizing N etw ork Inventory
L answ eeper‒s N etw ork Inventory product is an agentless utility that runs on a central
server on your netw ork. A n additional client scanning agent is optional and is
recom m ended for com prehensive data collection. The collected data is w ritten to a
database and accessed from  a w eb reporting frontend. Lansw eeper can collect the
applications that are installed and the ones that are in use across the desktop environm ent,



including generating exclusion or exception reports. The follow ing is a sam ple of softw are
reports:

Sam ple softw are report from  Lansw eeper

A ccording to Lansw eeper‒s w ebsite, N etw ork Inventory offers the follow ing benefits:

Softw are inventory
N etw ork inventory
License com pliance
C om pliance reporting
Event log integration

M ore inform ation is available at http://w w w .lansw eeper.com /softw are-inventory-and-
softw are-audit.aspx.

U sing B aseline D esktop A nalyzer
R ES Softw are‒s B aseline D esktop A nalyzer product provides insight into user context
and desktop usage of your existing environm ent, w hether physical or virtual. This is an
agentless deploy that is hosted in the M icrosoft A zure C loud, requiring no infrastructure.
B aseline D esktop A nalyzer collects data on hardw are, applications, users, printer



topology, and netw ork topology. The follow ing report dem onstrates the percentage of
different users and the num ber of devices per dom ain:

Sam ple user and device report from  RES Baseline D esktop Analyzer

A ccording to R ES‒s w ebsite, B aseline D esktop A nalyzer provides a quick insight into the
user environm ent using a no-cost softw are solution and providing quick and easy analysis.
This em pow ers desktop transform ation initiatives focused on:

A pplication virtualization (A pp-V )
W indow s 7 m igrations
C itrix X enA pp rollouts
D esktop virtualization projects

M ore inform ation is available at https://w w w .resbaselinedesktopanalyzer.com .

L everaging A ppD N A
The C itrix A ppD N A  softw are enables discovering, autom ating, validating, and m anaging



applications for faster application m igration and virtualization. A ppD N A  is included as
part of the C itrix X enA pp 7.5 Platinum  License. A ppD N A  analyzes softw are installation
packages to detect com patibility and interoperability. This includes autom ated application
testing and m odeling against target operating environm ents. The results are presented in a
dashboard using a red stoplight form at for incom patibility or m ajor issues, yellow  to
proceed w ith caution, and green for no issues found, as show n in the follow ing screenshot:

Sam ple application sum m ary report from  AppD N A

A ccording to C itrix‒s w ebsite, A ppD N A  provides som e of the follow ing key features:

D iscover application issues w ith sophisticated testing
M odel application outcom es to determ ine the best plan of action
A utom ate application rem ediation and packaging processes
M anage ongoing application evolution after launch of the m igration or virtualization
project

M ore inform ation is available at http://w w w .citrix.com /products/appdna/overview .htm l.

Im plem enting L akeside Softw are SysTrack
SysTrack by L akeside Softw are is another m arket leader in desktop system  and
application perform ance data collection. SysTrack can be used w ith physical desktops,
virtual desktops, and virtual servers, including C itrix X enA pp servers. SysTrack can be
used to assess current system s prior to virtualization, or it can be used to audit virtual
system s to ensure baseline com pliance. SysTrack can also be used for chargeback m odels



based on resource utilization.

SysTrack leverages a centralized collection server (based on W indow s) and a SQ L
database. The collection agent is deployed and runs for a typical duration of 30 days,
although this can be shortened if necessary. The agent m onitors item s such as w hich
applications are used, w hen they are executed, how  long they are used for, the resource
consum ption, and all versions. This inform ation is collected by a server and can be
generated into reports. A  sam ple sum m ary report is show n in the follow ing screenshot:

Sam ple application sum m ary report from  Lakeside Softw are‒s SysTrack

A ccording to the Lakeside Softw are w ebsite, SysTrack offers the follow ing benefits:

Ease of use‍ each client can be deployed rem otely in 1 to 3 m inutes
O ne m odule for all com ponents (w orkstations and servers)
G lobal system -view  capability based on roles and responsibilities
O ut of the box and easy-to-understand interfaces and reports
R ole-based security controls data access
D etailed perform ance counter tracking from  the IC A  stack
C ustom izable reporting and alarm ing
A pplication concurrency tracking
U ser session tracking

M ore inform ation is available at http://w w w .lakesidesoftw are.com /products.aspx.

The follow ing diagram  show s the plan of a SysTrack FastTrack project:



SysTrack FastTrack project plan

SysTrack is also available in conjunction w ith C itrix as part of C itrix‒s Project
A ccelerator. The FastTrack planning tool is based on SysTrack and is part of C itrix‒s
V irtual D esktop A ssessm ent Tool. For m ore inform ation, please refer to
http://w w w .lakesidesoftw are.com /fasttrack.aspx or http://project.citrix.com .



C om pleting your softw are inventory
The tools listed in the preceding section are just a sam ple of the available tools on the
m arketplace. Your selection of discovery m ethods w ill vary based on scale, costs, and
functional requirem ents. R egardless of w hich m ethods or tools you use to generate your
softw are inventory, it should alw ays include the follow ing:

A pplication nam e, vendor, and version num ber (for exam ple, M icrosoft O ffice 2013)
Service Pack or H otfix Level (for exam ple, A utodesk A utoC A D  C ivil 3D  2014
H otfix 1)
C riticality factor (optional, m ission critical, and so on)
Listing of any client/server com ponent
K now n issues, such as bugs or com patibility concerns
A pplication ow ner(s)
A pplication-testing m ethodology

O nce all applications and requirem ents are identified, you should also validate
com patibility and supportability. W hich versions of W indow s does the application
support? W ill the vendor support this application in a X enA pp environm ent? W hat is your
rem ediation plan for applications that m ight not be supported?





U nderstanding devices
E ndpoints are all client devices that the users operate to access the virtual desktop or
applications. These include devices such as thin clients, corporate-ow ned com puters, user-
ow ned com puters, tablets, and sm artphones. This also includes the associated operating
system . D efining w hat is supported, or w hat needs to be supported, m ay partially drive the
design. U nderstanding devices w ill aid in the technical architecture as w ell as user testing.

Environm ents w ith standardized endpoints w ill only require lim ited testing. H ow ever,
organizations w ith a broad array of devices w ill need to test against all platform s to ensure
the delivered solution is operational.



E ndpoints
W hen defining endpoints, the follow ing factors should be considered:

W ho ow ns the device (com pany, contracting agency, or end user)
O perating system  of the device (W yse ThinO S, W indow s, or A pple iO S)
Security param eters (A ctive directory m em bership and tim e out requirem ents)
C onnected peripherals
N um ber of devices of each type
C itrix receiver softw are in use
Single sign-on agent, if necessary
V PN  client, if necessary

A s you define these elem ents, they should be grouped into categories, as show n in the
follow ing diagram :

Sam ple device breakdow n graphs by type and operating system



Peripherals
A long w ith the endpoints device, you m ust also account for any peripheral. Peripherals are
additional com ponents that w ill need to be operational in your virtual environm ent. The
m ost com m on peripheral is client printers. The follow ing list focuses on identifying the
m ost com m on peripherals; it is not intended to be com prehensive:

C lient-attached printers
N etw ork printers
C lient hard drives
C lient optical drives
C lient rem ovable drives
U SB  and flash m em ory drives
M icrophones
C am eras
Scanners
Specialty m ice and keyboards
B iom etric scanners
Signature pads
C redit card readers
Sm art card readers

Each peripheral w ill need to be identified, cataloged, and tested w ithin the virtualization
environm ent. Som e item s m ight w ork im m ediately and others m ight require special
drivers or com m unication channels. The key is to identify the necessary peripherals and
com ponents required by your use cases. O nce these are identified, they w ill need to be
tested and validated w ithin the solution.





D efining your use cases
O nce you have identified and organized your users, applications, and devices into logical
groupings, the next step is to clearly define your use cases. This is an iterative process.
Som e groups m ight be too broad and should be split into m ultiple different use cases;
other groups m ight be too tightly focused and can be com bined w ith other use cases. You
m ight also find that tw o different groups of users have a high rate of com m onality and can
be m erged into a single case, as dem onstrated in the follow ing figure:

C reation of a use case

The idea is to m inim ize the num ber of unique use cases. There should be as m any use
cases as necessary, but as few  as possible. The m ore unique use cases that are defined, the
m ore iterations of testing w ill be required. This w ill carry forw ard to im age design, w hich
w e w ill cover in detail in C hapter 6, D esigning Your Virtual Im age D elivery.

In C hapter 1, Planning D esktop Virtualization, w e presented several different scenarios to
determ ine the right fit for your organization. Let‒s take a m om ent and look at som e of
these scenarios in the form  of use cases.

N ote
X enD esktop for Peripheral Support: a m edical school w as already using thin clients to



deliver hosted X enA pp applications from  w ithin their data center. Through a green
initiative, they needed to deploy digital radiology and elim inate X -rays developed on film .
This w ould speed the X -ray view ing process, and it w ould also reduce the cost and
chem icals associated w ith film  developm ent. The new  equipm ent required enhanced U SB
support and enhanced 32-bit graphics to achieve the proper resolution.

This custom er had the follow ing business requirem ents:

Elim inating X -ray film  developm ent
Speeding up the X -ray view ing process
Supporting enhanced U SB  devices as part of the X -ray process
M eeting PA C S standards for radiology im age view ing

The specialty radiology softw are in use by this custom er posed additional constraints on
the organization. A lthough they had an existing X enA pp environm ent for application
delivery, the radiology softw are w as not com patible w ith the W indow s Server
environm ent. This forced the design to use X enD esktop to deliver W indow s 7 desktops.

This custom er initially defined the follow ing four use cases:

R adiology im age collection: Enhanced W indow s-based com puters that require
specialty U SB  sensors to capture X -rays in a digital form at and access to the m edical
records system
R adiology im age review : Thin client devices requiring enhanced 32-bit graphics for
detailed resolution of digital X -rays and high-resolution m onitors for proper clarity
and access to the m edical records system
B ack office adm inistration: W indow s com puters requiring standard productivity
applications and m edical records system , supporting U SB  devices such as scanners
and m agnetic card readers
Student learning labs: Thin client devices requiring enhanced 32-bit graphics for
detailed resolution of digital X -rays for proper clarity and access to a sam ple m edical
records system

Through the design process, the custom er w as able to get the environm ent consolidated
into tw o use cases:

A  clinical use case w ith the drivers to support the im age collection and im age
view ing as w ell as the m edical records system  client softw are. This also included the
U SB  drivers for scanners and m agnetic card readers, allow ing office users and
radiology to use a com m on im age.
A  student use case w as based on the sam e base im age as the clinical use case, but it
w as configured for the sam ple (non-patient) data repository used in training
classroom s, thus preventing any data leakage. This also included the radiology
softw are and m agnetic card readers.

B y consolidating im ages, you are able to reduce the m anagem ent footprint of the
environm ent. This includes m inim izing update and im age m aintenance requirem ents and
reducing storage and im age stream ing requirem ents.





Planning your strategy
W e outlined w hat it takes to understand your users, applications, and devices. You saw
various tools and m ethods to capture and catalog data. The next step is to plan your
analysis and design strategy. O nce you collect your data through surveys, autom ation, or a
m ix of m ethods, you w ill need to analyze the data. You can process the raw  data into
useful inform ation by creating your defined use cases. O nce you define your use cases,
you need to define your strategy further.

W hich use cases w ill you tackle first? D o you design for everyone or for a few ? W here do
you start? H ow  long w ill it take? W hat is m ost im portant? These are all the im portant
questions to ask and ultim ately answ er. C onsider the follow ing m ethods:

80-20 rule: A ccording to the Pareto principle, 80 percent of issues are ow ned by 20
percent of the user population. This 20 percent are your potential problem  users or
high-dem and users. To gain rapid acceptance and early success, focus on the other 80
percent of the users. Then, add the rem aining 20 percent later. You m ay find that the
rem aining 20 percent requires m ore effort than the initial 80 percent.
Pick the low  hanging fruit first: These are the goals that are easily achievable or do
not require a lot of effort. G et the sm all things out of the w ay first, and show  early
success. Som e exam ples of low -hanging fruit m ay be use cases that are already
clearly defined, such as call center departm ents.
E arly w ins: Focus on the easy w ins up front, especially the highly visible ones.
G etting early buy-in from  key stakeholders w ill go a long w ay for w hen there are
unforeseen delays later. For exam ple, there m ay be key users or use cases that are
highly visible and w illing to assist in early adoption.
Snow ball effect: This uses the sm all, early w ins to roll up into larger successes.
M uch like snow  rolling dow nhill, it w ill pick up m om entum . O nce the initial users
are on board w ith the project, the feedback w ill lead to m ore users getting on board.
Positive results w ill lead to m ore positive returns.
N othing beats paper: W hen in doubt, draw  it out on paper (or a w hiteboard or
V isio). M ost people are visual learners. H aving a picture to illustrate helps break
dow n language barriers and leads to greater understanding and acceptance. O nce you
have an idea for a design in m ind, draw  it out and share it w ith the stakeholders. This
gets everyone on the sam e page and can lead to further design detail. For an exam ple
of a high-level diagram , refer to the end user w orkflow s presented in this chapter or
the reference architecture presented in C hapter 3, D esigning Your Infrastructure.





Sum m ary
In this chapter, w e looked at defining our use cases. This included looking at sam ple use
cases, then discussing how  to construct our ow n. To create use cases, w e need to
understand our user, application, and device environm ent. U nderstanding our environm ent
w ill help us in laying out the business requirem ents and criteria for success. W e also
looked at various softw are tools that can help us in our assessm ent and definition process.
Finally, w e discussed form ulating a strategy to plan and execute our virtual desktop
design.

In the next chapter, w e w ill begin designing our infrastructure. N ow  that w e have a plan in
place, w e can begin translating it into a reference architecture and high-level design of our
infrastructure com ponents, including our virtualization layer, hardw are layer, netw ork
layer, and storage layer.





C hapter 3. D esigning Your Infrastructure
In the previous chapters, w e focused on the analysis that should be perform ed prior to any
design w ork. W ithout proper analysis of the organization and use cases, it is im possible to
know  w hat problem s need to be addressed. N ow  w e can delve into the actual architecture
of our virtual solutions based on C itrix X enA pp.

In this chapter, you w ill learn about:

C reating a reference architecture
D esigning your virtual infrastructure
D esigning your hardw are infrastructure
D esigning your netw ork infrastructure
D esigning your storage infrastructure



C reating a reference architecture
A ny design of a C itrix environm ent should include the various tiers of access as illustrated
in the follow ing diagram . This is the m ost basic starting point w hen developing your
reference architecture, but it is now here near com plete. The basic tiers are:

E ndpoint tier: This includes the end user devices
A ccess control tier: This includes how  users get into the environm ent
D elivery tier: This is w here the desktops and applications live
E xisting infrastructure: This includes tying into the larger netw ork and resources on
the backend

Block diagram  of design tiers



A  reference architecture diagram
W hen engaging in a design, the first thing to do is create a reference architecture. Think
of the reference architecture as the big picture. This should be a logical diagram  covering
all the m ajor elem ents of the design. You can draw  this out on a w hiteboard to get your
thoughts straight and ensure you identify all of the com ponents and the flow  of the
environm ent. O nce you have a basic draw ing, you can take the tim e to create a detailed
V isio diagram , sim ilar to the one show n in the follow ing figure:

Reference architecture diagram

O nce you have the reference architecture diagram  com piled the w ay you w ant it, both
from  a logical and aesthetic standpoint, you can then present it to the project stakeholders.
H aving a visual representation of the desired end-state architecture helps in the ongoing
design decisions. This first pass m ay not be a final diagram , but it m akes a great reference
point for basing future conversations. This is a w ork-in-progress and w ill change as you
further define your environm ent. Som etim es, early assum ptions w ill change as m ore
inform ation is available, but this m akes a great starting point.

V isual artifacts such as this diagram  also help in breaking dow n com m unication barriers,
w hether they are caused by language differences, style differences, or differences due to
proxim ity. This diagram  also facilitates the conversations to m ove from  conceptual to firm
design. Let‒s take a look in further detail.



U nderstanding the A ccess tier diagram
The A ccess tier includes both internal and external access. H ere w e represent our internal
on-site users w orking on our corporate ow ned and m anaged w orkstations. These are our
trusted resources. They are already authenticated on the netw ork and have direct access to
the C itrix solution. These users w ill typically access a private, internal portal. W e also
have all of our unsecure resources access the system  through the public Internet, com ing
in through our N etScaler G atew ay. This m ay include rem ote offices w ithout a direct W ide
A rea N etw ork (W A N ) link, m obile users, w ork-at-hom e users, and B ring Your O w n
D evice (B Y O D ) users. B Y O D  m ay entail contractor-ow ned, em ployee-ow ned, and
possibly even corporate-ow ned devices. These B Y O D  devices could be laptops or m obile
devices such as iPads, w hich operate on an open w ireless netw ork and thus are treated as
unsecured devices.

W e w ill cover the A ccess tier in m ore detail in C hapter 4, D esigning Your Access Layer.
For now , rem em ber that our A ccess tier consists of the end user devices connecting to
C itrix StoreFront, either directly through an internal load-balanced address or rem otely
through the N etScaler G atew ay.



The Access tier diagram



U nderstanding the D elivery tier diagram
The D elivery tier is the core of the C itrix environm ent, containing the m echanism s for
delivering desktops and applications. This is the traditional X enA pp Farm , though in
X enA pp 7.5, the term  used is Site. The D elivery tier w ill be covered in m ore detail in
C hapter 5, D esigning Your Application D elivery Layer, and C hapter 6, D esigning Your
Virtual Im age D elivery. U sing our reference architecture, though, w e can see w e are
planning on having tw o controllers, tw o provisioning servers, and tw o sets of application
silos. The use of silos w ill vary greatly for each environm ent. For this environm ent, w e
w ill use one silo for shared desktops and the other for hosted applications. Som e
environm ents m ay be able to be delivered using a single im age and a single silo, w here
other environm ents m ay need m ultiple silos. For now , w e w ill use tw o silos for illustrative
purposes, know ing that the actual num ber of im ages m ay vary. For our im age delivery, w e
are assum ing the use of Provisioning Services, but w ill discuss that in m uch m ore detail in
C hapter 6, D esigning Your Virtual Im age D elivery.



The Application D elivery tier diagram



U nderstanding the Supporting System s tier
diagram
The Supporting System s tier, show n in the follow ing diagram , contains com ponents
required for the D elivery tier to function. This m ay vary from  environm ent to
environm ent. For this design, w e have a dedicated license server, a dedicated SQ L server
cluster, and dedicated file servers. O ther environm ents m ay use existing com ponents or
even share m ultiple com ponents on the sam e server (such as using one cluster for database
and file services). These servers w ill perform  auxiliary but critical functions w ithin our
virtual desktop solution. The critical takeaw ay at the m om ent is the need for these
functions; determ ining w here they run becom es a design decision point. These elem ents
are covered in depth in C hapter 7, D esigning Your Supporting Infrastructure C om ponents.

The Supporting System s tier diagram





U nderstanding the B ackend D ata System s tier
diagram
The B ackend D ata System s is a catch-all for other com ponents, w hich should still be
included in the reference architecture to keep the conversation m oving forw ard and get
those creative juices flow ing. This can prom pt discussions such as ―w hat backend data?‖
and ―w hat happens if the data repository goes offline?‖ This is to rem ind the stakeholders
that a C itrix environm ent is not a standalone environm ent. It relies on other com ponents
outside of the C itrix Site architecture.

In larger environm ents, the B ackend D ata System s can be the source of headaches during
im plem entation, w hich is w hy you w ant to address it up front if possible. Item s such as
application com patibility, firew all ports, high availability, netw orking requirem ents, and
perform ance requirem ents should all be considered.

The B ackend D ata System  also includes com m on com ponents in m ost environm ents as
w ell, including A ctive D irectory, group policies, and D H C P. W e w ill cover these elem ents

in C hapter 8, O ptim izing Your XenApp
¬
 Solution.



The Backend data system  tier diagram



U nderstanding the M onitoring tier diagram
B reaking out the M onitoring tier from  backend system s segm ents C itrix-specific
m onitoring and serves to highlight som e architectural design differences from  the existing
enterprise system s. C itrix m onitoring tools include N etScaler Insight A ppliance for
m onitoring netw ork usage for rem ote connections and D irector for m onitoring the end-
user experience inside C itrix sessions. Som e com panies w ill also use an existing N O C
m onitoring system  in lieu of, or in addition to, dedicated C itrix m onitoring. W e w ill delve
deeper into m onitoring in C hapter 7, D esigning Your Supporting Infrastructure
C om ponents. H ave a look at the follow ing figure:

The M onitoring tier diagram



U nderstanding the V irtualization Infrastructure
tier diagram
Finally, w e represent the V irtual Infrastructure tier. This includes our virtualization
platform (s) and storage subsystem (s). These item s are covered later in this chapter. For
sim ple, high-level references, w e are representing a single cluster of host resources plus a
single shared storage array. O bviously, there is m ore to a virtual infrastructure than just
these tw o elem ents, but it is enough for a high-level overview .

Virtualization infrastructure diagram



D esigning highlights
In addition to creating a high-level diagram , it is beneficial to create a list of design
highlights for executive review . This, along w ith the picture, helps convey the m ajor
decision points w ithout getting lost in the fine details. These com ponents ensure the
project stakeholders understand and agree upon the m ajor architectural decisions and
allow  presentation to the project sponsor. It should also be m ade clear that this is an early
draft design and som e decisions m ay not be finalized and all com ponents are subject to
change during the design and build processes.

The design highlights of our environm ent include:

Platform : X enA pp 7.5 Platinum . This version of X enA pp w ill allow  us to leverage
the m ost com plete feature set and the latest edition.
L ocation: This environm ent is designed for a single X enA pp site residing in our
m ain corporate data center. Since each site is typically designed for a single
datacenter, w e can reuse the sam e design for future regional grow th if necessary.
O perating system : U nless specified otherw ise, all server com ponents w ill run on
W indow s Server 2012 Standard edition. X enA pp 7.5 supports both W indow s Server
2008 R 2 and W indow s Server 2012.
Im age m anagem ent: W e w ill be leveraging tw o unique im ages; one for hosted
shared desktops (including standard applications) and one for specialty hosted
applications. W ith X enA pp 7.5, w e have the option to use Provisioning Services or
M achine C reation Services. Initially, w e are planning to use Provisioning Services to
stream  our disk im ages, but w ill review  this in m ore detail later in C hapter 6,
D esigning Your Virtual Im age D elivery. Im aging w ill allow  efficient and rapid
deploym ent of updates to X enA pp servers and w ill m itigate the risk of
inconsistencies betw een servers as w ell as conserve storage space.
Scalability: This design is created to support up to 500 concurrent users. The design
is m odular and easily scalable. W e can support m ore users sim ply by adding com pute
and storage resources for m ore w orkload servers (also know n as Session H osts). A s
w e grow  the environm ent, w e m ay need to add additional delivery controllers or
provisioning servers based on actual perform ance and added resiliency; how ever, the
infrastructure should support up to 10,000 and up to 1,000 virtual servers.
A pplication installation strategy: A pplications w ill be directly installed onto the
m aster server im ages. U sing disk im ages w ill ensure consistency am ong target
devices (X enA pp servers). C om m on core applications w ill be included in the prim ary
shared desktop disk im age and secondary and specialty applications w ill be installed
on the disk im age for the application silo. A pplication stream ing w ill not be
leveraged at this stage.
H igh Availability: The environm ent has been designed to elim inate single points of
failure for critical com ponents and m inim ize dow ntim e. A ll prim ary C itrix
com ponents include high availability and/or fault tolerance.
C itrix R eceiver: C itrix R eceiver 4.x w ill be utilized on all devices for access into the
environm ent. R em ote users and m obile devices w ill connect to C itrix StoreFront



through the N etScaler G atew ay. Internal users w ill access the StoreFront R eceiver for
W eb site directly.
U ser personalization: W e w ill leverage C itrix Profile M anagem ent to custom ize user
profiles. C itrix Profile M anagem ent w ill store user settings and subsequent
connections w ill m aintain the user settings. W e w ill also offload user docum ents
using folder redirection, ensuring users alw ays have access to their data.
SQ L 2012 databases: This design requires the use of SQ L Server databases. W e w ill
be using SQ L 2012 w ith the A lw aysO n feature to ensure high availability.
System s m onitoring: This w ill be m ultiphased. D esktop D irector w ill be used for
help desk m onitoring, end user support, and historical trend reports (including
netw ork perform ance, thanks to the N etScaler Insight C enter₧ ). The existing
netw ork operations center im plem entation of Sim ple M anagem ent N etw ork
Protocol (SM N P) w ill be used for autom ated alerting and notification of the
infrastructure servers.





D esigning your virtual infrastructure
O nce the high-level design or reference architecture is approved, w e can start creating the
m ore detailed design elem ents. A ll designs are iterative in nature. Like the reference
architecture, start w ith a baseline design and refine as you go. This allow s flexibility and
provides a fram e of reference for all decisions. Just rem em ber, if you change any baselines
you m ust reevaluate your design to ensure everything is still in com pliance.



R esource requirem ents
O nce you have a high-level design approved, you can create a spreadsheet detailing the
com pute, m em ory, and storage requirem ents. D o this by listing the necessary resources for
each virtual m achine that needs to be created to support the design. These num bers are
sim ply starting points in the conversation and should be review ed and validated for each
individual environm ent. Ideally, the sizing w ill com e from  inform ation gathered during the
assessm ent phase of the project. R egardless of how  you scale your environm ent, you m ust
m onitor and adjust your scale and baseline based upon production data once it becom es
available.

You m ay w ant to divide your virtual m achine designs into tw o prim ary sections:
infrastructure and w orkload. Infrastructure virtual m achines, as show n in the follow ing
screenshot, are used to run the environm ent:

Infrastructure resource planning sheet

Tip
Even though one physical host has enough resources to run all of the infrastructure
w orkloads, you alw ays w ant a m inim um  of tw o. This allow s high availability, should a
host fail. It also allow s host-level m aintenance w ithout interrupting operations. This
follow s the N + 1 m odel of design, alw ays having m ore resources than required to ensure
fault tolerance.

W orkload virtual m achines, as show n in the follow ing screenshot, are w here the users are
running their desktops and applications. The w orkload section is typically the area that is
required to grow  as you scale up an environm ent.



W orkload resource planning sheet

B y defining the necessary virtual m achines early in the design process, w e can gauge our
resource requirem ents and the level of effort required to com plete the design. B y looking
at the calculations in the tw o preceding screenshots, w e can estim ate that w e w ill need
betw een six and eight physical hosts. If the budget only allow s for six hosts, you can
determ ine if you w ant to operate at risk w ith no excess capacity for fault tolerance or if
there is a need to increase the budget. A lternatively, if the prelim inary sizing inform ation
is too m uch, you can have the conversation of w hich elem ents to elim inate or delay for
now  and add in later. This m ay com m only occur during a proof of concept, w here an
organization w ants to m inim ize investm ent and high availability or fault tolerance is not
required but m ay be added in later as part of production readiness.

D eterm ining the right scale and cost can be tricky. If you over-size the environm ent, you
risk needlessly spending m ore capital up front. If you undersize your environm ent, you
risk project delays and failure by not having enough resources. I tend to err on the side of
caution and over-scope m y environm ents during design. This w ill allow  you som e
flexibility to handle scope creep, environm ent grow th, and ensure you are not resource
constrained early in the project.



V irtual m achine requirem ents
O nce the general resources are calculated, you can create a secondary spreadsheet listing
all of the virtual m achines in the environm ent, as w ell as any supporting m achines. This
inform ation is useful for tracking item s such as nam es, IP addresses, resource
assignm ents, host assignm ent, netw orking inform ation, and so on. It can also be used as
the basis for change control or build requests, depending on your organizational policies
and requirem ents:

Virtual m achine planning and tracking sheet







D eterm ining your virtualization platform
C hoosing your platform  m ay im pact your design decisions, including scalability, high
availability, fault tolerance, and budget. W ith X enA pp 7.5, you also have the option to
host on-site or in the cloud. For on-site hosting, there are three prim ary products for server
virtualization: X enServer, V M w are vSphere, and M icrosoft H yper-V  Server. For cloud
hosting, you can use M icrosoft A zure or A m azon W eb Services (AW S.) A s you can see
in the follow ing screenshot, X enA pp 7.5 can connect to a variety of platform s for hosting
resources:

C itrix Studio hosting connection options

A ssum ing our C IO  has m andated on-site hosting, w e need to determ ine our virtualization
platform . For X enA pp or X enD esktop deploym ents, the underlying virtualization platform
technically does not m atter. The C itrix desktop and application virtualization products are
hypervisor agnostic. This m eans they can run equally w ell on X enServer, vSphere, H yper-
V, or even bare m etal. In som e environm ents, the platform  is already standardized and is
locked in. O ther environm ents m ight not have standards or m ay create exceptions based
on a given project. A lthough it does not m atter for C itrix per se, you should still identify
and design your chosen platform  as that w ill im pact other decisions such as storage
options, m aster im age creation, and virtual m achine tem plates.



X enServer
X enServer, according to http://w w w .citrix.com /products/xenserver, is an industry and
value leading open source virtualization platform  for m anaging cloud, server, and desktop
virtual infrastructures. O rganizations of any size can install X enServer in less than ten
m inutes to virtualize even the m ost dem anding w orkloads and autom ate m anagem ent
processes, increasing IT flexibility and agility and low ering costs. W ith a rich set of
m anagem ent and autom ation capabilities, a sim ple and affordable pricing m odel and
optim izations for virtual desktop and cloud com puting, X enServer is designed to optim ize
private data centers and clouds today and in the future.

X enServer is considered a cham pion in the virtualization vendor landscape, according to
Info-Tech, for its com bination of vendor and product m aturity. X enServer touts the
follow ing benefits:

C loud-proven virtualization, used by global cloud providers and integrates w ith the
C itrix C loudPlatform  and A pache C loudStack.
O pen source, providing com m unity developm ent and integration.
C ost effective, providing com petitive pricing for advanced features as w ell as free
service offerings. Licensing ingrained w ith other C itrix products as w ell.
H ighly available architecture using a m aster/slave m odel, enabling clustering and live
m igration of virtual m achines.
V irtual m achine snapshots, including autom ated backup and protection plans.
M em ory optim izations and m em ory sharing.
H eterogeneous pools, allow ing different hardw are w ithin the sam e cluster.
R ole-based adm inistration, including A ctive D irectory integration.

H ave a look at the follow ing diagram :

XenServer Server Virtualization Platform  (̈  C itrix System s, Inc. All Rights Reserved.)



C itrix w as founded in 1989 and is publicly traded. C itrix acquired X enSource, m akers of
the X en¬  hypervisor, in 2007. In 2013, X en w as m oved to the Linux Foundation and
rebranded as X enProject. In June 2013, C itrix m oved X enServer 6.2 to a freely available
open source platform . C itrix still offers a fully supported com m ercial option of X enServer
that includes updates and product support. The com m ercial offering is licensed per socket
in A dvanced, Enterprise, and Platinum  editions, or included as part of a X enD esktop
deploym ent.

X enServer is m anaged w ith X enC enter¬ . X enC enter¬  is a type of client softw are that
com m unicates directly w ith the pool m aster or the individual X enServer. N o central server
or central database is required.

The XenC enter console for m anaging XenServer



V M w are vSphere
V M w are vSphere, also referred to as V M w are E SX  or V M w are E SX i, is the w orld‒s
leading virtualization platform  for building cloud and virtualization infrastructures.
A ccording to http://w w w .vm w are.com /products/vsphere, vSphere is designed for
organizations that w ant to virtualize entire data centers and deliver IT as a service; it
includes features for transform ing data centers into dram atically sim plified cloud
com puting environm ents that can deliver the next generation of flexible, reliable IT
services.

vSphere is also considered a cham pion in the virtualization vendor landscape, according to
Info-Tech, for its com bination of vendor and product m aturity. vSphere touts the follow ing
benefits:

Shared resources, aggregated into logical pools for the allocation of m ultiple
w orkloads
O ptim ized netw ork services, including advanced virtual sw itching
Efficient storage, reducing the com plexity of backend storage system s and
autom ation
G ranular and robust object-level security
H igh Availability, including live m igration of w orkloads, autom ated m achine and
data backup and recovery, replication, and fault tolerance
Enhanced m onitoring and alerting
A utom ation, including advanced resource scheduling
Enhanced storage options, including vSA N
Enhanced operations m anagem ent, using vC O ps

H ave a look at the follow ing diagram :



The vSphere Server virtualization platform

V M w are w as founded in 1998 and later acquired in 2004 by EM C  C orporation and now
operates as a subsidiary organization. V M w are is still a publicly traded com pany, w ith
their initial public offering in 2007. A lthough V M w are has branched into the desktop
virtualization space and the softw are-defined netw orking space, their core offering is still
server virtualization. vSphere com es in three different editions, each w ith increasing
feature sets and levels of support: Standard, Enterprise, and Enterprise Plus. vSphere is
typically licensed per C PU .

vSphere is m anaged through a dedicated m anagem ent server called vC enter. vC enter is a
centralized m anagem ent platform  that can m anage m ultiple vSphere clusters across
datacenters, including real-tim e statistics, alerts, and historical trends. A  client piece of
softw are called the V M w are vSphere client is used for the graphical user interface to
connect to vC enter. vC enter requires a database to store persistent inform ation, as show n
in the follow ing screenshot:



vC enter client for m anaging vSphere deploym ents



M icrosoft H yper-V  Server
M icrosoft H yper-V  Server is a dedicated standalone product that contains the hypervisor,
W indow s Server driver m odel, virtualization capabilities, and supporting com ponents such
as failover clustering, but does not contain the robust set of features and roles just like the
W indow s Server operating system . A ccording to http://w w w .m icrosoft.com /en-us/server-
cloud/hyper-v-server, H yper-V  Server produces a sm all footprint and requires m inim al
overhead, w hich is useful for consolidating servers w here no new  W indow s Server
licenses are required. Som e of the benefits of H yper-V  Server include:

C ost-effective virtualization
Im proved scalability and perform ance over previous versions
N etw ork virtualization, decouples the server configuration from  the netw ork
configuration to provide m ultiple virtual dedicated netw orks
Live m igration of running w orkloads betw een hosts
D ynam ic m em ory m anagem ent
R em oteFX  for enhanced graphics
M ultitenancy isolation support

The H yper-V  Server V irtualization Platform  is dem onstrated in the follow ing diagram :

H yper-V Server Virtualization Platform  (source: m icrosoft.com )



M icrosoft w as founded in 1975 and is publicly traded. H yper-V  Server w as originally
introduced w ith W indow s Server 2008 as the successor to the M icrosoft V irtual Server
platform . H yper-V  Server 2012 is the latest edition, com m only called H yper-V  3. H yper-V
is not a standalone product, and therefor has no set licensing. H yper-V  is licensed as part
of the W indow s Server license, w hich is available in standalone (free), Standard, and
D atacenter editions. The Standard edition operates in a 1+2 m odel, allow ing you to run
tw o virtual W indow s Server instances at no additional licensing costs on top of the one
H yper-V  instance. The D atacenter edition operates in a 1+ unlim ited m odel, allow ing you
to run unlim ited instances of W indow s Servers on top of the H yper-V  instance. H ow ever,
since you are required to license your W indow s V M s on other platform s, there are
potential savings for running H yper-V  w ith the D atacenter edition, allow ing unlim ited
virtual instances on the virtual platform .

H yper-V  can be m anaged through Pow erShell com m ands for autom ation or rem otely
using the H yper-V  R em ote M anagem ent tools from  another W indow s server or W indow s
w orkstation. In a large enterprise, H yper-V  w ill traditionally be m anaged through
M icrosoft System  C enter. In a virtual desktop environm ent built on H yper-V, you m ay
also use the M icrosoft System  C enter V irtual M achine M anager (SC V M M ) package.

M icrosoft System  C enter for m anaging H yper-V Server



V irtualization cluster design decisions
R egardless of the virtualization platform , a com m on question is w hether to use a single
cluster or separate clusters. The answ er, of course, depends on the environm ent. This is
ultim ately a question of costs and scale. Is the environm ent large enough to have this
discussion? A re there enough resources to be able to dedicate a cluster of hosts to the
virtual desktop solution environm ent?

W hen given the option, it is preferable to have separate clusters. This is preferable for
several reasons, including ease of m anagem ent and consolidation of w orkloads. B ecause
of the w ay hypervisors share m em ory, if all w orkloads are identical or nearly identical, the
overhead on the hypervisor is reduced, thus gaining m ore resources for the virtual
m achines. This also provides predictable scalability, so if you are running a cluster of only
X enA pp Session H osts as the guest virtual m achines, you can easily predict and m onitor
how  m any V M s (and essentially how  m any users) can fit on a given host. If you need to
scale up your environm ent, you can easily predict how  m any m ore hosts are needed. If a
host or cluster is running m any different w orkloads, resource planning is not as
straightforw ard.

A nother reason to separate clusters is high availability and potentially licensing. If an
environm ent is planned properly, you can predict how  m any users per virtual server and
how  m any virtual servers per host. You can extrapolate that data to estim ate how  m any
users w ill be supported on each physical host. If you plan your environm ent for
redundancy at the host level, you m ight not need high availability or other advanced
features for your user w orkloads. This could lead to less com plexity and possibly low er-
tiered licensing, depending on your platform , as show n in the follow ing diagram :

Physical host to resource pool allocation

For the environm ent in this book, w e w ill be using X enServer as our server virtualization
platform . A s discussed earlier in this chapter, w e are estim ating tw o hosts for an
infrastructure pool and six hosts for our w orkload pool. A s our environm ent grow s, our
infrastructure pool w ill rem ain static or w ill have m inim al grow th. U sers w ill prim arily hit
resources running in the w orkload pool. A s w e scale up for m ore users, w e w ill only need
to add resources to the w orkload pool. W e could have all eight hosts in a single pool,
w hich m ay reduce som e of our overall costs by further consolidating servers and needing
potentially few er hosts. H ow ever, having separate pools creates scalability and a
predictable cost m odel. If w e added X enD esktop w orkloads at a future stage, w e could
then create a third pool to host the virtual desktop m achines or m erge the desktop O S w ith



the server O S in our w orkload pool.

In the real w orld, I have seen a m ix of V M w are vSphere and X enServer, w ith very lim ited
M icrosoft H yper-V. M ost enterprises use V M w are for their core infrastructure and their
standard virtualization platform ; how ever, H yper-V  is slow ly gaining m arket share and
m ay becom e m ore prevalent. These clients m ay also consider using X enServer for their
C itrix w orkloads (X enA pp and X enD esktop) in order to m inim ize costs and create a single
vendor stack. O ther enterprises w ill stick w ith only a single virtualization provider. A  few
sm aller environm ents as w ell as proof of concept engagem ents tend to favor X enServer.
This is not to im ply any one platform  is better than the other‍ it is sim ply a representation
of w hat I have seen. A lthough I have not w orked w ith H yper-V  3 in a production
environm ent yet, I have heard of positive review s and I expect M icrosoft to gain a larger
foothold in this space. If you w ould like to see m ore on C itrix w ith H yper-V, check out
http://blogs.citrix.com /2014/02/18/xendesktop-7-1-on-hyper-v-pilot-guide/.

A ccording to a survey conducted by ProjectV R C , http://w w w .projectvrc.com , and
presented in their State of the VD I and SBC  U nion 2014 w hitepaper, V M w are is the
dom inant hypervisor of choice, m aintaining approxim ately 79 percent of the m arket space.
That sam e survey found server-based com puting is in use in 78 percent of organizations,
w ith C itrix X enA pp being the dom inant application / desktop virtualization platform . This
supports m uch of w hat I have seen in custom er engagem ents.





D esigning your hardw are infrastructure
H ardw are design should com e after you have determ ined how  m any resources you need
and how  m any virtualization hosts you plan to deploy. In som e environm ents, the
hardw are m ay be preselected based on the vendor contracts. O ther environm ents m ay have
pre-existing hardw are due to early purchases, surplus, or repurposing other hardw are.
Even if the hardw are is preexisting, design the environm ent for w hat is needed first, then
com pare w ith the hardw are available. If there are not enough resources, you can either
trim  the design to m atch, request additional hardw are, or possibly phase in the
environm ent to the resources available (design for 1,000 users but only deploy for 500
users until m ore hardw are is acquired).



Selecting betw een the rack and blade options
W hen picking your hardw are, assum ing you have no vendor constraints, you m ust
determ ine w hat type of system s you are buying. Server hardw are for data centers typically
com es in rack m ount or blade configurations. You m ay also w ant to consider integrated
architectures, such as FlexPod or vB lock designs, or converged platform s such as
N utanix or Sim pliV ity.

R ack m ount servers are typically sized in rack unit m easurem ents notated w ith a U  (1U  is
a server that takes up one unit of m easure in a rack). The size of the rack m ount server w ill
depend on several form  factors, m ost notably hard disk drives and cooling fans. M ost
virtualization system s fall into the 2U  and 4U  categories. R ack m ount servers are popular
because you can add as you grow , alw ays getting the latest builds to suit your needs. R ack
m ount servers tend to be less expensive than their blade counterparts. IB M , D ell, and H P
com pete heavily in the rack m ount server space.

B lade servers require a blade chassis, w hich shares com m on com ponents am ong all blades
in the array. This includes netw ork uplinks, pow er distribution, cooling, and m anagem ent
access. A lthough slightly m ore expensive than rack m ount servers, blades allow  greater
density w ithin a data center and overall operating efficiencies. A long w ith IB M , D ell, and
H P; C isco is a big player in this space w ith their U nified C om puting System  (U C S)
chassis and servers.

C isco revolutionized the blade server m arket w ith their U C S platform . Prior to U C S,
hardw are vendors w ere com ing across lim itations as to how  m uch m em ory could be
assigned to a server based upon m em ory-m odules-to-C PU  ratios. C isco applied their
netw ork sw itching technology to create blades w ith m uch higher m em ory allocation by
treating four m em ory m odules as one, ultim ately quadrupling the available m em ory to a
server. B ecause of this increased m em ory density, U C S is a very popular platform  for
virtualization. C om bined w ith C isco‒s U C S m anagem ent platform  and stateless servers,
m any environm ents are deploying U C S for their virtual platform .



U nderstanding converged platform s
C onverged platform s, also called hyper-converged platform s or w eb-scale
architectures, com bine storage, com pute, netw orking, and m anagem ent into a single
appliance. These converted platform s allow  all aspects of a virtual platform  to be m anaged
from  a single console. This also creates a single entity for support and integration, greatly
sim plifying your infrastructure design and m aintenance.

To grow  your environm ent, you sim ply add another hyper-converged appliance. The
resources are then shared, including the local storage, using grid-style orchestration by the
platform . This design allow s very linear, predictive grow th, as show n in the follow ing
diagram . The leading vendors in this space are N utanix (http://w w w .nutanix.com /) and
Sim pliV ity (http://w w w .sim plivity.com /).

C onverged platform  architecture (source: N utanix)



R econsidering the cloud
W hen designing your hardw are, along w ith choosing the vendors and m odels for your
com pute, storage, and netw ork system s, you w ill also need to consider im plem entation
and m aintenance costs. It doesn‒t m atter if you are using a converged platform , an
integration stack, or just standalone com ponents; all of these elem ents w ill need to be
m anaged. These elem ents can becom e both com plex and costly. This is a good opportunity
to reconsider using a cloud hosting provider. Leveraging cloud services such as A m azon
W eb Services (AW S) or M icrosoft A zure allow  you to increase your hosting
infrastructure and delivery capabilities w ithout a large investm ent in hardw are. Your
organization‒s ability to leverage cloud services m ay be im pacted by various elem ents,
such as security, com pliance, current hardw are availability, application data, and so on.

W hen looking at cloud platform s, you also need to determ ine location:

Private cloud: The cloud architecture is hosted on-site and typically ow ned and
m anaged internally.
Public cloud: The cloud architecture is hosted off-site at a provider location and is
connected through the Internet or private W A N  circuits. The provider is responsible
for purchasing and m anaging the infrastructure and the user pays a subscription fee
for the item s utilized.
H ybrid cloud: A  m ix of public and private cloud. This is typically used for
expansion or burst capacity and requires a bridge betw een the custom er-ow ned data
center and the provider data center.

The follow ing diagram  show s the hybrid cloud architecture using A m azon w eb services:

H ybrid cloud architecture using Am azon w eb services

You also have the option to consider desktop-as-a-service (D aaS) providers to outsource



your entire virtual desktop architecture and m anagem ent. D aaS providers provide both
infrastructure-as-a-service on their cloud platform  as w ell as the V D I platform  to deliver
desktops and applications. This, as a com plete outsourced solution, allow s your users to
subscribe to desktops for a fixed m onthly fee. The biggest risk in using a service provider
for cloud or D aaS services is that your desktop or applications m ay be rem oved from  your
backend data and you no longer control the infrastructure.

For our fictional environm ent, our C IO  has requested on-site hosting. H ow ever, for your
environm ent, it is w orth a second look at cloud offerings.





D esigning your netw ork infrastructure
The overall netw ork design usually falls to dedicated netw ork engineers w ithin the client
organization since they know  the com plex netw ork landscape best. In sm aller
organizations, the virtualization engineer or consultant m ay be called upon for the netw ork
design. Either w ay, it is im portant to at least know  the netw orking requirem ents. This w ay,
the virtualization environm ent can be planned accordingly, regardless of w ho w ill be
responsible for the actual netw ork com ponent im plem entation.



Planning netw ork options
O nce the size of the netw ork is determ ined, netw ork options w ill need to be discussed and
designed. The m ost basic elem ent is the default gatew ay. In m ost netw orks, this is the
first address, such as 192.168.1.1, but that is not alw ays the case. Som e environm ents
m ight use the last available address and others use a seem ingly random  address. The
default gatew ay is used to forw ard traffic from  this netw ork segm ent to other parts of the
netw ork, including outbound traffic.

O ther netw ork options include the D H C P and PX E  boot options. D H C P stands for
D ynam ic H ost C onfiguration Protocol and is used to dynam ically assign and configure
IP addresses in a netw ork environm ent. D H C P can som etim es becom e a bone of
contention w ith netw ork and security engineers w ho m ay not w ant dynam ic addressing
running in the data center. This is another reason w hy having a dedicated netw ork segm ent
for the C itrix architecture is recom m ended. If there is contention or concerns by the
netw ork engineering team , the D H C P can be isolated to just the scopes that need it. PX E
stands for Preboot E xecution E nvironm ent, w hich is used to configure operating
system s during the boot process. W e w ill discuss the need for D H C P and/or PX E as part of
Provisioning Services in C hapter 6, D esigning Your Virtual Im age D elivery. The key point
now  is to understand w hat options are available as part of the netw ork design.

A long w ith the logical netw ork elem ents, there is also the physical aspect of netw orking‍
the actual sw itches and routers. These m ay also be virtually defined as part of the
hypervisor setup. X enServer and ESX  both support distributed virtual sw itches to create
advanced sw itching for different w orkloads, including link aggregation and vLA N
tagging. K eeping the entire C itrix architecture on a com m on netw ork w ill ease a lot of
these design elem ents.





D esigning your storage infrastructure
Storage is another area com m only overlooked in virtual architectures. Like netw orking,
storage is usually m anaged by a specialized team  of engineers. W hen designing storage
for a virtual solution, there are tw o prim ary elem ents to consider: capacity and throughput.



C apacity planning
C apacity is a sim ple m easurem ent of how  m uch disk space is required. In our sizing
spreadsheets w e created earlier, w e identified that w e need 1,880 G B  of space for our
infrastructure and 1,480 G B  of space for our w orkloads. Sim ply defining how  m uch space
you need, how ever, is not enough. You also need to consider the speed, or throughput, of
that space (how  fast the data is w ritten or retrieved). M ost enterprise storage system s
involve tiered data schem es, allow ing you to m ix and m atch storage as appropriate for the
w orkload at hand.

Let‒s assum e w e have four tiers of storage: Super high-speed flash storage, high-speed
Solid State D isks (SSD s), m oderate-speed serial attached SC SI disks (SA S), and relatively
low -speed serial ATA  disks (SATA ). The cost and speed are proportional, so tier 1 is the
fastest and m ost expense tier w hile tier 4 is the cheapest and low est perform ing tier.
Infrastructure servers tend to fall into the tier 2 or tier 3 fram ew ork. These servers are
usually standard W indow s Servers w ith lim ited data processing expectations. The
w orkload servers are the w orkhorses of the environm ent. These virtual m achines are the
ones processing the user sessions and tasks, thus requiring a tier 1 or tier 2 storage.

In C hapter 1, Planning D esktop Virtualization, w e looked at the six com ponents of project
m anagem ent success. Storage design decisions im pact five of those size elem ents: scope,
costs, quality, risk, and custom er satisfaction. Therefore, it is im portant to get it right.
Exactly how  you place your storage w ill depend on up-front analysis and m onitoring in
steady state operations. M uch like virtual infrastructure sizing, if you get it w rong, you are
costing yourself either perform ance or m oney, and in som e cases both.

The disk capacity can be affected by how  the size is provisioned. Thin-provisioned space
is ideal since it only consum es the actual disk space utilized, not w hat is allocated.
H ow ever, this runs the risk of over-allocation as the space is consum ed. There m ay also be
a tem porary negative perform ance im pact w hen the thin-provisioned space is required to
grow . Thick-provisioned space is fully allocated up front as the space is assigned it is
autom atically reserved. This can lead to underutilization, but it guarantees the space is
readily available. From  a virtualization design perspective, there is no significant benefit
or draw back to either m ethod as long as it is m anaged properly.



M easuring throughput
IO PS (inputs outputs per second) is a m easure of throughput capacity on the w hole of
not just an individual disk, but of the entire storage array. IO PS is estim ated by the
w orkload type and w ill vary greatly from  environm ent to environm ent. IO PS can be
m easured on existing system s using disk perform ance counters. IO PS can also be
m easured from  the hypervisor level for each virtual m achine. IO PS w ill also need to be
m easured for w hat the storage system  can deliver. You m ay find your bottleneck is in the
transport betw een the virtualization platform  and the storage platform , or that your storage
platform  is taxed and m ay need m ore cache space.

M any of the assessm ent tools m entioned in C hapter 2, D efining Your D esktop
Virtualization Environm ent, w ill provide reports on the IO PS per system . A nother useful
tool to create artificial throughput and to test IO PS capacity is IO M eter, available at
http://w w w .iom eter.org/. This runs on a virtual m achine; you can identify w hich disk to
test against, how  m any threads to run, w rite block size, and distribution of read/w rite
activities. This utility can be used to check w hether the virtual m achines are getting full
access to the IO PS requested, as show n in the follow ing screenshot:

IO M eter storage throughput analysis

A  general rule of thum b for W indow s Servers is 10‌40 IO PS per system . Intense data
processing system s, such as SQ L and Exchange, w ill require m ore IO PS. X enA pp and
X enD esktop are typically m easured w ith IO PS per user. A s w ith any design, if you are
w orking on general assum ptions versus em pirical data, it should be noted and discussed.



For our design, w e are using several assum ptions for IO PS based upon the role of the
system  in question. O nce the design is com pleted, these values should be m easured against
production data and all baselines should be updated. W e are estim ating 480 IO PS for the
infrastructure system s. This is an average 15 IO PS for the base system s, plus an increase
of IO PS for SQ L and file servers. For the w orkload pool, w e are estim ating 3,190 IO PS,
w hich w orks out to approxim ately 3‌4 IO PS per user. The observed IO PS m ay be
different.

If you are in an environm ent that needs a high am ount of IO PS that cannot be delivered
w ith traditional storage arrays, you m ay w ant to consider som e of the specialty appliances
such as A tlantis ILIO , w hich caches storage com m ands; dedicated SSD  arrays; or flash
m em ory arrays such as V iolin for elevated perform ance. These devices can be used in
conjunction w ith or as a replacem ent to traditional storage arrays.





C om pleting the architectural blueprint
A t this point, w e still have not actually built anything, but w e have laid out the plans for
all of our com ponents. W e should understand our use cases, our m aster design, and our
resources. W e have now  effectively created a blueprint for our virtualization environm ent.
The purpose of all of this legw ork and planning is to have a solid design guide that can
then be approved and im plem ented. W hen all elem ents are detailed in advance, the
im plem entation phase can be split into m ultiple stream s. In som e organizations, different
team s w ill be responsible for certain points of execution; in other environm ents, you m ay
w ant to offload som e of the activities to junior resources. Either w ay, as long as you have
a clear and concise m aster plan, you can feel confident that it w ill be executed properly.





Sum m ary
In this chapter, w e looked at designing our infrastructure. In m ost environm ents, the
infrastructure w ill be shared am ong m ultiple and different types of w orkloads. W e
discussed designing our w orkload independently of any preexisting constraints to
determ ine w here any bottlenecks are likely to occur. W e started w ith defining our
reference architecture, creating a picture of w hat our environm ent w ill look like. B ased on
this reference architecture, w e can begin defining our resource requirem ents and build a
design for our environm ent. W e also discussed designing our virtualization platform ,
determ ining our underlying hardw are com ponents, and defining our netw orking and
storage requirem ents.

N ow  w e can begin our detailed design and build efforts, starting w ith our A ccess layer in
the next chapter. In the next chapter, w e w ill explore StoreFront and N etScaler G atew ay.
W e w ill look at the various user access options to determ ine w hat the right fit is for our
environm ent.





C hapter 4. D esigning Your A ccess L ayer
In the previous chapters, w e focused on analysis and high-level design. N ow  that our
blueprint is com plete, w e can begin building our different layers. In this chapter, w e w ill
delve into the A ccess layer, including design considerations, best practices, and
recom m endations.

In this chapter, you w ill learn about the follow ing:

D esigning your A ccess layer w ith StoreFront
D esigning your A ccess layer w ith N etScaler
M anaging end user access



D eterm ining your portal presence
D esigning your A ccess layer w ill partially depend on how  you w ant users to access the
C itrix environm ent. W ill all users connect using the private corporate netw ork only, or do
you need to provide rem ote access to Internet-based connections? D o you support m obile
devices or just personal com puters? A re all users dom estic, or is this a global access? W ill
users be using C itrix R eceiver for direct access, or w ill they use a w eb brow ser? W hat
type of netw ork perform ance (latency or bandw idth) w ill the users‒ netw ork connections
have?

To gain the m ost value out of the flexibility of C itrix, the vast m ajority of custom er
deploym ents provide both local and rem ote access. This enables w ork at hom e as w ell as
B Y O D  initiatives. This allow s users w ho are rem ote, traveling, or using unsecured devices
to have secure access to your applications and backend data system s.

For our environm ent, w e assum e local and secured rem ote access for a w ide variety of
devices using both C itrix R eceiver and a w eb page for application access. W e w ill be
building our portal using C itrix StoreFront, but first, let‒s look at a com parison of W eb
Interface and StoreFront.



C om paring W eb Interface and StoreFront
B oth C itrix W eb Interface and C itrix StoreFront are viable products for creating a w eb
portal. W eb Interface is currently at the end of the developm ent phase and is in use in
m any environm ents. You can use both StoreFront and W eb Interface in the sam e
environm ent as w ell, if necessary, such as w hen using legacy environm ents or
transitioning from  one w eb portal to another.

Feature W eb
Interface StoreFront N otes

A dvanced custom ization Yes Lim ited A bility to com pletely custom ize the user interface pages

A nonym ous logon Yes Yes O nly valid for legacy X enA pp Farm s, not applicable for X enA pp
7.5

A pplication search Yes Yes U sers can search for applications by title or description

A uto launch application or
desktop Yes Yes A utom atic if only a single resource is published; it can be

custom ized

C lient deploym ent Yes Yes A utom atic C itrix client deploym ent

C lient proxy settings Yes N o C onfigure user w eb proxy settings perform ance

C ustom ize w eb session
tim eout Yes Yes D eterm ine w eb session tim eout, the default is 20 m inutes

D efault IIS page Yes Yes W I: B uilt in; SF: R equires H TM L redirection page

D rop-dow n list of dom ains Yes Yes C onfigured w ith authorization settings, including the ability to set a
default dom ain

Error logging in event logs Yes Yes Errors tracked in the W indow s A pplication Event log

Explicit authentication Yes Yes A uthentication based on dom ain usernam e and passw ord

Favorite applications N o Yes A bility to save application shortcuts to your personal store

Filter or hide applications Yes Yes W I: C TX 122133; SF: U se of keyw ords and Pow erShell

Integration w ith
A ppC ontroller N o Yes Integration w ith X enM obile

Integration w ith ShareFile N o Yes R equires an A ppC ontroller appliance

Integration w ith w eb and
Sass applications N o Yes Integration w ith X enM obile

Java client fallback Yes N o StoreFront uses an H TM L5 client for fallback

Launch applications Yes Yes A llow  users to access hosted applications



M andatory applications Yes Yes A dded feature in StoreFront 2.5 w ith use of keyw ords

M essages, notes, and so
on Yes N o M essages are integrated in the W eb Interface console. and they can

be added to StoreFront through custom izations

N ative H TM L5, iO S, and
A ndroid clients N o Yes Purpose-built receiver clients

N etScaler G atew ay
integration Yes Yes Enable secure access through N etScaler

Parallel resource
enum eration N o Yes W eb Interface enum erates sites/farm s serially, w hich can cause

delays

Pass-through
authentication Yes Yes A dded feature in StoreFront 2.5

Pass-through or m ixed
authentication Yes Yes A  m ix of pass-through and explicit authentication

Pre-Launch X enA pp
applications Yes Yes Session Pre-Launch is a feature of X enA pp 6.5

Prepopulated dom ain Yes Yes Prepopulate and optionally hide the dom ain field

Prevent m ultilaunch of
applications Yes N o C TX 124612

Sm artC ard and token
authentication Yes Yes Support for use of sm art cards

Softw are D evelopm ent K it
(SD K ) Yes Yes A dded feature in StoreFront 2.5

Stateless w eb sessions N o Yes Each request is an independent transaction

Them e support N o Yes D esign them es and custom  style sheets

Tw eak IC A  param eters Yes Yes A bility to m odify the default IC A  file settings

U ser passw ord change Yes Yes A llow  users to change their passw ords

W eb U I change through
console Yes N o SF requires m odifying C SS files



R eview ing the A ccess tier diagram
A s w e discussed in C hapter 3, D esigning Your Infrastructure, the A ccess tier includes both
internal and external access. H ere w e represent our internal on-site users w orking on our
corporate-ow ned and m anaged w orkstations. These are our trusted resources. They are
already authenticated on the netw ork and have direct access to the C itrix solution. These
users w ill typically access a private internal portal. W e also have all our unsecure
resources access the system  through the public Internet, com ing in through our N etScaler
G atew ay. This m ay include rem ote offices w ithout a direct w ide area netw ork link, m obile
users, w ork at hom e users, and B Y O D  users.

O ur A ccess tier consists of the end user devices connecting to C itrix StoreFront, either
directly or through N etScaler G atew ay. O ur devices include corporate w orkstations, w ork
at hom e com puters, and m obile devices running both A ndroid and iO S operating system s.
H ave a look at the follow ing figure:



Access tier diagram







D esigning w ith StoreFront
C itrix StoreFront w as designed and built from  the ground up using H TM L5. O ne of the
biggest com plaints of W eb Interface w as the lack of support for the m ultiple developm ent
platform s used as the program  w as enhanced over the years. B y starting fresh w ith
StoreFront, C itrix w as able to use a single platform . StoreFront w as first released for
production w ith Version 1.2 in July, 2012. Version 2.0 of StoreFront w as released to
coincide w ith X enD esktop 7, and it features m any im provem ents over the first-generation
production. The latest version, StoreFront 2.5, is part of the X enA pp 7.5 release and
supports all the latest features.

A lthough som e custom ers liked the first version of StoreFront, m ost w ere not thrilled w ith
som e aspects of the architecture. H ow ever, the adoption rate quickly rose w ith StoreFront
2.0, and m ost new  im plem entations are now  using StoreFront. For this chapter, w e w ill
focus on StoreFront 2.5.

StoreFront provides the m ost consistent user experience by retaining users‒ application
selections and presenting a com m on interface regardless of device or connection m ethod.
U sing R eceiver instead of the w eb brow ser m aintains the sam e functionality as the older
PN A gent to control how  applications appear on the client. StoreFront sites are called
Stores.

StoreFront architecture; ̈  C itrix System s, Inc. All Rights Reserved.



R equirem ents for StoreFront
C itrix StoreFront 2.5 is a lightw eight w eb application. It can be run on standalone system s
or com bined w ith other functions on a com m on server. StoreFront has the follow ing
requirem ents:

W indow s Server 2008 R 2 w ith Service Pack 1 or later
Internet Inform ation Services roles
W indow s Server 2008 Features: .N ET Fram ew ork 3.5.1
W indow s Server 2012 Features: .N ET Fram ew ork 3.5, N ET Fram ew ork 4.5, and
A SP.N ET 4.5
C itrix X enA pp 5.0 or later for application enum eration
C itrix X enD esktop 5.5 or later for desktop enum eration
C itrix V D I-in-a-B ox 5.2 or later for V D I enum eration
N etScaler 9.3 or later for gatew ay features

C itrix StoreFront logon page (internal access)



D esign decisions for StoreFront
The follow ing design decisions m ust be m ade w hen planning or im plem enting StoreFront.
This decision m atrix should be repeated for each store in use, as appropriate for the
environm ent:

O ption D ecision Justification

Version StoreFront 2.5 2.5 is the latest version of StoreFront

Location D atacenter D atacenter or netw ork location StoreFront

Protocol H TTPS H TTPS is highly recom m ended for security purposes, but H TTP can be
used

N um ber of servers Tw o  

H osts
SF01

SF02
List of server(s) hosting StoreFront

O perating system 2012 B ase operating system  of StoreFront

Server hardw are

2 C PU

4 G B  R A M

40 G B  H D D

C PU , R A M , and disk space for the host m achines

Load B alancing /
H igh Availability N etScaler V IP H ow  and w here StoreFront is load balanced

B ase U R L m yapps.xenlab.com Should be the load balancing U R L

A uthentication Explicit A uthentication m ethod(s) in use

Store nam e Store N am e of StoreFront store

Store U R L /Citrix/Store  

R eceiver w eb U R L /Citrix/StoreWeb  

D elivery controllers
xa7501

xa7502
List of delivery controllers and type (X enA pp, X enD esktop, and V D I-in-
a-B ox)

R em ote access N etScaler G atew ay N one for no rem ote access, no V PN  Tunnel for standard gatew ay access,
and full V PN  tunnel for full gatew ay access (requires additional plugin)

N etScaler G atew ay
appliance citrix.xenlab.com G atew ay address for rem ote access in tw o-arm  m ode, w hich is the

callback address

STA  servers
xa7501

xa7502
List of STA  servers, w hich m ust be the sam e as listed in G atew ay

Trusted dom ain(s) xenlab.com  



Internal beacons m yapps.xenlab.com Internal U R L only

External beacons
http://w w w .citrix.com

http://w w w .google.com
A ny external U R L

StoreFront Receiver for w eb applications, including featured and auto applications



StoreFront recom m endations
A  com m on request from  m any custom ers is to use the sam e address for internal and
external users, allow ing everyone to rem em ber only a single address. A ccording to C itrix,
this is not supported for m obile devices. M obile devices should be configured w ith a
separate U R L for internal access, if required. A nother consideration is that m ost custom ers
only allow  w ired connections on the secure netw ork; all w ireless m obile devices m ight be
forced to use the N etScaler G atew ay to connect. If all m obile devices are considered
external, then you m ay be able to cheat and use the sam e address for both types of access.

H ow ever, if you allow  m obile devices on the internal netw ork, they m ight experience
connection issues. U sing a single U R L also assum es that users w ill be using R eceiver for
w eb functionality, not native receiver functionality on their local com puters. Should the
custom er w ish to use a native receiver, separate internal and external U R Ls should be
created. These can point to the sam e resources, but w ill require separate addresses.

If you choose to use a single U R L for both internal and external access, you m ight w ant to
leverage N etScaler to provide not only the gatew ay and load balancing features, but also
the SSL offload. This w ill allow  N etScaler to m anage the server certificate for the U R L
and not require any binding on the StoreFront servers. This w ill also require the sam e
D N S entries to be defined differently, both internally and externally.

For this environm ent, w e are using separate addresses, so https://citrix.xenlab.com  w ill
resolve to a publically routable address that connects to the A ccess G atew ay, as illustrated
in the follow ing figure:



External access com m unication w orkflow

Internal and on-netw ork resources w ill be directed to http://m yapps.xenlab.com , w hich
w ill resolve to a nonroutable private address pointing to the load balanced address for
StoreFront servers, as illustrated in the follow ing figure:



Internal access com m unication w orkflow



C ustom izations
StoreFront is built on H TM L5 and can be custom ized. M uch like W eb Interface, m ost
custom ers prefer to keep custom izations to a m inim um  in order to ease troubleshooting
and reduce the am ount of rew ork necessary w hen patching or updating. Som etim es,
custom izations w ill be overw ritten by updated files during a m aintenance w indow .

The m ost basic custom izations for StoreFront are around how  applications are displayed.
In a new  environm ent, users w ill have no default applications. U nlike W eb Interface,
w hich show s all applications a user has access to, StoreFront w ill only show  the
applications they are subscribed to. U sers m ight have access to hundreds of published
applications but m ight choose to only keep a few  on their receiver page. A dditional
custom izations and recom m endations can be found in the StoreFront Planning G uide
available at http://support.citrix.com /article/C TX 136547.

Speeding up StoreFront
You m ight w ant to apply the changes outlined at
http://support.citrix.com /article/ctx117273. This involves m odifying the Aspnet.config
file to avoid generating publisher evidence, w hich is used to verify the .N ET fram ew ork
authenticode signature, and it can slow  dow n the initial load tim e of the application. This
article pertains to W eb Interface, but it is applicable to StoreFront as w ell.

U sing the application subscription m odel
U sing the plus sign on the left-hand side of R eceiver for the w eb StoreFront page, users
can expand the list of applications. U sers can then select the applications they w ant as part
of their subscriptions, w hich appear on the m ain page. This lim its the cluster on the w eb
page and lets users control w hat they see. A pplications w ith a green check m ark are
currently subscribed. This includes all auto and m andatory applications. W e w ill discuss
the keyw ords next.

StoreFront keyw ords as displayed in Receiver for the StoreFront w ebsite



U sing keyw ords for StoreFront applications and desktops
To prevent users from  seeing a blank screen at first use, or to ensure that all users
subscribe to a core application, you can apply keyw ords to an application description.
Som e possible keyw ords are A uto to autom atically subscribe, Featured to include in the
features application list, and TreatA sA pp to have desktops displayed as an application.
M ultiple keyw ords, such as K E Y W O R D S:A uto Featured, need to be separated by a
space. For m ore inform ation, check out http://support.citrix.com /proddocs/topic/dw s-
storefront-20/dw s-plan-optim ize-ux.htm l.

Application properties for StoreFront keyw ords in XenApp 6.5

For ease of reference, the preceding screenshot show s the application property settings for
the C itrix X enA pp 6.5 setup, w hile the follow ing screenshot show s the equivalent settings
in the new  C itrix X enA pp 7.5 interface:



Application properties for StoreFront keyw ords in XenApp 7.5

C reating sticky applications for StoreFront
Though you have applications published w ith K eyw ords:A uto, users can unsubscribe
from  the applications. To ensure an application is forced, you can use
K eyw ords:M andatory. This has the sam e effect as autom atically subscribing the
application for all users; it also prevents users from  rem oving the application from  their
subscriptions, as show n in the follow ing screenshot:

StoreFront m andatory and auto application keyw ords

Filtering or hiding applications from  StoreFront
StoreFront allow s you to hide published applications from  StoreFront stores. Sim ilar to
hiding applications in W eb Interface, this is useful w hen you have a com m on set of
applications in your X enA pp site, but due to security reasons, only w ant to enable an
application from  select StoreFront stores. This is also a w ay to hide applications from  use
w ithout disabling them . The steps are detailed at
http://blogs.citrix.com /2014/03/27/hiding-applications-in-citrix-storefront/. Sim ilar to our
earlier W eb Interface exam ple, w e can filter any application w ith K eyw ord:V D IO nly,
using the follow ing Pow erShell syntax:

Set-DSResourceFilterKeyword -SiteId 1 -VirtualPath "/Citrix/Store1" `-

ExcludeKeywords @("VDIOnly")

The C itrix Studio list of applications for each D elivery G roup includes the keyw ords field,
m aking it very easy to quickly see w hich keyw ords are assigned to each application. This
w ill help in planning the use of keyw ords and understanding any im pact around filters.



StoreFront keyw ords as displayed in XenApp Studio

E nabling discovery for m obile clients
StoreFront contains a provisioning file that can be distributed via e-m ail to m obile clients.
This is the fastest and easiest w ay for m obile devices to connect. It saves the users‒ tim e
by not having to m anually enter connection inform ation, and it also saves headaches for
the IT staff. To easily generate a provisioning file, click on the A ctivate link, w hich w ill
create a file called receiverconfig.cr, w hich is an X M L file containing all of the
gatew ay and store inform ation necessary for clients to connect. For m ore inform ation,
check out http://support.citrix.com /article/C TX 134667.

StoreFront discovery for m obile clients

Setting the default IIS page
O ne of the biggest com plaints m ade about StoreFront is that it does not configure a default
IIS site like W eb Interface does. This is easily rem edied by m aking a sim ple default
H TM L file to redirect users to the full U R L of the desired R eceiver for W eb site. The steps
are available at http://support.citrix.com /article/C TX 133903.

R ebranding the R eceiver for W eb site



Som e custom ers w ant to add their ow n design or branding to the R eceiver for W eb site. In
theory, you can reprogram  the entire site by m odifying the various source files. Try to
keep rebranding sim ple, just like w ith W eb Interface. There is no need to rew rite the entire
site. If you w ant to m ake som e branding m odifications, the best w ay is to m odify the
cascading style sheet (C SS) files in StoreFront. D etailed steps are available at
http://blogs.citrix.com /2013/06/26/custom izing-receiver-for-w eb-in-storefront-2-0/.

U sing the H O ST file to ease setup
Som e adm inistrators find it necessary to m odify the local host file of StoreFront servers
w ith tw o entries‍ one host file entry for the internal U R L and a separate entry for the
external (gatew ay) U R L. This ensures the callback and authentication w ill w ork w ithout
relying on D N S or load balancer routing. To do this, edit the
c:\Windows\System32\drivers\etc\host file to include entries such as the internal IP
for N etScaler G atew ay using an external U R L and a localhost IP for the internal U R L,
m odified for your environm ent. C heck the follow ing com m and line:

192.168.1.16 remote.xenlab.com #Inside NetScaler Gateway address for Call 

Back

192.168.1.37 myapps.xenlab.com #Localhost IP for StoreFront URL





D esigning w ith N etScaler G atew ay₧
C itrix N etScaler is the Sw iss A rm y knife of netw ork appliances. It can do alm ost anything
and can serve m any critical functions. It is a purpose-built appliance that com es in three
general m odels: V PX , M PX , and SD X . The V PX  series are virtual appliances; M PX
m odels are physical appliances; SD X  m odels are physical m odels running m ultiple virtual
appliances, designed for m ultitenancy. Entire books can (and have) be w ritten on
m anaging N etScaler appliances. For this book, our focus w ill be on G atew ay, Load
B alancing, and SSL offload features. O ther features, such as global server load balancing,
application firew alls, sm art access filters, traffic shaping, caching, and acceleration, w ill
not be discussed here.

N etScaler can be deployed in a one-arm  or tw o-arm  m ode. O ne-arm  m eans only a single
interface is active; this is the sim plest and m ost com m on deploym ent. Tw o-arm  m eans tw o
(or m ore) interfaces are active, typically an internal link and a D M Z link. If you are using
the tw o-arm  m ode, you should set the default gatew ay of the N etScaler appliances to the
outbound router in the D M Z. A lso, if you are using the tw o-arm  m ode, you m ight need to
set route statem ents so you can m anage/direct your internal traffic. Finally, if you are
using a tw o-arm  deploym ent, you m ight need to configure a second gatew ay address
internally to use as a callback address for StoreFront.

For our environm ent, w e use N etScaler V PX  1000 appliances deployed in a one-arm
m ode. W e w ill be leveraging high availability, load balancing, N etScaler G atew ay, and
SSL offload features. O ur V PX  appliances w ill run on X enServer using N etScaler Version
10.1.

N ote
For m ore inform ation on one-arm  and tw o-arm  deploym ent scenarios, I highly
recom m end R ick R ohne‒s article at http://w w w .thegenerationv.com /2009/09/netscaler-1-
or-2-arm -m ode-w hich-is.htm l. H e details single-arm  and m ultiple-arm  configurations in
an easy-to-understand m anner.



R equirem ents for N etScaler V PX
N etScaler requirem ents w ill vary depending on w hich m odel of N etScaler appliance you
are deploying, how  m any interfaces you choose to use, and the deploym ent platform . In
general, you w ill need:

V PX  deploym ents:

X enServer 5.6 or later (V M w are ESX  3.5 or later and H yper-V  2008 are also
supported)
2 virtual C PU s
3 G B  R A M
40 G B  drive space
O ne 1-G bps netw ork interface (tw o or m ore for the tw o-arm  m ode)

M PX  or SD X  deploym ents:

Physical appliance(s) installed in rack w ith pow er and netw ork connection(s)

License files (N etScaler licenses are registered to the prim ary interface M A C
address)
R equisite IP addresses:

O ne N etScaler IP (N SIP) per appliance, w hich is the m anagem ent IP address.
O ne Subnet IP (SN IP) per subnet, including the prim ary netw ork. The prim ary
netw ork SN IP is used for H A , and additional SN IPs allow  for com m unication to
devices on these separate netw ork segm ents.
O ne IP per V irtual server / V irtual interface (V IP).

Tip
To better understand the roles of m apped and subnet IP addresses, check out
http://support.citrix.com /article/C TX 120318.

In addition to the m inim um  requirem ents, design engineers and custom ers should do the
follow ing, including requesting a block of at least 10 IP addresses, how ever m ore or less
m ay be needed:

R eserve one IP address for the N etScaler G atew ay to be used for rem ote/public
access. This IP address w ill be publically accessible.
R eserve one IP address for the StoreFront load balance interface for internal access.
R eserve one IP address for the authentication services load balance interface, used to
balance LD A P requests am ong m ultiple controllers on the internal netw ork.
R eserve one IP address for the D N S load balance interface to distribute D N S requests
to m ultiple servers on the internal netw ork (optional).
R eserve one IP address for the desktop director load balance interface on the internal
netw ork (optional).
R eserve one IP address for the load balanced X M L broker interface, connecting to the
controllers on the internal netw ork (optional).
R eserve one internal IP address for the N etScaler G atew ay callback interface for



StoreFront (optional, m ay be necessary in a tw o-arm  deploym ent).
W hen using gatew ay features for public access, request and install a public
certificate, including an interm ediate certificate to ensure the certificate chain is
com plete.
A lso, if using m ultiple dom ains, create separate authentication load balance
interfaces along w ith a separate N etScaler G atew ay interface and U R Ls per dom ain.
If you are designing different authentication types (such as tw o-factor for
authentication for Internet-based users, and single-factor authentication for partner-
netw ork users), create separate gatew ay interfaces.



C onfiguring the base settings for N etScaler
The initial configuration of N etScaler is done through the console. In a V PX  appliance
running on X enServer, this is available using the X enC enter console. For physical
appliances, this is achieved using the direct console connection. U pon startup, you m ust
supply the N etScaler appliance w ith an IP address, subnet m ask, and gatew ay. This IP
address becom es the N etScaler IP, or N SIP, and is used for all future m anagem ent of the
appliance.

To get started, you can dow nload the V PX  appliance from  C itrix and then im port the
virtual appliance into X enServer using the X enC enter utility. O nce the appliance is
im ported and pow ered on, you can begin the base configuration as show n in the follow ing
screenshot:

N etScaler base configuration

O nce the base configuration is com plete, and the N etScaler appliance is rebooted, all other
configuration activities w ill be perform ed through the N etScaler Java-based graphical user
interface available at the m anagem ent (N SIP) address. The default usernam e is nsroot,
and the passw ord is nsroot. It is highly recom m ended that adm inistrators change the
nsroot passw ord im m ediately. The m ain m anagem ent console is show n in the follow ing
screenshot.

Tip
Firefox or C hrom e brow sers perform  better than Internet Explorer w hen using the
graphical user interface console for N etScaler. There are som e know n issues w ith the Java



applet. For m ore inform ation, check out http://support.citrix.com /proddocs/topic/ns-faq-
m ap-10-1/ns-faq-config-utility-ref.htm l.

N etScaler configuration console



C onfiguring load balancing services
The N etScaler load balancing feature distributes requests across m ultiple servers to
optim ize resource utilization and ensure a level of fault tolerance. This prevents a single
server from  becom ing overloaded w hile also providing health checks to ensure a server is
available before a request is forw arded. A  load balancer configuration consists of four
com ponents:

Server: This is defined as the IP address of the backend target server that w ill host
the actual client services. In our case, w e w ill define a server for each of the servers
running StoreFront.
M onitor: M onitors are probes attached to each service type and are used to check the
health of a target server. If a server does not respond w ithin a specified response
tim eout, and the specified num ber of probes fails, the service is m arked as dow n and
taken out of load balancing until it becom es available again. In our scenario, w e w ill
use the custom  m onitor for StoreFront.
Service: Services m ap a m onitor to a server to define w hich service is being used.
A lternately, service groups can be defined instead of individual services. W e create
tw o defined services, one for each StoreFront server, using the StoreFront m onitor.
V irtual server: A  virtual server is hosted on N etScaler and is defined by an IP
address and port. Services are bound to the virtual server, creating the load balance
set. The virtual server IP address is the one used to connect to the load balance cluster
of servers. W e define a single virtual server to load balance StoreFront services
am ong our tw o StoreFront servers.

N etScaler connections planning diagram

In our environm ent, w e have load balancing virtual servers defined for our LD A P
authentication as w ell as StoreFront and D esktop D irector, as noted in the preceding figure
and displayed in the follow ing screenshot:


