Professional Expertise Distilled

Citrix XenApp® 7.5 Desktop
Virtualization Solutions

Andy Paul [Pﬁlf E*ii] enterprise 8






Citrix XenApp™ 7.5 Desktop

Virtualization Solutions




Table of Contents

Citrix XenApp- 7.5 Desktop Virtualization Solutions
Credits
Notice
About the Author
About the Reviewers
www.PacktPub.com
Support files, eBooks, discount offers, and more
Why subscribe?

Free access for Packt account holders

|nstant updates on new Packt books
Preface
What this book covers
What you need for this book
Who this book isfor

I ntroduction to the XenApp- 7.5 platform

Benefits of using Citrix XenApp-
Citrix XenApp- 7.5 feature comparison

Comparing Citrix XenApp— 7.5 with previous versions
What-s new in Citrix XenApp—- 7.5

Conventions

Reader feedback

Customer support
Downloading the color images of this book
Errata
Piracy
Questions

1. Planning Desktop Virtualization

The building blocks of VDI

Hosted Virtual Desktop (HVD)




Hosted Shared Desktop (HSD)

Session-based Computing (SBC)

Application virtualization

Understanding VDI layers

Analyzing your user data

Planning your personalization layer
Understanding your applications
Planning for operating system delivery

Anticipating device management

| nfrastructure planning

Determining the right fit

The road map to success

Project management in the real world

Managing your project

Summary

2. Defining Your Desktop Virtualization Environment

Understanding your end users

Use case|

clinical physicians

Use case|

data entry clerks

Use case|

office workers

Use case|

hospital administration clerks

Use case|

call center customer service representatives

Use case|

business executives

Trandating the user workflow

Understanding applications

Making a questionnaire for an application

Automated application data collection

Using Stratusphere FIT

Utilizing Network Inventory

Using Baseline Desktop Analyzer

Leveraging AppDNA



| mplementing L akeside Software SysTrack

Completing your software inventory

Understanding devices

Endpoints
Peripherals
Defining your use cases
Planning your strategy

Summary
3. Designing Your Infrastructure

Creating a reference architecture

A reference architecture diagram

Understanding the Accesstier diagram

Understanding the Delivery tier diagram

Understanding the Supporting Systems tier diagram
Understanding the Backend Data Systems tier diagram

Understanding the Monitoring tier diagram
Understanding the Virtualization Infrastructure tier diagram
Designing highlights

Designing your virtual infrastructure

Resource requirements

Virtual machine requirements

Determining your virtualization platform
XenServer
VMware vSphere
Microsoft Hyper-V Server

Virtualization cluster design decisions

Designing your hardware infrastructure

Sel ecting between the rack and blade options

Understanding converged platforms

Reconsidering the cloud

Designing your network infrastructure




Planning network options

Designing your storage infrastructure

Capacity planning
M easuring throughput

Completing the architectural blueprint

Summary
4. Designing Your Access Layer

Determining your portal presence
Comparing Web Interface and StoreFront

Reviewing the Accesstier diagram

Designing with StoreFront

Requirements for StoreFront

Design decisions for StoreFront

StoreFront recommendations

Customizations

Speeding up StoreFront
Using the application subscription model

Using keywords for StoreFront applications and desktops
Creating sticky applications for StoreFront

Filtering or hiding applications from StoreFront

Enabling discovery for mobile clients
Setting the default 11S page
Rebranding the Receiver for Web site
Using the HOST file to ease setup
Designing with NetScaler GatewayPts
Reguirements for NetScaler VPX
Configuring the base settings for NetScaler

Configuring load balancing services

Configuring NetScaler Gateway services
Tying it all together

|dentifying the base requirements




Gathering all the prerequisites

Installing NetScaler appliances
Installing and configuring StoreFront servers

Configuring load balance virtual servers on NetScaler—

Configuring the NetScaler GatewayPts virtual server
Summary
5. Designing Your Application Delivery Layer
Welcome to XenApp- 7.5
What-s new in XenApp 7.5?
Updated conceptsin XenApp 7.5
What-s missing in XenApp 7.5?

Designing your XenApp-_deployment
Reguirements for XenApp

Delivery controller
Studio
Database

Director

Virtual Delivery Agent (VDA) for the Windows desktop OS
Virtual Delivery Agent (VDA) for the Windows server OS

Design decisions for the XenApp site

Creating your XenApp- site

Quick start guide to deploy a XenApp site

Configuring your first XenApp delivery controller

Configuring your XenApp site

Configuring additional delivery controllers

Configuring your XenApp session hosts

Managing your XenApp- site
Getting started with Machine Catalogs
Getting started with Delivery Groups

Application delivery models

Getting the most out of Machine Catalogs and Delivery Groups




Planning your Machine Catalogs and Delivery Groups

L everaging PowerShell

M oving machines between catalogs

Additional Delivery Group properties

Publishing multiple applications at atime

Additional application properties
Publishing resources to multiple Delivery Groups

M aking sure machines are available

Summary
6. Designing Your Virtual Image Delivery

An overview of image management

Determining the right fit for your environment

Understanding Citrix- Machine Creation Services

The storage impact of MCS

Preparing a master image for MCS

Creating an MCS catalog using Studio

Updating an MCS catal og that reflects changes to the master image
Designing Citrix— Provisioning Services

The storage impact of PVS
The network impact of PVS
Designing your PVS farm

Requirements for Provisioning Services

Key design decisions

Preparing a master image for PVS

Creating a Machine Catalog using the PV S deployment wizard

Managing images using PVS
Additional PV Stips and tricks

Summary
7. Designing Your Supporting Infrastructure Components

Planning your license server

Therole of the license server in the environment




The requirements for installing the license server

High Availability considerations for the licensing server

Design decisions for the license server

Designing your database platform

The role of the database in the XenApp environment

Planning your SQL server requirements

High Availability considerations for databases

Planning and sizing your Citrix— databases

SQL Server design decisions

Managing your databases
Configuring your file services

Therole of file services in the environment

The requirementsfor file servers

High Availability considerations for file services

Design decisions

Configuring file share permissions
| mplementing monitoring for your XenApp—_environment
The role of monitoring in the environment

The requirements for installing Director

The requirements for installing the Insight appliance

High Avallability considerations for Director

Monitoring design decisions

Using Director to monitor user experience

Summary
8. Optimizing Your XenApp-_Solution

Managing user profiles

Types of profiles

Why we need to manage profiles

Planning Citrix Profile Management policies

Planning Microsoft folder redirection

Folder redirection and exclusions




What about home drives?
What about AppData?

Configuring Citrix—_palicies

Understanding the role of the Citrix palicy engine

Using Citrix template policies

Planning your Citrix policies

Defining Citrix policy settings

Applying Citrix policy filters

Recommendations for Citrix policies

Planning Active Directory policies

Understanding the role of Active Directory group palicies

Common Group Palicy settings for Citrix environments

Best practices for Group Palicies

Controlling printing
Understanding the different printing models in a Citrix environment
Using Citrix Universal Print Server

Summary

9. Implementing Your XenApp~ Solution
Building your production-ready workload server images

Initial build

Optimizations

Deploying your server images

Testing the preproduction environment

Reviewing the design plan
Final system validation testing

Using capacity planning tools
Performing load testing

Conducting User Acceptance Testing

Defining your criteria

UAT process
UAT feedback




Production rollout

Communication plan

Pilot rollout
Phased production rollout
Supporting your environment during normal operations

Delegated administration
Using Director

SQL queries for monitoring/reporting

Additional troubleshooting tips and tricks

Troubleshooting the VDA registration

Troubleshooting Active Directory

Troubleshooting PV S performance

Troubleshooting storage performance

Troubleshooting Windows system performance

Troubleshooting application performance
Using Citrix troubleshooting tools
Saliciting user feedback

Summary
| ndex







Citrix XenApp™ 7.5 Desktop

Virtualization Solutions







Citrix XenApp™ 7.5 Desktop
Virtualization Solutions

Copyright * 2014 Packt Publishing

All rights reserved. No part of this book may be reproduced, stored in aretrieval system,
or transmitted in any form or by any means, without the prior written permission of the
publisher, except in the case of brief quotations embedded in critical articles or reviews.

Every effort has been made in the preparation of this book to ensure the accuracy of the
information presented. However, the information contained in this book is sold without
warranty, either express or implied. Neither the author, nor Packt Publishing, and its
dealers and distributors will be held liable for any damages caused or alleged to be caused
directly or indirectly by this book.

Packt Publishing has endeavored to provide trademark information about all of the
companies and products mentioned in this book by the appropriate use of capitals.
However, Packt Publishing cannot guarantee the accuracy of this information.

First published: October 2014
Production reference: 1141014
Published by Packt Publishing Ltd.
Livery Place

35 Livery Street

Birmingham B3 2PB, UK.

|ISBN 978-1-84968-968-7

www.packtpub.com

Cover image by Shivani (<shi vani 6@nmi | . conw)







Credits

Author

Andy Paul

Reviewers

Markus Darda

Ben Piper

Neil Spellings
Acquidgition Editors
PramilaBalan

Meeta Rajani

Content Development Editor
Shubhangi Dhamgaye
Technical Editor
Shruti Rawool

Copy Editors

Insilya Morbiwala
Sayanee Mukherjee
Aditya Nair

Stuti Srivastava
Project Coordinator
Venitha Cutinho
Proofreaders

Simran Bhogal
Ameesha Green

Paul Hindle

| ndexers

Hemangini Bari
Mariammal Chettiyar
Rekha Nair
Production Coordinator

Conidon Miranda



Cover Work

Conidon Miranda






Notice

The statements made and opinions expressed herein belong exclusively to the author and
reviewers of this publication, and are not shared by or represent the viewpoint of Citrix
Systems, Inc. This publication does not constitute an endorsement of any product, service,
or point of view. Citrix makes no representations, warranties or assurances of any kind,
express or implied, as to the completeness, accuracy, reliability, suitability, availability, or
currency of the content contained in this publication or any material related to this
publication. Any reliance you place on such content is strictly at your own risk. In no
event shall Citrix, its agents, officers, employees, licensees, or affiliates be liable for any
damages whatsoever (including, without limitation, damages for loss of profits, business
information, or loss of information) arising out of the information or statements contained
in the publication, even if Citrix has been advised of the possibility of such loss or
damages.

Citrix, Citrix XenApp, XenApp, XenDesktop, XenServer, XenCenter, XenMobile, Xen,
CloudPortal, NetScaler, NetScaler Gateway, NetScaler VPX, StoreFront, Citrix Recelver,
FlexCast, NetScaler Insight Center, EdgeSight, and other Citrix marks and brands
appearing herein are trademarks of Citrix Systems, Inc. and/or one or more of its
subsidiaries, and may be registered in the U.S. Patent and Trademark Office and in other
countries,
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Preface

Designing Citrix XenApp 7.5 as the basis for a desktop virtualization solution requires
extensive planning. There are numerous options and scenarios to consider. Taking the time
to properly plan and then execute is key to any successful deployment.

This book covers how to use Citrix XenApp 7.5 for desktop virtualization solutions.
XenApp can be classified as both application virtualization as well as desktop
virtualization. When using XenApp, you can provide end user access to select applications
or an entire virtual desktop. Providing avirtual desktop with XenApp isalso known as
using the Hosted Shared Desktop (HSD) model. This means that multiple users can share
the same desktop with common resources as opposed to a dedicated desktop.



What this book covers

Chapter 1, Planning Desktop Virtualization, provides an overview of desktop
virtualization and the associated components. This includes an overview of the building
blocks of VDI and determining the right fit for your environment.

Chapter 2, Defining Your Desktop Virtualization Environment, focuses on understanding
the business requirements and driving factors of your virtual desktop strategy, including

creating use cases by understanding your users and applications as well as planning your
overal VDI strategy.

Chapter 3, Designing Your Infrastructure, explains how to design and scale the core
infrastructure to host your XenApp solution. Thisinvolves creating high-level reference
architectures and planning the virtual, physical, networking, and storage infrastructures.

Chapter 4, Designing Your Access Layer, explains how to design the Access layer
components, including NetScaler and StoreFront, delving into the design specifics and
identifying any constraints.

Chapter 5, Designing Your Application Delivery Layer, explains how to design the
Application Delivery layer components, including all of the XenApp site design elements
such as controllers, session hosts, Delivery Groups, and application publishing models.

Chapter 6, Designing Your Virtual Image Delivery, focuses on workload imaging services
and delivery. Thisincludes an overview of Provisioning Services and Machine Creation
Services as well as best practices and recommendations.

Chapter 7, Designing Your Supporting Infrastructure Components, focuses on the
remaining supporting components for the XenApp solution, including licensing, database
requirements, monitoring services, and print services.

Chapter 8, Optimizing Your XenAppﬁ Solution, focuses on the auxiliary components that
can be used to further optimize and customize the XenApp environment. This includes
profile management, Citrix policies, Active Directory policies, and printing
considerations.

Chapter 9, Implementing Your XenAppﬁ Solution, covers the final steps to implement a
XenApp solution. It focuses on building the desktop and applications for delivery,
capacity planning, load testing, user acceptance testing, and production rollout planning.






What you need for this book

Thisis based on Citrix XenApp 7.5 Platinum Edition and all its associated components,
including StoreFront 2.5, License Server 11.11, and Provisioning Services 7.1. We will

also take alook at XenServer 6.0.2, Citrix NetScaler 10.1, Microsoft SQL Server 2012,
and Microsoft File Services.

In order to recreate the steps in this manual, you will need a minimum of two Windows
Server 2008 R2 or Windows Server 2012 systems, preferably more. You will also need the
downloadable Citrix XenApp 7.5 media from www.citrix.com.







Who thisbook isfor

This book iswritten for Citrix engineers, Citrix architects, virtualization consultants, and
I'T project managers. It is assumed that the reader has some prior experience with Citrix
XenApp and related technologies or with desktop virtualization. However, prior
experience is not required to understand the main concepts and flow of the materia
presented.

This book attempts to balance technical detail and businesslogic. Each topic is written
using an easy-to-follow guide based on real-world experience and explains the reasoning
behind the recommended design decisions.






Introduction to the XenApp™ 7.5 platform

Before we delve too deep into desktop virtualization solutions, you need to first
understand more about Citrix XenApp. Citrix XenApp was previously known as Citrix
Presentation Server. Prior to that, it was also known as Citrix MetaFrame Server and
Citrix WinFrame Server. You may hear some of these other terms or see them mentioned
in other articles or legacy documentation. With the introduction of Citrix XenDesktop 7,
XenApp and XenDesktop were merged into a common code base. The material presented
in this book for XenApp 7.5 applies to XenDesktop 7.5 environments as well.

Citrix XenApp operates on top of Microsoft Remote Desktop Services, also known as
Terminal Services or Remote Desktop Session Host. XenApp contains its own
management suite (called Studio) as well as its own transportation protocol (ICA, short for
Independent Computing Architecture). The combination of management and streamlined
protocol has allowed Citrix to maintain status as the industry leader in application and
desktop virtualization. Combining this with other products of Citrix allows enterprisesto
create secure and scalable virtualization solutions.

Initsmost simplistic form, Citrix virtualization is about enabling users to use their
applications from any device anywhere. If auser is not able to use his/her applications
effectively, then thereislittle point to virtualization. Even in atraditional desktop
environment, Citrix can be leveraged to deliver applications to usersin a secure and
scalable fashion.

In most environments, XenApp can deliver the entire desktop and application set. In other
environments, you may see amix of XenApp and XenDesktop, as shown in the following
figure:

XenDesktop _
Only

XenhApp &
XenDesktop

The distribution of XenApp and XenDesktop in VDI consulting engagements



Benefits of using Citrix XenApp™

The key objective in al of thisisto allow usersto remotely interact with applications. If a
user is not able to use their application effectively, then there is no reason for businessesto
invest in virtualization. Using remote applications with Citrix XenApp offers numerous
benefits; they are outlined in the following table.

The following benefitsillustrate why organizations, large and small, see the value of using
Citrix XenApp for their virtualization solution. There may be additional benefits for your
organization as well, such as:

Benefit ||D@cription

Using the latest Citrix Receiver allows users to access their Citrix XenApp applications and desktops

Accessibility from virtually any device and any location in the world.

Many industries, including health care and finance, have strict regulations governing computer systems.
Compliance ||These regulations could include software applications, versioning control, and data security. By using
XenApp, you centrally control the applications and the data.

Since the applications and data are managed within the data center, users have a common and consi stent
Consistency ||experience regardless of their client device. A user who is accessing applications from home has the
same experience as those accessing their applications from their office PC.

Administrators can manage applications from a single console. Users can access all applications from a

Convenienc single portal. This provides convenience and ease of use for everyone.

The central management of applications and desktops and their maintenance allows ease of

Management administration.

By keeping al operations in the data center, you can effectively monitor the XenApp environment to
Monitoring [lensure optimal performance. This also alows the effective auditing of users and application access,

where required.
. Citrix XenApp enables a flexible workforce, including BY OD users, work-at-home users, office
Portability .
employees, and road warriors.
Reliability ||[The ICA protocol, used by Citrix XenApp, is built to create areliable and stable remote connection.
- Citrix XenApp can rapidly scale both up and out to support a growing number of applications or users,
Scalability
or both.
Keeping all data and data operations within the data center ensures that there is no sensitive information
Security leaving the secure zone. Since none of the data resides on the client device, there islimited risk of data
loss.
Stability |Citrix XenApp can be built on robust hardware configured for fault tolerance and High Availability. This

ensures alevel of stability and minimal downtime, thus ensuring a production environment.




Citrix XenApp™ 7.5 feature comparison

This book iswritten about XenApp 7.5 Platinum Edition. This feature set was chosen
because it is the most current XenApp release at the time of writing, as well as the most
feature rich one. The following table shows the feature comparison between the different
XenApp licensing levels. Note that while Platinum Edition is the most expensive, it isalso
the most common in enterprise environments. Also, since XenApp 7.5 and XenDesktop
7.5 use the same code base, many of the features overlap.

|Advanced Enterpri$e| Platinum
Application access || || || |
Enterprise App Store ||X ||X ||X |
Microsoft App-V Integration ||X ||X ||X |
Offline applications || ||X ||X |
Server-hosted applications ||X ||X ||X |
Session virtualization ||X ||X ||X |
\/M-hosted applications || ||X ||X |
Supported devices || || || |
Browser-based access ||X ||X ||X |
Linux ||X ||X ||X |
= .
Smartphone ||X ||X ||X |
.
Thin client ||X ||X ||X |
\Windows ||X ||X ||X |
User experience || || || |
HDX 3D Pro || ||X ||X |
HDX mobile ||X ||X ||X |
HDX seamless local applications || || ||X |
HDX user experience optimization ||X ||X ||X |
HDX vGPU sharing || ||X ||X |




Unified communications optimization ||X ||X
WAN optimization || ||X ||X
I mage management || || ||
Amazon AWS integration || ||X ||X
Delivery Group assignment || ||X ||X
Hybrid cloud provisioning || ||X ||X
Machine Creation Services || ||X ||X
Profile Management || ||X ||X
Provisioning Services || ||Li mited ||X
Scalability || || ||
Centralized management || ||X ||X
Enterprise scalability || ||X ||X
High Availability and failover || ||X ||X
Hypervisor agnostic || ||X ||X
SCCM integration || ||X ||X
sy | | |
Two-factor authentication support || ||X ||X
Centrally secured applications || ||X ||X
Centrally secured desktops || ||X ||X
Encrypted application access || ||X ||X
File and data containment || ||X ||X
NetScaler Gateway universal license || || ||X
SmartAccess || || ||X
SSL VPN || || ||X
M anageability || || ||
| |k
Configuration logging || ||X ||X
[ [ [



Delegated administration " "X "X |
Enhanced monitoring || ||X ||X |
Historical performance trending || || ||X |
Simple to deploy ||X ||X ||X |
User experience network analysis || || ||X |

For a comparison of XenApp features across different product versions aswell as
licensing levels, visit http://www.citrix.com/go/products/xendesktop/feature-matrix.html.




Comparing Citrix XenApp™ 7.5 with previous
Versions

The following table compares terms and concepts previously used in earlier versions of
XenApp with the equivalent or replacement terms and conceptsin XenApp 7.5:

Previous XenApp versions ||New XenApp 7.5 nomenclature |

Independent Management Architecture (1 MA)"FI exCast Management Architecture (FM A)|

Farm ||De| ivery Site

ISessi on Machine Catalog

\Worker Group

IDeI ivery Group

|Vi rtual Delivery Agent (VDA)
\Worker Server OS machine

Desktop OS machine

Zone and data collector Delivery Controller

Publishing applications

Delivery Services Console ||Citrix Studio and Citrix Director

Data store Database

L oad evaluator L oad management policy
IDeI egated Administrator

Administrator Role

Scope




What-s new in Citrix XenApp™ 7.5

The following features are new in XenApp 7.5/ XenDesktop 7.5:

o XenApp built on FlexCast management

¢ A single management console (Citrix Studio)

¢ A monitoring and troubleshooting console (Citrix Director) with integrated
EdgeSight features

Cloud deployments

Full AppDNA support

StoreFront 2.5

Extended support for Web Interface 5.4

Remote power control for physical PCs

The following features are added as part of XenDesktop 7.1:

e GPU integration
e vGPU sharing
e Windows Server 2012 R2 and Windows 8.1 support

The following features are added as part of XenDesktop 7:

A machine catalog for server OS and desktop OS machines
A machine catalog for applications

Windows Server 2012 and Windows 8 support

Desktop composition redirection

Windows Media client-side content fetching

Multicast support

Real-time multimedia transcoding

User Datagram Protocol (UDP) audio for server OS machines
Webcam video compression

HDX 3D Pro

Server-rendered rich graphics and video

Improved Flash Redirection

Streamlined installer

Profile management

Configuration logging

Desktop Director with EdgeSight features

Delegated administration

Personal vDisk

Machine Creation Services (MCS) support for Microsoft Key Management System
(KMS) activation

Multitouch support

e Remote PC access

e Universal Print Server






Conventions

In this book, you will find a number of styles of text that distinguish between different
kinds of information. Here are some examples of these styles and an explanation of their
meaning.

Code words in text, database table names, folder names, filenames, file extensions,
pathnames, dummy URLS, user input, and Twitter handles are shown as follows. —Fhis
was accomplished by placing the application in afolder called vbi onl y and hiding this
folder.ll

A block of codeis set asfollows:

select Userl D, StartDate, MachinelD from [MonitorData].[ Session]
where userID = 2
order by StartDate DESC

Any command-line input or output is written as follows:

# cp /usr/src/asterisk-addons/configs/cdr_mysqgl . conf.sanpl e
[ etc/asterisk/cdr_nysql.conf

New terms and important words are shown in bold. Words that you see on the screen, in
menus or dialog boxes for example, appear in the text like this: —€lick on Retrieve
Attributesto verify.l

Note
Warnings or important notes appear in abox like this.

Tip
Tips and tricks appear like this.






Reader feedback

Feedback from our readers is always welcome. Let us know what you think about this
book what you liked or may have disliked. Reader feedback is important for us to
develop titles that you really get the most out of.

To send us general feedback, simply send an e-mail to <f eedback @ackt pub. con», and
mention the book title via the subject of your message.

If there isatopic that you have expertise in and you are interested in either writing or
contributing to a book, see our author guide on www.packtpub.com/authors.







Customer support

Now that you are the proud owner of a Packt book, we have a number of things to help
you to get the most from your purchase.



Downloading the color images of this book

We also provide you a PDF file that has color images of the screenshots/diagrams used in

this book. The color images will help you better understand the changes in the output. You
can download thisfile from:

https://www.packtpub.com/sites/default/files/downl 0ads/9687EN _Coloredlmages.pdf.




Errata

Although we have taken every care to ensure the accuracy of our content, mistakes do
happen. If you find a mistake in one of our bookg maybe a mistake in the text or the
codd we would be grateful if you would report this to us. By doing so, you can save
other readers from frustration and help us improve subsequent versions of this book. If
you find any errata, please report them by visiting http://www.packtpub.com/submit-
errata, selecting your book, clicking on the erratasubmissionform link, and entering the
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Chapter 1. Planning Desktop
Virtualization

Planning for desktop virtualization requires understanding the building blocks of Virtual
Desktop Infrastructure, commonly referred to as VDI. This entails not only understanding
the technical components of VDI, but aso the business drivers and how VDI fitsinto your
overall environment. Mapping your business objectives with the proper technology should
be the ultimate goal of any VDI project.

In this chapter, you will learn about the following:

The building blocks of VDI

VDI layers

How to determine the right fit for your environment
The road map to success

Managing your project



The building blocks of VDI

Thefirst step in understanding Virtual Desktop Infrastructure (VDI) isto identify what
VDI means to your environment. VDI is an all-encompassing term for most virtual
infrastructure projects. For this book, we will use the definitions cited in the following

sections for clarity.



Hosted Virtual Desktop (HVD)

Hosted Virtual Desktop is a machine running a single-user operating system such as
Windows 7 or Windows 8, sometimes called a desktop OS, which is hosted on avirtual
platform within the data center. Users remotely access a desktop that may or may not be
dedicated but runs with isolated resources. Thisistypically a Citrix XenDesktop virtual
desktop, as shown in the following figure:
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Hosted Virtual Desktop model; each user has dedicated resources

Hosted Shared Desktop (HSD)

Hosted Shared Desktop is a machine running a multiuser operating system such as
Windows 2008 Server or Windows 2012 Server, sometimes called a server OS, possibly
hosted on a virtual platform within the data center. Users remotely access a desktop that



may be using shared resources among multiple users. Thiswill historically be a Citrix
XenApp published desktop, as demonstrated in the following figure:
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Hosted Shared Desktop model; each user shares the desktop server resources

Session-based Computing (SBC)

With Session-based Computing, users remotely access applications or other resources on a
server running in the data center. These are typically client/server applications. This server
may or may not be virtualized. Thisisamultiuser environment, but the users do not

access the underlying operating system directly. Thiswill typically be a Citrix XenApp
hosted application, as shown in the following figure:
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Session-based Computing model; each user accesses applications remotely, but shares
resources

Application virtualization

In application virtualization, applications are centrally managed and distributed, but they
are locally executed. This may be in conjunction with, or separate from, the other options
mentioned previously. Application virtualization typically involves application isolation,
allowing the applications to operate independently of any other software. Thiswill be an
example of Citrix XenApp offline applications as well as Citrix profiled applications,
Microsoft App-V application packages, and VMware ThinApp solutions. Have alook at
the following figure:
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Application virtualization model; the application packages execute locally

The preceding list is not adefinitive list of options, but it servesto highlight the most
commonly used elements of VDI. Other options include client-side hypervisors for local
execution of avirtual desktop, hosted physical desktops, and cloud-based applications.
Depending on the environment, all of these components can be relevant.






Understanding VDI layers

Before engaging in avirtual desktop solution, the key question is, hat do you need?ll
Asavirtualization architect, | have been involved in countless design and implementation
projects. These range from simple proof-of-concept projects for 200 users to migrations
for global implementations of 30,000 users. | have seen too many projects fail ssmply
because the right questions were never asked.

One of thefirst items to determine is which flavor or flavors of VDI to use. Will
traditional session-based computing (for example, hosted applications only) suffice or do
you need to provide afull desktop? Will users need dedicated resources or can they share
resources? Which applications will be available within the VDI space; al or just the most
critical? How tightly controlled or locked down will you want this new environment to
be? As you can imagine, thereis no right and simple answer. In most environments, the
answer is amixed-bag solution.

When considering VDI, there are many factors to choose from, al of which will impact
the design decisions. These factors include application compatibility (first and foremost),
performance, manageability, scalability, storage, upfront capital costs, and long-term
operating costs. Additional factors are reliability, ease of use, mobility, flexibility,
recoverability, fault tolerance, and security. In the end, atechnology solution should be
there to support the business; the business should not be there to support the chosen
technology. Thismeansthat IT departments cannot work in avacuum. The driving forces
must be what is good for the business and what empowers the application users.

Note

Any technology solution should be there to support the business; the business should not
be there to support the chosen technology.

Your choice of VDI solution should be based on your business needs. To fully understand
your needs and how they relate to VDI, your entire computing environment must be
analyzed. The factors to understand when preparing for a virtual desktop solution include
user data, personalization, application management, image management, and device
management. These are business drivers that illustrate how users work in the current
environment, and they must be understood for successful adaptation in any new
environment.



Analyzing your user data

User dataincludes personal documents, application data, and shared corporate data, all of
which must be identified and managed. Home drive assignment, folder redirection, profile
management, exclusions, and file synchronization are all viable methods to manage user
datain a VDI environment. In order to gain the full benefits of mobility and flexibility
within VDI, user data should be managed as its own layer to keep it separate from the
operating system, as shown in the following figure:
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Planning your personalization layer

User personalization settings are commonly known as profiles. Profilestypically include
mission-critical elements such as core application settings and non-critical items such as
favorites, backgrounds, and pictures. Although the non-critical elements may seem
mundane, they are often necessary to ensure end-user satisfaction and acceptance. Profile
management (or lack thereof) can greatly impede performance metrics measured around
logon and logoff times when profiles are loaded or unloaded. Profile management is also
essential to enable smooth roaming capabilities. Organizations will differ on how much
personalization is alowed (none to virtually everything); it isimportant to identify what to
allow and then optimize its management. We- cover thisin more detail in Chapter 2,
Defining Your Desktop Virtualization Environment.

Note

User data and personalization impact the end users—perception of the environment. A
negative perception by users can cause virtual desktop environmentsto fail through lack
of acceptance.



Under standing your applications

Application management involves understanding not only which applications are installed,
but also what and how they are used. Usage includes data requirements, compute resource
consumption, companion applications, network bandwidth utilization, and access patterns
(for example, are there midmorning or afternoon spikes, is the application only used at
certain times such as during month-end batch processing, do users run the application
consistently all day long, and so on). All of these considerations are used to build an
application profile. Properly gauging application profilesisimportant to scale your
environment with the proper amount of resources. Underpowered systems will become
sluggish and hamper implementation, while overpowered solutions might unnecessarily
consume resources, driving up the project costs.

Application delivery identifies how applications are delivered to the end user. This may
primarily be dependent on application compatibility and interoperability. Some
applications may need to be locally installed as part of the base image, others may be
streamed as part of virtualization, and some may be hosted on application servers. Other
determining factors include maintenance schedul es such as update and patch frequency.
Determining how and where applications are delivered may impact the overall solution.
Thiswill be covered in more detail in Chapter 5, Designing Your Application Delivery
Layer.



Planning for operating system delivery

|mage management is used to control the delivery and changes to base operating system
images. Thisincludes theinitial base image design (operating system, core applications,
and common utilities), patch management, antivirus configurations, application delivery,
and version controls. Factors to consider are provisioning methods and finding a balance
between common and unique elements. Chapter 6, Designing Your Mirtual Image
Delivery, deals with image management in more detail.



Anticipating device management

Device management is often an afterthought in many virtualization projects, but it should
be considered upfront. It is not enough to consider whether you will use mobile devices;
you should also identify which mobile platforms you will support. Other considerations
are thin clients, laptops, repurposed desktops, kiosks, multimedia stations, and so on.
Along with the device type, peripherals must be understood. Is there any specialty
equipment or add-ons that are required for your environment, such as scanners, badge
readers, or custom printers? Determine which types of endpoint devices might impact
functional requirements.

Note

Understanding application workloads and user requirements is the biggest piece of the
VDI puzzle. Choosing the right VDI technology is reliant upon completely understanding
your environment and business objectives.

Defining your business use cases helps map users, devices, and requirements into a usable
format. Business cases will vary in scope and detail; each case has its own usage and
delivery requirements that might be unique. VDI does not include a one-size-fits-all
solution; it should be designed with as much flexibility as possible. We will examine use
cases more in Chapter 2, Defining Your Desktop Mirtualization Environment.



| nfrastructure planning

The entire virtual desktop solution will still need physical infrastructure to support
operations. Thisinfrastructure will need to be designed for cost, scalability, and reliability.
Thisincludes analyzing your current capabilities to determine whether you can grow your
current infrastructure or if you need to create a brand new design. Some organizations will
choose new environments as part of a capital project budget. This aidsin design and
deployment since it becomes a parallel effort to existing operations. Chapter 3, Designing
Your Infrastructure, will explore infrastructure design in detail. Have alook at the
following figure:
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Determining theright fit

With so many layers and so many options from Citrix (as well as other vendors), the
challenge becomes determining the right fit for your environment. There is no easy answer
to this conundrum since each organization is different, with diverse goals and objectives.

The following are multiple real-world examples from consulting engagements. These may
help you decide which types of VDI are theright fit for you:

XenApp for scalability: A Fortune 500 insurance company was designing a new
Bring Your Own Device (BYOD) initiative. This organization had well-defined use
cases and a strong team providing central management. Hence, they decided
everything can run on a hosted, shared desktop model on physical servers. This
allowed them the greatest possible user density by leveraging shared resources
among all users, thus reducing the total cost of ownership.

XenApp asa proven technology: A global food-services organization was
considering a secure computing environment for offshore contractors. When looking
at VDI options, they felt many vendors and products were capable of delivering the
necessary applications and performance. This company ultimately decided to focus
on server-hosted applications to provide utmost flexibility with the lowest overhead.
They went with XenApp because this was a proven technology and the market |eader,
with strong support both internally and externally.

XenDesktop for application compatibility: A leading personal credit lending
organization was migrating to a centralized data center model with the added goal of
using lightweight thin clients for data entry. Thisinitiative was started in order to
better manage secure access to their data and provide workforce flexibility for their
call centers. A mgor concern was that their primary line of business application was
only supported on Windows desktop operating systems. In order to meet all
requirements, a XenDesktop solution was deemed necessary. Since all their users
used the same applications, with no variance, they were able to achieve a company-
wide solution with limited design constraints.

XenApp for application hosting: A healthcare software development firm needed a
mature product to deliver their custom application suite to subscribers in the home-
health field. The platform required secure remote access to the patients—data
applications within a centralized database. Their business model required a scalable
and mature product set using session-based computing for the hosted application,
with high levels of fault tolerance.

XenDesktop for peripheral support: A medical school was aready using thin
clientsto deliver hosted XenApp applications from within their data center. Through
agreen initiative, they needed to deploy digital radiology and eliminate X-rays
developed on film. This would speed the X-ray viewing process, and it would also
reduce the cost and chemicals associated with film development. The new equipment
required enhanced USB support and 32-bit graphics to achieve the proper resolution.
XenApp as a desktop replacement: A regional university needed to have a highly
scalable and secure desktop replacement for all classrooms and student labs. They



needed a solution to replace managing high-risk workstations containing local
applications. The solution was a two-tiered XenApp environment: one collection of
session hosts provided a published desktop with primary applications locally installed
and the second collection of session hosts provided specialty applications on demand.
XenDesktop for resourceisolation: A maor landscape management company was
facing resource issues with their primary route planning and mapping software. They
were leveraging XenApp for all applications in a hosted shared environment. When
the route planners used the geographical information software to plan the drivers—
routes, the intense cal culation consumed the bulk of the server-s shared CPU and
memory resources. This degraded the performance for other users. Moving the
geographical and routing software packages into a desktop image, the customer was
able to dedicate and isolate resources, so other users were not affected by the
processes.

XenDesktop for enhanced graphics: A global manufacturing client needed to
provide detailed 3D graphics for its computer-aided design systems supporting
engineers working remotely. Instead of investing in expensive laptops, the client
chose blade PCs for XenDesktop with advanced graphics cards. This allowed the
facility to centrally control the images and data, while still meeting the performance
and graphical requirements of the design engineers.

XenApp for consolidation: A national food services company was in the process of
acquiring additional companies and consolidating disperse operations. As part of this
Initiative, they needed to move over 100 different lines of business applications
spread across five different data centers. To accomplish this, anew XenApp
environment was designed and deployed based on a new consolidated server image.

—Fhereis no right or wrong answer when deciding between a XenDesktop or XenApp
solution as either one works in most use-case scenarios. In evaluating the technical
criteria and value of each option, the final decision often comes down to comfort and
familiarity.ll | Dan Feller, Lead Architect, Citrix Systems






Theroad map to success

Just like there is no one solution to VDI, there is no magic bullet when it comesto a
successful deployment. However, there are some tried and true elements, demonstrated in
the following figure, which will help you succeed:

Basic project methodology

The basic methodology of any IT project should follow something like this:

Assess. Assess your environment to determine what you currently have and what you
need. Thisis one of the most critical elements since it includes your business case
development and established criteriafor success.

Discover: Discover your existing infrastructure. Thisis ultimately an extension of the
assessment phase, but it is focused more on technical capabilities.

Design: Design a new environment or enhance an existing environment. This design
should be a comprehensive architectural plan and should take numerous iterations to
finalize. This design plan can be used as a build guide and should be revised as
changes are implemented. All design plans should include items such as system
architecture, scalability, risk identification, and disaster recovery planning.

Build: Build the environment. Most environments start with a proof-of-concept build
to validate the design and technological components. The build phase may induce
changes to the overall design, so all baselines should be updated. The build process
should include iterative testing as components are brought online.

Test: Test the environment to ensure functionality. Thisincludes unit-level testing to
ensure the components operate as designed, which is generally included as part of the
build process. This also includes user acceptance testing. Thiswill be discussed in



more detail in Chapter 9, Implementing Your XenAppﬂ Solution

Deploy: Deploy the environment to end users. Start with a small pilot deployment
with alimited number of power users. Once the pilot is complete, assuming success,
a phased deployment approach for production should be planned. Thiswill ensure
full acceptance by users and limit the impact of any previously unknown issues.
Monitoring is a continuation of deployment, helping validate that the environment
reaches a steady state of operations.

Tip
A good friend of mine once said, -Jsers don+t remember WHEN you go live, they

remember HOW you go livelll It is more important, in the long term, to ensure
everything is right and functional rather than delivered on an arbitrary delivery date.






Project management in thereal world

| use adlightly different model when deploying virtual desktop solutions. The first and
foremost phase is assessment and discovery. The focus should be on high-level strategy
and business drivers during this phase. Thisisthe most critical element since all future
decisions will hinge on this analysis. Once all the requirements and expectations are
defined, determining the best solution for your environment can proceed.

Once the base analysisis complete, the project moves to a design phase. During design,
the results of analysis and business requirements are trandated into a high-level technical
architecture. Thisincludes determining the hardware, software, and all infrastructure
components. Once approved, this high-level architecture becomes the design plan.

During the build phase, all of the technology and infrastructure is put in place. This might
include building out the data center presence or simply creating the VDI components on
top of the existing infrastructure. Once a base build is complete, the environment is ready
to test and validate.

The testing phase should include base functionality testing, capacity testing, application
integration testing, and user acceptance testing. Testing results are used not only to
validate functionality and performance, but also to validate scalability and design
decisions. If testing reveals a change in the baseline, the design should be modified as
well. Testing is an iterative process that must be repeated with each change to ensure
optimal quality and project success.

In smaller environments, or when time is sensitive, the design, build, and testing phases
can be consolidated into a single effort (building and testing while designing). However,
thisisrisky and can sometimes lead to delays or overruns.

Tip
Pick any two: Good, fast, and cheap.

The pilot phase should be integrated as part of the overall project plan. This may be part of
the testing and validation phase, or it may occur once the initial testing is complete.
Successful pilot programs are phased in to increase server loads and user counts, and they
should encompass multiple use case scenarios. A pilot should mimic production just on a
smaller scale. Pilot testing results may lead to baseline or design changes, and subsequent
testing cycles may be necessary. However, note that an extensive pilot program is critical
to organizational acceptance and project success. You are better off identifying critical
Issues during asmall pilot phase than during a major production rollout.

The last step, of course, is production rollout. Production rollout should be established in
phases to keep support manageable as well as to monitor impact on the infrastructure and
the overall system performance. An often overlooked key component to production rollout
Is communication. This includes setting management and end user expectations properly
and user training. Open communication will also ease concerns users may have over the
state of their desktop. The time spent properly communicating, or over communicating, is



quickly recouped through reduced help desk calls.

The following diagram represents the iterative process of IT project management. Notice
the weight on analysis aswell as the iterative processes, check points, and the phased
rollout:
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Managing your project

Communication is critical not just for customer satisfaction, but also to manage the project
as awhole, including identifying any changesin scope, timelines, and budget. There are
six key factors to ensure your project is successful, which are:

e Managing the scope (what is being done)

Managing the schedule (timelines)

Managing the budget (avoiding cost overruns)

Ensuring quality (everything works as planned)

Managing risk factors (avoiding the big pitfalls)

Ensuring customer satisfaction (did you meet the project goals)

The following figure represents the six components for successful project management:
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Customer
Satisfaction

Project management components

Customer satisfaction is critical. Thisis often overlooked in the IT world as our customers
are commonly our coworkers. | was involved in one project that was on time, on budget,
and worked. However, the project was afailure because the end users were never properly
assessed and what was delivered was not what was needed or wanted.

According to a 2012 survey by McKinsey & Company of large I T projects:
e 45 percent go over budget



e 7 percent go over time
e 56 percent deliver lessvalue
e 17 percent fail so miserably that they threaten the company-s existence

Note

My good friend from the Marines likes to remind me of their saying, —Slow isfast.l
This means that slow is smooth, smooth is fast, therefore slow isfast. In other words,
you car+ rush quality.






Summary

In this chapter, we explored the building blocks of avirtual desktop infrastructure. We
looked at different models to deliver virtual desktops, including hosted virtual desktops,
hosted shared desktops, session-based computing, and application virtualization. We also
discussed the various layers of desktop virtualization and we looked at scenarios to help
determine the right fit for your environment. You may find that you will need a mix of
models and solutions, which is not uncommon.

In addition to looking at the various virtual desktop components, we also discussed
building a road map to success. It is not good enough to have a proper design; you must be
able to deliver the design successfully. To do so requires some project planning and
project management skills, the most notable of which is communication.

In the next chapter, we will look at further defining our virtual desktop environment,
including understanding our users and applications in order to build our use cases. We will
also look at assessing our current environment and fine tuning our strategy for our new
environment.






Chapter 2. Defining Your Desktop
Virtualization Environment

In the previous chapter, we explored the building blocks of avirtual desktop
infrastructure. We looked at different VDI components and models, including desktop-
and server-based solutions. We also discussed the various layers of a VDI model.

Now that we understand the basic layers, we can begin defining our business requirements
and driving factors for our solution. This strategy is acritical factor to successful
deployment. Although thisis a non-technical element, it will drive our technical
discussions and decisions,

In this chapter, you will:

Understand your end users
Understand your applications
Define your use cases

Plan your strategy



Understanding your end users

Understanding the end users of atarget environment is the first major step in a successful
virtual desktop design. Who are the users? What do they use? How do they useit? A
successful desktop solution must meet the needs of the users and be useful. It does no
good to design a solution that goes unused or does not fit the needs of the target audience.

When understanding users, it is best to start with basic classifications. In most
organizations, thisis done by worker-type or department members. In the graph presented
in the following diagram, you can see that our fictional organization has six different
classifications of users. Customer Support, Case Managers, Finance, Legal, IT, and
HR. Using asimple pie chart to represent our user populations helps us see that Customer
Support and Case M anager s make up the vast majority of our user population. When
designing our environment, they will be the most likely candidates to target for analysis
and design. Remember, however, it is possible that not every user or use case will be a
candidate for VDI.

M Customer Support
B Case Managers

M Finance

M Legal

mIT

® HR

A breakdown of the user population by department

Users can also be classified by location (Texas, California, and so on) or by access types
(local, remote, domestic, international, work at home, and so on). Some organizations
classify users by permission levels such as standard user, power user, and developer. Other
organizations might classify users asinternal and external or full-time and part-time, or
they might have no set classifications at all. Regardless of exactly how users are defined,
creating the logical groupsisthefirst step.

Along with defining users, it isimportant to understand how many users will be
supported. This should include the total number of users, calculated by taking into
consideration both total users and concurrency (how many users are online at any given
time.) Thiswill impact licensing, scalability, and performance of the final design. We will
discuss scalability in detail in Chapter 3, Designing Your Infrastructure.

The next step isto define the user requirements for each classification of user. These
requirements should include the elements listed. These elements might vary from
organization to organization, so, what one company defines as supporting, another may



call primary. The critical takeaway is to provide some form of structure for classifications
that makes sense for your environment. The classification elements are:

Primary applications. These include line-of-business applications, productivity
software, specialty software, and custom applications

Supporting applications: These are common or standard applications across the
organization, typically including core productivity suites (such as Microsoft Office),
PDF readers, communication software, and so on

Device types. These include desktop, thin client, laptop, tablet, and so on

Required peripherals. These include printers, badge readers, signature pads, and so
on

Access patterns. These include hours of operations, locality, remote connectivity,
and soon

User issues. These are concerns or pain points to be addressed, which might also
include special requirements around business processes, workflows, data access, and
soon

As part of the gathering of the user requirements, it is helpful to document user
workflows. Workflows help illustrate the usage process and ensure all stakeholdersin a
solution design are in agreement. Understanding the user workflows will drive the
environmental design elements to ensure all requirements can be met. The following are
some sample workflows and user requirements based on real-world examples across
different industries.



Usecase| clinical physicians

Doctors require access to a hospital-s medical record systems while roaming between
patient rooms. Doctors use their RFID badges for quick connect login and require smooth
roaming, so their applications remain open and essentially follow them.

Decision element ||Decision point

Primary applications |[Hospital electronic medical records system and patient monitoring software

Support! g \Web browser, e-mail, and Word processor
applications
Devices ||Thin clients on mobile carts and patient room computers
Peripherals ||Smartcard badge reader and unit printer
A CCess patterns ||12—hour shifts, 24/7 access required
. Requires tap-and-go badge access for login and smooth roaming; requires extended time-out
User issuies periods

e Physician accesses a computer in the patient-s room
User workflow e Physician taps an RFID badge on areader for rapid touchless login
e Medical record application should sign in automatically

The physician-s workflow detailed in the preceding table isillustrated in the following
figure:

Clinical physician-s user workflow



Use case| dataentry clerks

Data entry clerks are required to process datainto aterminal emulator program as well as
transpose data into spreadsheets and e-mails when necessary. Management requests a full
Windows experience to minimize training costs:

Decision element ||Decision point

Primary applications ||Emulator screen for data processing

Support! g \Web browser, e-mail, Word processor, and spreadsheet applications

applications

Devices ||Thin clientsin pod work centers

Peripherals ||Central departmental printers and multiple monitors

Access patterns 3 shifts per day, 8 hours per shift, Monday to Friday only; the shiftsstart at 8 A.M., 4 PM., and
12AM.

User issues ||Requires afull Windows desktop look and feel and support for multiple monitors

e Clerkssignin on thefirst available workstation
User workflow e Full Windows desktop experienceis launched
o Clerks perform data entry through emulator applications

The data entry clerk-s workflow detailed in the preceding table isillustrated in the
following figure:

Data entry clerk-s user workflow



Usecase| officeworkers

The branch office workers for afinancial services company need to access their
applications across the corporate wide area network. These users might be uploading
documents provided by customers as part of the financial application:

Decision element ||Decision point

Primary applications [|[Microsoft Office, e-mail, and financial service applications

Support! ng Internet Explorer, Google Chrome, and Cisco Unity
applications
Devices ||Assi gned laptop and desktop workstations across multiple field offices
Peripherals Local printers, some scanners, and USB drives
A Ccess patterns ||Typica| business hours are between 8 A.M. and 6 PM. from Monday to Friday
. All applications and data are hosted in a secured data center; seamless application appearance
User issues required

e Userssignin to the StoreFront website
e Users can launch any application from the receiver

User workflow ‘

The office worker-s workflow detailed in the preceding table isillustrated in the following
figure:

Office user-s workflow



Use case| hospital administration clerks

In this sample use case, hospital administration clerks are responsible for processing
incoming patients. Thisincludes entering data into the electronic medical records systems,
scanning insurance cards, capturing patient-s images, and printing patient ID labels:

Decision

dlement Decision point

Primary

applications Hospital electronic medical records systems

Supporting

. \Web browser and Word processor
applications

Devices ||Admission computers (full PC)

Peripherals ||Digital camera, printer, and scanner

Access Primary admissions are from Monday to Friday from 6 A.M. to 9 PM. in two shifts
patterns Emergency departments operate from 9 PM. to 6 A.M. every day, including Saturdays and Sundays

Requires access to scan patient information (photo identification and insurance information), print to

User issues admissions printers (including barcode labels), and use adigital camerato create avisitor badge

e Admission clerkssigninto local desktop with devices attached
User e Launch virtual desktops

e L aunch medical records systems
workflow .

Scan and input data into medical records systems; generate and print reports from medical records
systems

The hospital administrator-s workflow detailed in the preceding table isillustrated in the

following figure:

Hospital admissions—user workflow



Use case| call center customer service
representatives

In this sample use case, call center customer service representatives are responsible for
handling inbound customer calls in the company support hotline. As part of customer
services, the representatives need to record al customer information as well aslook up
product data and knowledge base articles. As an added service, video chat is enabled for a
more personal touch:

Decision

dement Decision point

Primary

applications Data entry emulator, telephony software, and customer relationship management software

Supporting

. \Web browser, video chat, and e-mail
applications

Devices ||Ca|| center PC

Peripherals ||Audio headset, video camera, and voice-over-IP phone

Access Three shifts per day, 8 hours per shift, Monday to Friday; shiftsstartat 7 A.M., 3PM., and 11 PM.; one
patterns shift per day, 10 hours per shift on Saturdays and Sundays; the shift startsat 7 A.M.

Requires Windows 7 OS (due to software compatihility); requires telephony integration with voice-over-

User issues I P phone system; requires webcam for optional customer video chat

e Call center service representative signsinto their call center PC with webcam and phone attached;
User users must enter ID into phone system to complete the login process
workflow e User connects to hosted Windows 7 desktop with locally installed software

e Inbound calls are mapped to customer accounts and displayed on the screen

The call center customer service representative-s workflow detailed in the preceding table
Isillustrated in the following figure:

Call center user-s workflow



Use case| business executives

The senior management team wants to empower all corporate executives with the ability
to maintain secure e-mail communication and access to productivity reports regardless of
location. These executives primarily work from their desks, but they might use their
tablets from various conference rooms while on-premise. Remote access for tablet usage is
also necessary for traveling executives:

Decision element ||Decision point

Primary applications  [|[E-mail and productivity reporting

\Web browser, Microsoft Lync, and Microsoft Office Suite

Supporting applicati onsI

Devices ||Assi gned laptop and desktop workstations and Apple iPads
Peripherals None defined at thistime

Access patterns ||Atypical access patterns that must be available all the time
User issues ||Required support for wireless tablet devices

e Executive signsinto Citrix Receiver on atablet device

User workflow e Executive can launch any published application from a receiver

The business executive-s workflow detailed in the preceding table isillustrated in the
following figure:

Business executive user-s wor kfl ow



Trandating the user wor kflow

The preceding sample use cases are used to simplify what the users need in order to
perform their jobs. They are not intended to be fully comprehensive. For example, an
office user may use more applications than Microsoft Office, e-mail, aweb browser, and
an instant messaging chat utility. However, the vast majority of their daily activities will
focus on the activities mentioned previously. We will discuss the outliers | ater, but for
now, understand that the focus of use case definition is to define what the majority of use
cases will need.

It is also important to understand that a use case workflow is asimplified version of what
happens behind the scenes. In the previous diagrams, we focused on what the user sees. In
the Clinical physician user workflow figure shown previously, we see the three steps a
clinical physician takes to access their patient system. The following table shows the full
workflow of what is happening behind the scenes in order to meet the user workflow
requirements.

This detailed technical workflow is based on the assumption that the medical records
application is hosted on a XenApp environment to provide centralized version control and
security. Since the application suite is hosted, users can access the application from any
location and receive the same basic functionality. This alows the doctors to move from
room to room and still maintain their application access:

Workflowlfa ivities

steps

1 ||Physi cian approaches in-room computer (or mobile cart).

2 ||Physi cian taps the RFID badge to the reader for rapid touchless login.

3 Badge reader system validates the physicians credentials and triggers a sign on into Windows running on
the workstation.

Windows passes credentia s to the Citrix Receiver running on the workstation using the Single sign-on

4 functionality.

5 ||Citrix Receiver passes the user credentials through Citrix StoreFront.
Citrix StoreFront uses XML to check with Citrix XenApp Controllers to determine which session host can
support this physician-s session or whether an existing session aready exists.

7 If no session exists, a new instance of the medical records application is opened; if a session exists for this
user, this session is reconnected.

8 The electronic medical records application is presented to the physician for use; with single sign-on, the
physician-s user 1D and password are passed for automatic sign in.

The entire step-by-step workflow detailed in the preceding table isillustrated in the
following diagram. While the users only see three unique steps, the actual process takes
eight technical steps.



Application Server

Clinical physicians expanded wor kflow







Under standing applications

Understanding your applicationsis the next step in avirtual desktop design. Which
applications are installed? Which applications are actually in use? Which applications are
critical to core business operations? Which applications require backend data?
Virtualization design is all about the applications. If a user cannot use the applications they
need, they will not be able to do their job successfully.

Thefirst step isto create a comprehensive list of applications currently in use. Thiswill
create the basis to determine which applications should be included in the virtual desktop
solution. Once the application list is compiled, you will need to verify application
compatibility and interoperability. There might be certain applications that require other
supporting applications, specific resources, or are only licensed for certain operating
systems. Understanding these constraints will come into play when developing your final
use cases.

There are multiple ways to collect this data, as highlighted in the following table:

Collection method ||Pros Cons

Inout directly f Prone to errors and omissions
nput directly from users . _
User survey Might not be comprehensive

Might not be detailed enough

L ow-cost solution

Input directly from users Time-consuming process to generate

User workflow detailed workflows

Should identify the most commonly used

analysis i : .

applications and processes Might be incomplete
_ _ Liaison for each business unit identifies what this
Business unit owner [{ ;nit uses or needs Proneto error
listin ' '
g L ow-cost solution Might not be detailed enough

Empirical data Can be expensive

Automated A . . . . L

collection Full details, including different versions of the same ||Can be overly detailed, requiring in depth
software analysis

o Review of existing offerings _

Existing catalog ) Will not see out-of-band software

Low-cost solution

Asyou can see, no single method is perfect for identifying applications. Using multiple
methods, such as a user server and an automated collection to create alist of software
packages, is preferred. Business unit owners should be engaged to help identify the key
packages from the listings. As with use case definitions, thisis ssimply a starting point.
Building alist of applications and requirements feeds into image creations, but once the
user testing phase begins, changes might be required.



Making a questionnaire for an application

Application questionnaires help define the application specifics. These specifics help
administrators define technical requirements, including interoperability and compatibility.
For example, one application suite might require Java 6 Update 16 while another package
requires Java 7 Update 13.

Along with knowing which applications are required, afinal application list should
include relevant details such as:

e Application version (if there are multiple versions, can they be streamlined to asingle

version?)

Supporting requirements (for example, Java, Word, and so on)

Operating system compatibility (32-bit or 64-bit capable)

Resource overhead (isit processor, memory, or disk intensive?)

Special licensing requirements (limited number of concurrent or named users, host-

based licensing)

o |nteroperability requirements (must it be isolated from or co-exist with certain
packages?)

The following table represents a sample application qualification questionnaire and
Illustrates the pertinent information that should be collected. Thisistypically given to an
application or business unit owner. All applications should be tested in an isolated test
environment before being placed in a production environment.

Base application information

Application name.

Application vendor.

Application version.

I nstall ation media source location.

Which users or locations will need access to this application?

Estimated number of concurrent users.

Who is the application owner, subject matter expert, or primary contact?

Who is responsible for testing the application functionality?

When does the application need to be ready for production?

Criticality factor (rank 1-5, 1 = optional, and 5 = mission critical).

Application functionality

Are there any backend data requirements, such asfile share, database, and so on? If there are, please list them.




Arethere any specific hardware or software prerequisites? If there are, please list them.

Isthere any special licensing required for this application?

Arethere any additional custom configurations required?

Arethere any other specia considerations, such as 3D graphics, intense processor utilization, or heavy resource

consumption?

Compatibility infor mation

I's the application supported on Windows Server 2008 R2?

Yes

Yes with
issues
No

Unknown

I's the application supported on Windows Server 20127

Yes

Yes with
issues
No

Unknown

I's the application supported on Windows 77?

issues
No
Unknown

I's the application supported on Windows 8?

Yes

Yes with
issues

No
Unknown

I's the application supported on Citrix XenApp or Microsoft Termina Server / Remote Desktop

Services?

Yes

Yes with
issues

No
Unknown

Yes
Yeswith

Additional commentsor requirements




Automated application data collection

Application auditing tools provide a great resource to collect empirical data on which
applications are installed and are actually in use. Thisis useful for environments starting
from scratch, which may not know what they have or what they need. These tools are also
helpful to review an environment and see what is actually used by the users to determine
whether changes are necessary.

There are numerous products on the market to assist you with application data collection.
Some organizations may aready have productsin use that can assist with this; others may
require third-party tools. | have listed several tools here that | used in the past with great
success. Any of these tools can assist you in your application discovery and analysis
process.

e Stratusphere by Liquidware Labs

e Network Inventory by Lansweeper

e Baseline Desktop Analyzer by RES Software
o AppDNA by Citrix

e SysTrack by Lakeside Software

For full disclosure as a professional consultant, | maintain active partnerships with Citrix,
Liquidware Labs, Lakeside Software, and RES Software. However, | do not resell the
products.

Using Stratusphere FIT

Stratusphere by Liquidware L abs is one of the market leaders in application
performance data collection. This product is used for desktop transformations, enabling IT
department-s insight into desktop activity with the intent of migrating workloads from
physical to virtual. Typically, the agent is deployed and it runs for a minimum of 30 days,
although that can be shortened if necessary. The agent runs on the desktop and monitors
items such as which applications are run, when they are executed, how long they are used
for, the resource consumption, and all versions. Thisinformation is collected by a server
and can be generated into reports. A sample summary report is show in the following
diagram, including which applications are actually used:
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Windows Command Procsssor (v.1.7501) ] a 1 00000031  00:00.00.000s 1230159 848 KB 0 ame 2MB  Low
FilaZila FTP Chiont (13, 5. 3, 0) 8 3 1 00.0000.17s|  00:00:00.7s 93975 15 MB 378 MB BMB  Low
persistence Module (v8.15.10) 8 5 4 00:00001725  0O-0000.1s 5012346 2MB 0 2MB 959KB  Low
Skype™ 5.10 (v5.10.115) 8 4 5  00:000020s  D000:29.457s 89 96 MB 3.0 2711 MB 138 ME  Med

Sample Stratusphere report from Liquidware Labs

According to the Liquidware Labs website, Stratusphere offers the following benefits:

Assesses and baselines users, applications, and infrastructure resources

M easures endpoint-to-datacenter network latency

Rates user and application fitness levels as good/fair/poor

Supports capacity planning for CPU, memory, and |OPS per application
Enables design of optimum shared-image strategy

Allows the creation of remediation plans before migrating desktops to virtual
platforms

More information is available at
http://www.liquidwarel abs.com/products/stratuspherefit.asp.

Utilizing Network Inventory

L answeeper-s Networ k | nventory product is an agentless utility that runs on a central
server on your network. An additional client scanning agent is optional and is
recommended for comprehensive data collection. The collected datais written to a
database and accessed from a web reporting frontend. Lansweeper can collect the
applications that are installed and the ones that are in use across the desktop environment,



including generating exclusion or exception reports. The following is a sample of software
reports:
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Sample software report from Lansweeper

According to Lansweeper-s website, Network Inventory offers the following benefits:

e Software inventory
¢ Network inventory

¢ License compliance
e Compliance reporting
e Event log integration

More information is available at http://www.lansweeper.com/software-inventory-and-
software-audit.aspx.

Using Baseline Desktop Analyzer

RES Softwares Baseline Desktop Analyzer product provides insight into user context
and desktop usage of your existing environment, whether physical or virtual. Thisisan
agentless deploy that is hosted in the Microsoft Azure Cloud, requiring no infrastructure.
Baseline Desktop Analyzer collects data on hardware, applications, users, printer




topology, and network topology. The following report demonstrates the percentage of
different users and the number of devices per domain:

User Types and Devices per Domain

Roaming vs Non Roaming Users

0% 20% 40% 60% 80% 100%
I Roaming Users 17.5% 77 Non Roaming Users 82.5%
Laptop vs Non Laptop Users

0% 20% 40% 60% 80% 100%
BN Laptop Users 52.5% [ Non Laptop Users 47.5%

Remote vs Local Users

0% 20% 40% 60% 80% 100%
[ Remote Users 50% I Local Users 50%

Dedicated vs Shared Devices

0% 20% 40% 60% 80% 100%
I Dedicated Devices 91.7% W Shared Devices 8.3%

Sample user and device report from RES Baseline Desktop Analyzer

According to RESs website, Baseline Desktop Analyzer provides a quick insight into the
user environment using a no-cost software solution and providing quick and easy analysis.
This empowers desktop transformation initiatives focused on:

Application virtualization (App-V)
Windows 7 migrations

Citrix XenApp rollouts

Desktop virtualization projects

More information is available at https.//www.resbaselinedesktopanal yzer.com.
Leveraging AppDNA

The Citrix AppDNA software enables discovering, automating, validating, and managing




applications for faster application migration and virtualization. AppDNA isincluded as
part of the Citrix XenApp 7.5 Platinum License. AppDNA analyzes software installation
packages to detect compatibility and interoperability. This includes automated application
testing and modeling against target operating environments. The results are presented in a
dashboard using ared stoplight format for incompatibility or major issues, yellow to
proceed with caution, and green for no issues found, as shown in the following screenshot:
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Sample application summary report from AppDNA

According to Citrix-s website, AppDNA provides some of the following key features:

Discover application issues with sophisticated testing

Model application outcomes to determine the best plan of action

Automate application remediation and packaging processes

Manage ongoing application evolution after launch of the migration or virtualization
project

More information is available at http://www.citrix.com/products/appdna/overview.html.

| mplementing L akeside Software SysTrack

SysTrack by L akeside Softwar e is another market leader in desktop system and
application performance data collection. SysTrack can be used with physical desktops,
virtual desktops, and virtual servers, including Citrix XenApp servers. SysTrack can be
used to assess current systems prior to virtualization, or it can be used to audit virtual
systems to ensure baseline compliance. SysTrack can also be used for chargeback models



based on resource utilization.

SysTrack leverages a centralized collection server (based on Windows) and a SQL
database. The collection agent is deployed and runs for atypical duration of 30 days,
although this can be shortened if necessary. The agent monitors items such as which
applications are used, when they are executed, how long they are used for, the resource
consumption, and all versions. Thisinformation is collected by a server and can be
generated into reports. A sample summary report is shown in the following screenshot:
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winlogon.exe 32-bit Windows App 45 1] 8 2012-12-26 2013-07-29 Yes 145.776 o.074 J
spoolsv.exe 32-bit Windows App 45 L] 8 2012-12-26 2013-07-29  Yes 86,309 0.07
5M3ss.eXe 32-bit Windows App 45 0 6 2012-12-26 2013-07-29 Yies 94.751 o
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Sample application summary report from Lakeside Softwares SysTrack

According to the Lakeside Software website, SysTrack offers the following benefits:

Ease of us§ each client can be deployed remotely in 1 to 3 minutes
One module for all components (workstations and servers)

Global system-view capability based on roles and responsibilities
Out of the box and easy-to-understand interfaces and reports
Role-based security controls data access

Detailed performance counter tracking from the |CA stack
Customizable reporting and alarming

Application concurrency tracking

User session tracking

More information is available at http://www.lakesi desoftware.com/products.aspx.

The following diagram shows the plan of a SysTrack FastTrack project:
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Optimal FlexCast deployment method
Optimal # of servers for each
_ deployment method
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ff%

Optimal user assignment to data center

(for virtual deployment methods)

SysTrack FastTrack project plan

SysTrack is aso available in conjunction with Citrix as part of Citrix-s Project
Accelerator. The FastTrack planning tool is based on SysTrack and is part of Citrix-s
Virtual Desktop Assessment Tool. For more information, please refer to

http://www.l akesi desoftware.com/fasttrack.aspx or http://project.citrix.com.



Completing your software inventory

The tools listed in the preceding section are just a sample of the available tools on the
marketplace. Your selection of discovery methods will vary based on scale, costs, and
functional requirements. Regardless of which methods or tools you use to generate your
software inventory, it should always include the following:

Application name, vendor, and version number (for example, Microsoft Office 2013)
Service Pack or Hotfix Level (for example, Autodesk AutoCAD Civil 3D 2014
Hotfix 1)

Criticality factor (optional, mission critical, and so on)

Listing of any client/server component

Known issues, such as bugs or compatibility concerns

Application owner(s)

Application-testing methodol ogy

Once all applications and requirements are identified, you should also validate
compatibility and supportability. Which versions of Windows does the application
support? Will the vendor support this application in a XenApp environment? What is your
remediation plan for applications that might not be supported?






Understanding devices

Endpointsare al client devices that the users operate to access the virtual desktop or
applications. These include devices such as thin clients, corporate-owned computers, user-
owned computers, tablets, and smartphones. This also includes the associated operating
system. Defining what is supported, or what needs to be supported, may partially drive the
design. Understanding devices will aid in the technical architecture as well as user testing.

Environments with standardized endpoints will only require limited testing. However,
organizations with a broad array of devices will need to test against al platformsto ensure
the delivered solution is operational.



Endpoints

When defining endpoints, the following factors should be considered:

¢ Who owns the device (company, contracting agency, or end user)

Operating system of the device (Wyse ThinOS, Windows, or AppleiOS)
Security parameters (Active directory membership and time out requirements)
Connected peripherals

Number of devices of each type

Citrix receiver software in use

Single sign-on agent, if necessary

VPN client, if necessary

As you define these elements, they should be grouped into categories, as shown in the
following diagram:
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Sample device breakdown graphs by type and operating system



Peripherals

Along with the endpoints device, you must also account for any peripheral. Peripherals are
additional components that will need to be operational in your virtual environment. The
most common peripheral is client printers. The following list focuses on identifying the
most common peripherals; it is not intended to be comprehensive:

Client-attached printers
Network printers

Client hard drives

Client optical drives

Client removable drives

USB and flash memory drives
Microphones

Cameras

Scanners

Specialty mice and keyboards
Biometric scanners

Signature pads

Credit card readers

Smart card readers

Each peripheral will need to be identified, cataloged, and tested within the virtualization
environment. Some items might work immediately and others might require special
drivers or communication channels. The key is to identify the necessary peripherals and
components required by your use cases. Once these are identified, they will need to be
tested and validated within the solution.






Defining your use cases

Once you have identified and organized your users, applications, and devicesinto logical
groupings, the next step isto clearly define your use cases. Thisis an iterative process.
Some groups might be too broad and should be split into multiple different use cases,
other groups might be too tightly focused and can be combined with other use cases. You
might also find that two different groups of users have a high rate of commonality and can
be merged into a single case, as demonstrated in the following figure:

—
’

Creation of a use case

Theideaisto minimize the number of unique use cases. There should be as many use
cases as hecessary, but as few as possible. The more unique use cases that are defined, the
more iterations of testing will be required. Thiswill carry forward to image design, which
we will cover in detall in Chapter 6, Designing Your Virtual Image Delivery.

In Chapter 1, Planning Desktop Virtualization, we presented several different scenarios to
determine the right fit for your organization. L et-s take a moment and look at some of
these scenarios in the form of use cases.

Note
XenDesktop for Peripheral Support: amedical school was already using thin clientsto



deliver hosted XenApp applications from within their data center. Through a green
Initiative, they needed to deploy digital radiology and eliminate X-rays developed on film.
Thiswould speed the X-ray viewing process, and it would also reduce the cost and
chemicals associated with film development. The new equipment required enhanced USB
support and enhanced 32-bit graphics to achieve the proper resolution.

This customer had the following business requirements:

e Eliminating X-ray film development

e Speeding up the X-ray viewing process

e Supporting enhanced USB devices as part of the X-ray process
e Meeting PACS standards for radiology image viewing

The specialty radiology software in use by this customer posed additional constraints on
the organization. Although they had an existing XenApp environment for application
delivery, the radiology software was not compatible with the Windows Server
environment. This forced the design to use XenDesktop to deliver Windows 7 desktops.

This customer initially defined the following four use cases:

¢ Radiology image collection: Enhanced Windows-based computers that require
specialty USB sensors to capture X-raysin adigital format and access to the medical
records system

e Radiology image review: Thin client devices requiring enhanced 32-bit graphics for
detailed resolution of digital X-rays and high-resolution monitors for proper clarity
and access to the medical records system

e Back office administration: Windows computers requiring standard productivity
applications and medical records system, supporting USB devices such as scanners
and magnetic card readers

e Student learning labs: Thin client devices requiring enhanced 32-bit graphics for
detailed resolution of digital X-raysfor proper clarity and access to a sample medical
records system

Through the design process, the customer was able to get the environment consolidated
Into two use cases.

e A clinical use case with the driversto support the image collection and image
viewing as well as the medical records system client software. This aso included the
USB driversfor scanners and magnetic card readers, allowing office users and
radiology to use a common image.

¢ A student use case was based on the same base image as the clinical use case, but it
was configured for the sample (non-patient) data repository used in training
classrooms, thus preventing any data leakage. This also included the radiol ogy
software and magnetic card readers.

By consolidating images, you are able to reduce the management footprint of the
environment. This includes minimizing update and image maintenance requirements and
reducing storage and image streaming requirements.






Planning your strategy

We outlined what it takes to understand your users, applications, and devices. You saw
various tools and methods to capture and catalog data. The next step is to plan your
analysis and design strategy. Once you collect your data through surveys, automation, or a
mix of methods, you will need to analyze the data. You can process the raw data into
useful information by creating your defined use cases. Once you define your use cases,
you need to define your strategy further.

Which use cases will you tackle first? Do you design for everyone or for afew? Where do
you start? How long will it take? What is most important? These are all the important
guestions to ask and ultimately answer. Consider the following methods:

80-20 rule: According to the Pareto principle, 80 percent of issues are owned by 20
percent of the user population. This 20 percent are your potential problem users or
high-demand users. To gain rapid acceptance and early success, focus on the other 80
percent of the users. Then, add the remaining 20 percent later. You may find that the
remaining 20 percent requires more effort than the initial 80 percent.

Pick the low hanging fruit first: These are the goals that are easily achievable or do
not require alot of effort. Get the small things out of the way first, and show early
success. Some examples of low-hanging fruit may be use cases that are already
clearly defined, such as call center departments.

Early wins: Focus on the easy wins up front, especially the highly visible ones.
Getting early buy-in from key stakeholders will go along way for when there are
unforeseen delays later. For example, there may be key users or use cases that are
highly visible and willing to assist in early adoption.

Snowball effect: This usesthe small, early winsto roll up into larger successes.
Much like snow rolling downhill, it will pick up momentum. Once theinitial users
are on board with the project, the feedback will lead to more users getting on board.
Positive results will lead to more positive returns.

Nothing beats paper: When in doubt, draw it out on paper (or awhiteboard or
Visio). Most people are visua learners. Having a picture to illustrate helps break
down language barriers and leads to greater understanding and acceptance. Once you
have an ideafor adesign in mind, draw it out and share it with the stakeholders. This
gets everyone on the same page and can lead to further design detail. For an example
of ahigh-level diagram, refer to the end user workflows presented in this chapter or
the reference architecture presented in Chapter 3, Designing Your Infrastructure.






Summary

In this chapter, we looked at defining our use cases. This included looking at sample use
cases, then discussing how to construct our own. To create use cases, we need to
understand our user, application, and device environment. Understanding our environment
will help usin laying out the business requirements and criteria for success. We also
looked at various software tools that can help usin our assessment and definition process.
Finally, we discussed formulating a strategy to plan and execute our virtual desktop
design.

In the next chapter, we will begin designing our infrastructure. Now that we have aplan in
place, we can begin trandating it into areference architecture and high-level design of our
infrastructure components, including our virtualization layer, hardware layer, network
layer, and storage layer.






Chapter 3. Designing Your Infrastructure

In the previous chapters, we focused on the analysis that should be performed prior to any
design work. Without proper analysis of the organization and use cases, it isimpossible to
know what problems need to be addressed. Now we can delve into the actual architecture
of our virtual solutions based on Citrix XenApp.

In this chapter, you will learn abouit:

Creating areference architecture
Designing your virtual infrastructure
Designing your hardware infrastructure
Designing your network infrastructure
Designing your storage infrastructure



Creating areference architecture

Any design of a Citrix environment should include the various tiers of access asillustrated
in the following diagram. Thisis the most basic starting point when developing your
reference architecture, but it is nowhere near complete. The basic tiers are:

Endpoint tier: Thisincludesthe end user devices

Access control tier: Thisincludes how users get into the environment

Delivery tier: Thisiswhere the desktops and applicationslive

Existing infrastructure: Thisincludestying into the larger network and resources on
the backend

Endpoint Devices

Remote On-premise
Endpoints Endpoints

Access Control

NetScaler

Virtual Desktop and Application Delivery

Hosted Virtual Hosted Shared
Desktops (HVD) Desktops (HSD)

Session Based Computing (SBC)
Hosted Applications

Existing Infrastructure and Application Data

Block diagram of design tiers




A reference architecture diagram

When engaging in adesign, the first thing to do is create areference architecture. Think
of the reference architecture as the big picture. This should be alogical diagram covering
all the major elements of the design. You can draw this out on a whiteboard to get your
thoughts straight and ensure you identify all of the components and the flow of the
environment. Once you have a basic drawing, you can take the timeto create a detailed
Visio diagram, similar to the one shown in the following figure:
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Reference architecture diagram

Once you have the reference architecture diagram compiled the way you want it, both
from alogical and aesthetic standpoint, you can then present it to the project stakeholders.
Having avisual representation of the desired end-state architecture helps in the ongoing
design decisions. Thisfirst pass may not be afinal diagram, but it makes a great reference
point for basing future conversations. Thisis awork-in-progress and will change as you
further define your environment. Sometimes, early assumptions will change as more
information is available, but this makes a great starting point.

Visual artifacts such as this diagram also help in breaking down communication barriers,
whether they are caused by language differences, style differences, or differences dueto
proximity. This diagram also facilitates the conversations to move from conceptual to firm
design. Let-stake alook in further detail.



Understanding the Accesstier diagram

The Accesstier includes both internal and external access. Here we represent our internal
on-site users working on our corporate owned and managed workstations. These are our
trusted resources. They are already authenticated on the network and have direct accessto
the Citrix solution. These users will typically access a private, internal portal. We also
have all of our unsecure resources access the system through the public Internet, coming
in through our NetScaler Gateway. This may include remote offices without a direct Wide
Area Network (WAN) link, mobile users, work-at-home users, and Bring Your Own
Device (BYOD) users. BY OD may entail contractor-owned, employee-owned, and
possibly even corporate-owned devices. These BY OD devices could be laptops or mobile
devices such as iPads, which operate on an open wireless network and thus are treated as
unsecured devices.

We will cover the Accesstier in more detail in Chapter 4, Designing Your Access Layer.
For now, remember that our Accesstier consists of the end user devices connecting to
Citrix StoreFront, either directly through an internal load-balanced address or remotely
through the NetScaler Gateway.
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Understanding the Delivery tier diagram

The Déelivery tier isthe core of the Citrix environment, containing the mechanisms for
delivering desktops and applications. Thisisthe traditional XenApp Farm, thoughin
XenApp 7.5, the term used is Site. The Delivery tier will be covered in more detail in
Chapter 5, Designing Your Application Delivery Layer, and Chapter 6, Designing Your
Mirtual Image Delivery. Using our reference architecture, though, we can see we are
planning on having two controllers, two provisioning servers, and two sets of application
silos. The use of siloswill vary greatly for each environment. For this environment, we
will use one silo for shared desktops and the other for hosted applications. Some
environments may be able to be delivered using a single image and asingle silo, where
other environments may need multiple silos. For now, we will use two silos for illustrative
purposes, knowing that the actual number of images may vary. For our image delivery, we
are assuming the use of Provisioning Services, but will discuss that in much more detail in
Chapter 6, Designing Your Virtual Image Delivery.
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The Application Delivery tier diagram



Under standing the Supporting Systemstier
diagram

The Supporting Systemstier, shown in the following diagram, contains components
required for the Delivery tier to function. This may vary from environment to
environment. For this design, we have a dedicated license server, a dedicated SQL server
cluster, and dedicated file servers. Other environments may use existing components or
even share multiple components on the same server (such as using one cluster for database
and file services). These servers will perform auxiliary but critical functions within our
virtual desktop solution. The critical takeaway at the moment is the need for these
functions; determining where they run becomes a design decision point. These elements
are covered in depth in Chapter 7, Designing Your Supporting Infrastructure Components.

P B

Supporting Systems

CTXLIC
Citrix License Server
MS RDS CALs

SQLO01 & SQL02
SQL 2012 w/AlwaysOn
-XenApp Site Database
-Configuration Logging
= -PVS Datastore

FILO1 & FIL02
File & Print Services

-Citrix Profile Store
-Microsoft Folder Redirection
-PVS vDisk Store
-Citrix Print Server
-Distributed File Services
-XenServer |SO Repository

The Supporting Systemstier diagram






Understanding the Backend Data Systemstier
diagram

The Backend Data Systemsisa catch-all for other components, which should still be
included in the reference architecture to keep the conversation moving forward and get
those creative juices flowing. This can prompt discussions such as-what backend data?l
and -what happens if the data repository goes offline?ll Thisisto remind the stakeholders
that a Citrix environment is not a standal one environment. It relies on other components
outside of the Citrix Site architecture.

In larger environments, the Backend Data Systems can be the source of headaches during
implementation, which is why you want to address it up front if possible. Items such as
application compatibility, firewall ports, high availability, networking requirements, and
performance requirements should all be considered.

The Backend Data System also includes common components in most environments as
well, including Active Directory, group policies, and DHCP. We will cover these elements

in Chapter 8, Optimizing Your XenAppﬂ Solution.
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The Backend data systemtier diagram



Understanding the Monitoring tier diagram

Breaking out the M onitoring tier from backend systems segments Citrix-specific
monitoring and serves to highlight some architectural design differences from the existing
enterprise systems. Citrix monitoring tools include NetScaler Insight Appliance for
monitoring network usage for remote connections and Director for monitoring the end-
user experience inside Citrix sessions. Some companies will also use an existing NOC
monitoring system in lieu of, or in addition to, dedicated Citrix monitoring. We will delve
deeper into monitoring in Chapter 7, Designing Your Supporting Infrastructure
Components. Have alook at the following figure:

Monitoring

DIR01 & DIR02
Desktop Director
Load Balanced @ NetScaler

[Agent-less real-time monitoring for helpdesk|

Insight Center

Virtual Appliance
[Appflow Monitoring for NetScaler]

The Monitoring tier diagram



Understanding the Virtualization I nfrastructure
tier diagram

Finally, we represent the Virtual Infrastructuretier. Thisincludes our virtualization
platform(s) and storage subsystem(s). These items are covered later in this chapter. For
simple, high-level references, we are representing a single cluster of host resources plus a
single shared storage array. Obviously, thereis more to avirtual infrastructure than just
these two elements, but it is enough for a high-level overview.

Data Center Virtualization Infrastructure

2 -

Shared Storage .I
Array

Hypervisor Platform

Mirtualization infrastructure diagram



Designing highlights

In addition to creating a high-level diagram, it is beneficial to create alist of design
highlights for executive review. This, along with the picture, helps convey the major
decision points without getting lost in the fine details. These components ensure the
project stakeholders understand and agree upon the major architectural decisions and
allow presentation to the project sponsor. It should also be made clear that thisis an early
draft design and some decisions may not be finalized and all components are subject to
change during the design and build processes.

The design highlights of our environment include:

Platform: XenApp 7.5 Platinum. This version of XenApp will alow usto leverage
the most compl ete feature set and the latest edition.

L ocation: This environment is designed for asingle XenApp site residing in our
main corporate data center. Since each siteistypically designed for asingle
datacenter, we can reuse the same design for future regional growth if necessary.
Operating system: Unless specified otherwise, al server components will run on
Windows Server 2012 Standard edition. XenApp 7.5 supports both Windows Server
2008 R2 and Windows Server 2012.

I mage management: We will be leveraging two unique images; one for hosted
shared desktops (including standard applications) and one for specialty hosted
applications. With XenApp 7.5, we have the option to use Provisioning Services or
Machine Creation Services. Initialy, we are planning to use Provisioning Servicesto
stream our disk images, but will review thisin more detail later in Chapter 6,
Designing Your Virtual Image Delivery. Imaging will allow efficient and rapid
deployment of updates to XenApp servers and will mitigate the risk of

Inconsi stencies between servers as well as conserve storage space.

Scalability: Thisdesign is created to support up to 500 concurrent users. The design
Ismodular and easily scalable. We can support more users ssmply by adding compute
and storage resources for more workload servers (also known as Session Hosts). As
we grow the environment, we may need to add additional delivery controllers or
provisioning servers based on actual performance and added resiliency; however, the
Infrastructure should support up to 10,000 and up to 1,000 virtual servers.
Application installation strategy: Applications will be directly installed onto the
master server images. Using disk images will ensure consistency among target
devices (XenApp servers). Common core applications will be included in the primary
shared desktop disk image and secondary and specialty applications will be installed
on the disk image for the application silo. Application streaming will not be
leveraged at this stage.

High Availability: The environment has been designed to eliminate single points of
failure for critical components and minimize downtime. All primary Citrix
components include high availability and/or fault tolerance.

Citrix Recelver: Citrix Receiver 4.x will be utilized on all devices for accessinto the
environment. Remote users and mobile devices will connect to Citrix StoreFront



through the NetScaler Gateway. Internal users will access the StoreFront Receiver for
Web site directly.

User personalization: We will leverage Citrix Profile Management to customize user
profiles. Citrix Profile Management will store user settings and subsequent
connections will maintain the user settings. We will also offload user documents
using folder redirection, ensuring users always have access to their data.

SQL 2012 databases: This design requires the use of SQL Server databases. We will
be using SQL 2012 with the AlwaysOn feature to ensure high availability.

Systems monitoring: Thiswill be multiphased. Desktop Director will be used for
help desk monitoring, end user support, and historical trend reports (including
network performance, thanksto the NetScaler 1nsight Center Pts). The existing
network operations center implementation of Simple M anagement Networ k
Protocol (SMNP) will be used for automated alerting and notification of the
infrastructure servers.






Designing your virtual infrastructure

Once the high-level design or reference architecture is approved, we can start creating the
more detailed design elements. All designs are iterative in nature. Like the reference
architecture, start with a baseline design and refine as you go. This allows flexibility and
provides aframe of reference for all decisions. Just remember, if you change any baselines
you must reevaluate your design to ensure everything is still in compliance.



Resource requirements

Once you have a high-level design approved, you can create a spreadsheet detailing the
compute, memory, and storage requirements. Do this by listing the necessary resources for
each virtual machine that needs to be created to support the design. These numbers are
simply starting points in the conversation and should be reviewed and validated for each
individual environment. Ideally, the sizing will come from information gathered during the
assessment phase of the project. Regardless of how you scale your environment, you must
monitor and adjust your scale and baseline based upon production data once it becomes
available.

You may want to divide your virtual machine designs into two primary sections:
infrastructure and workload. Infrastructure virtual machines, as shown in the following
screenshot, are used to run the environment:

Infrastructure Virtual Machine Requirements
Role QTY 08 vCPU |[vRAM| VHD | IOPS |Notes
Citrix XenApp Controller 7 2012 2 4 40 15 |All Management Consoles/Tools; XML, STA
Citrix StoreFront 2 2012 2 4 40 10  |Citrix StoreFront, LB VIP
Citrix License Server 1 2012 2 4 40 10 |All Licensing (CTX, RDS, KMS)
File Server 2 2012 2 4 40 50 |File & Prmt Services, Network Shares
File Server Data 2 500 Folder Redirection, Profiles, vDisks, ISO
Desktop Director 2 2012 2 4 40 20 |Director. LB VIP
Provisioning Services 2 2012 4 24 40 20 |PVS, Shared HA
Microsoft SQL Server 2 2012 2 8 140 100 |SQL 2012 w/Always On
NetScaler VPX 1000 2 NS 10.1 2 4 20 10 |NetScaler Appliances
Insight Center 1 XEN 2 3 120 20 |NetScaler Insight Appliance
Total VMs: 18 HOSTS Host Specs:
Est. # vCPUs 36 Min # 1 Model: Cisco UCS B200 M3 Blade
Est. vRAM 111 Rec = 2 RAM: 128 GB
Estimated Storage (GB) 1880 PROC: ? Xeon E5-2630 (16 Cores // 32 Threads)
Estimated IOPS 480 Physical Cores: 32 Storage: Tier 3 - SATA
Physical RAM- 256
I nfrastructure resource planning sheet
TIip

Even though one physical host has enough resources to run all of the infrastructure
workloads, you aways want a minimum of two. This allows high availability, should a
host fail. It also allows host-level maintenance without interrupting operations. This
follows the N+1 model of design, always having more resources than required to ensure
fault tolerance.

Workload virtual machines, as shown in the following screenshot, are where the users are
running their desktops and applications. The workload section istypically the areathat is
required to grow as you scale up an environment.



Workload Virtual Machine Requirements

Role QTY 085 vCPU |[vRAM| VHD | IOPS |Notes
Citrix XenApp 7.5 HSD 25 2012 4 24 40 70 |1 GB RAM/Session; 20 Sessions per VM
Citrix XenApp 7.5 APP 12 2012 4 24 40 120 |.5 GB RAM/Session; 40 Sessions per VM

40 GB Write Cache

Total VMs: a7 HOSTS Host Specs:

Est. # vCPUs 148 Min # g Model: Cisco UCS B200 M3 Blade

Est. vRAM 888 Rec # 6 RAM: 256 GB

Estimated Storage (GB) 1480 PROC: 2 Xeon E5-2680 (16 Cores // 32 Threads)
Estimated IOPS 3190 | Physical Cores: 96 Storage: Tier 2 - S8D

8 Users/Core: 768
Physical RAM: 1536
Target # HSD Users: 500

Workload resource planning sheet

By defining the necessary virtual machines early in the design process, we can gauge our
resource requirements and the level of effort required to complete the design. By looking
at the calculations in the two preceding screenshots, we can estimate that we will need
between six and eight physical hosts. If the budget only allows for six hosts, you can
determine if you want to operate at risk with no excess capacity for fault tolerance or if
there is a need to increase the budget. Alternatively, if the preliminary sizing information
Istoo much, you can have the conversation of which elementsto eliminate or delay for
now and add in later. This may commonly occur during a proof of concept, where an
organization wants to minimize investment and high availability or fault tolerance is not
required but may be added in later as part of production readiness.

Determining the right scale and cost can be tricky. If you over-size the environment, you
risk needlessly spending more capital up front. If you undersize your environment, you
risk project delays and failure by not having enough resources. | tend to err on the side of
caution and over-scope my environments during design. Thiswill allow you some
flexibility to handle scope creep, environment growth, and ensure you are not resource
constrained early in the project.



Virtual machinereguirements

Once the general resources are calculated, you can create a secondary spreadsheet listing
all of the virtual machinesin the environment, as well as any supporting machines. This
information is useful for tracking items such as names, | P addresses, resource
assignments, host assignment, networking information, and so on. It can also be used as
the basis for change control or build requests, depending on your organizational policies
and requirements.

Server P CPU | RAM | HD [Role |Host / Pool
Raouter 192.168.1.1 Network Router Defauh Gateway
HE-001 192.168.1.2 XenServer Host TCS Blade 1
XS002 | 19216813 e vt aseneton UCS Blade 2
Aa-003 192.168.1.4 XenServer Host UCS Blade 3 E
XE-004 192.168.1.5 XenServer Host UCS Blade 4 _E
11':5-005 192.168.1.6 Workload Pool Mﬂ.ﬂmn’ Host LECS Blade 5 a
X5-006 192,168.1.7 XenServer Host UCS Blade 6§ ‘5’
X5-007 192.168.1.8 XenServer Host UCS Blade 7
X5-008 192.168.1.9 XenServer Host UCS Blade 8
WS01 192168110 Z 4 20 NetScaler VPX 1000 KE-001 =
NS0 192.168.1.11 2 ] 20 NetScaler VEX 1000 X5-002 2
SNIP 192.168.1.12 Subnet IP for NetScaler HA 1-ARM Mode -E_
AUTH 192.168.1.14 LB VIP for Authentication ,E'
SFLB 192.168.1.15 LB VIP for StoreFront b
CAG 192 168.1.16 VIP for Access Gateway E
DIRLB 192.168.1.17 LB VIP for Desltop Director Q
WIS01 192.168:1.13 2 3 120 NetScaler Insight Server Infrastructure s
ADOL 192 168.1.18 7 2 o Diomam Controller Infrastructure B
ADG2 192.168.1.192 2 Z a0 Diomam Controller Infrastructare 'E
FILO1 192.168.1.20 2 4 130 |File & Pnmt Services Infrastructore :E
FILO2 192 168.1.21 File & Print Services Infrastructure 'E
SQLOY 192.168.1.22 130 |SQL 2012 Infrastructore B
SQLO2 192.168.1.23 2 8 130 |SQL 2012 Infrastructure z
CTXLIC 192 168.1.30 2 4 40 Crrix License Server Infrastrocore
XATS01 192.168.1.31 2 4 40 |Xendpp 7.5 Comtroller Infrasuechore E
KATI02 192.168.1.32 . 4 40 XenApp 7.5 Controller Infraswructore E 5
DIRO1 192.168.1.33 2 4 40  |Desktop Director 2.1, Load Balanced Infrastructure £ =
DIRO2 192.168.1.34 2 4 40  |Deskiop Director 2.1, Load Balanced Infrastructure z =
DYS01 192 168.1.35 4 24 40  |Provisioning Services 7, Shared HA Infrastructure =z
PYS02 192 1681 36 4 34 40  |Provisioning Services 7, Shared HA Infrastructure =
5F01 192.168.1.37 2 4 40  |StoreFrom 2.5, Load Balanced Infrastructure o
SF02 192.168.1.38 2 4 40 StoreFront 2 5, Load Balanced Infrastructors
XAHSDOL DEHCP 4 24 40  |Session Hosts: Deskiops (sireamed) Workload n
XAHSDO? EOP 4 24 40  |Session Hosts' Desktops (streamed) Workload s
XAHSDO3| oDsCE n 24 30 |Session Hests Desktops (streamed) Workload s3
: 23 Total Streamed Servers Workload ==
XAHSD23 HCP 4 24 40 |Session Hosts: Deskiops (streamed) Workload [ E
XAHSD2M HCP 4 2 40  |Session Hosts' Desktops (streamed) Workload E 2
XAHSD2S fCP 4 24 40  |Session Hosts: Desktops (streamed) Workload
KAAPPOL HCP 4 23 40 |Session Hosts: Application Servers (streamed) |Workload =
KAAPPD2 F 4 24 40  |Session Hosts: Application Servers (streamed) |Workload =3 2
. 12 Total Streamed Servers Workload 'é = B
KAAPPII HCT 4 24 40  |Session Hosts: Applcation Servers (streamed) |[Workload e = E
KAAPPIZ E 4 24 40  |Session Hosts. Appbcation Servers (streamed) |[Waorkload =

Virtual machine planning and tracking sheet










Deter mining your virtualization platform

Choosing your platform may impact your design decisions, including scalability, high
availability, fault tolerance, and budget. With XenApp 7.5, you also have the option to
host on-site or in the cloud. For on-site hosting, there are three primary products for server
virtualization: XenServer, VMware vSphere, and Microsoft Hyper-V Server. For cloud
hosting, you can use Microsoft Azure or Amazon Web Services (AWS.) Asyou can see
in the following screenshot, XenApp 7.5 can connect to a variety of platforms for hosting
resources:

® Create @ new Connection

Connection type: [cnn'x XenServer® - J
e :

Connection address: Microsoft® System Center Virtual Machine Manager
Viware vSphere®

lUser name Citrix CloudPlatform
Amazon EC2

Microsoft® Configuration Manager Wake on LAN

Paszward:

Citrix Sudio hosting connection options

Assuming our CIO has mandated on-site hosting, we need to determine our virtualization
platform. For XenApp or XenDesktop deployments, the underlying virtualization platform
technically does not matter. The Citrix desktop and application virtualization products are
hypervisor agnostic. This means they can run equally well on XenServer, vSphere, Hyper-
V, or even bare metal. In some environments, the platform is already standardized and is
locked in. Other environments might not have standards or may create exceptions based
on agiven project. Although it does not matter for Citrix per se, you should still identify
and design your chosen platform as that will impact other decisions such as storage
options, master image creation, and virtual machine templates.



XenSarver

XenServer, according to http://www.citrix.com/products/xenserver, is an industry and
value leading open source virtualization platform for managing cloud, server, and desktop
virtual infrastructures. Organizations of any size can install XenServer in less than ten
minutes to virtualize even the most demanding workloads and automate management
processes, increasing I T flexibility and agility and lowering costs. With arich set of
management and automation capabilities, a ssimple and affordable pricing model and
optimizations for virtual desktop and cloud computing, XenServer is designed to optimize
private data centers and clouds today and in the future.

XenServer is considered a champion in the virtualization vendor landscape, according to
Info-Tech, for its combination of vendor and product maturity. XenServer touts the
following benefits:

e Cloud-proven virtualization, used by global cloud providers and integrates with the
Citrix CloudPlatform and Apache CloudStack.

e Open source, providing community development and integration.

o Cost effective, providing competitive pricing for advanced features aswell asfree
service offerings. Licensing ingrained with other Citrix products as well.

e Highly available architecture using a master/slave model, enabling clustering and live

migration of virtual machines.

Virtual machine snapshots, including automated backup and protection plans.

Memory optimizations and memory sharing.

Heterogeneous pools, allowing different hardware within the same cluster.

Role-based administration, including Active Directory integration.

Have alook at the following diagram:

XenServer Server Mirtualization Platform (7 Citrix Systems, Inc. All Rights Reserved.)



Citrix was founded in 1989 and is publicly traded. Citrix acquired XenSource, makers of

the Xen™ hypervisor, in 2007. In 2013, Xen was moved to the Linux Foundation and
rebranded as XenProject. In June 2013, Citrix moved XenServer 6.2 to afreely available
open source platform. Citrix still offersafully supported commercial option of XenServer
that includes updates and product support. The commercial offering is licensed per socket
in Advanced, Enterprise, and Platinum editions, or included as part of a XenDesktop
deployment.

XenServer is managed with XenCenter . XenCenter ' isatype of client software that
communicates directly with the pool master or the individual XenServer. No central server
or central database is required.
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VMwarevSphere

VMwarevSphere, also referred to asVMware ESX or VMware ESXi, isthe world-s
leading virtualization platform for building cloud and virtualization infrastructures.
According to http://www.vmware.com/products/vsphere, vSphere is designed for
organizations that want to virtualize entire data centers and deliver IT asa service; it
includes features for transforming data centers into dramatically simplified cloud
computing environments that can deliver the next generation of flexible, reliable IT
services.

vSphere is also considered a champion in the virtualization vendor landscape, according to
Info-Tech, for its combination of vendor and product maturity. vSphere touts the following
benefits:

e Shared resources, aggregated into logical pools for the allocation of multiple
workloads

e Optimized network services, including advanced virtual switching

o Efficient storage, reducing the complexity of backend storage systems and
automation

e Granular and robust object-level security

High Availability, including live migration of workloads, automated machine and

data backup and recovery, replication, and fault tolerance

Enhanced monitoring and alerting

Automation, including advanced resource scheduling

Enhanced storage options, including vSAN

Enhanced operations management, using vCOps

Have alook at the following diagram:
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The vphere Server virtualization platform

VMware was founded in 1998 and later acquired in 2004 by EMC Corporation and now
operates as a subsidiary organization. VMware is still a publicly traded company, with
their initial public offering in 2007. Although VMware has branched into the desktop
virtualization space and the software-defined networking space, their core offering is still
server virtualization. vSphere comes in three different editions, each with increasing
feature sets and levels of support: Standard, Enterprise, and Enterprise Plus. vSphereis
typically licensed per CPU.

vSphere is managed through a dedicated management server called vCenter. vCenter isa
centralized management platform that can manage multiple vSphere clusters across
datacenters, including real-time statistics, alerts, and historical trends. A client piece of
software called the VMware vSphere client is used for the graphical user interface to
connect to vCenter. vCenter requires a database to store persistent information, as shown
in the following screenshot:
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Microsoft Hyper-V Server

Microsoft Hyper-V Server isadedicated standalone product that contains the hypervisor,
Windows Server driver model, virtualization capabilities, and supporting components such
asfailover clustering, but does not contain the robust set of features and roles just like the
Windows Server operating system. According to http://www.microsoft.com/en-us/server-
cloud/hyper-v-server, Hyper-V Server produces a small footprint and requires minimal
overhead, which is useful for consolidating servers where no new Windows Server
licenses are required. Some of the benefits of Hyper-V Server include:

o Cost-effective virtualization

e |mproved scalability and performance over previous versions

o Network virtualization, decouples the server configuration from the network
configuration to provide multiple virtual dedicated networks

Live migration of running workloads between hosts

Dynamic memory management

RemoteFX for enhanced graphics

Multitenancy isolation support

The Hyper-V Server Virtualization Platform is demonstrated in the following diagram:
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Microsoft was founded in 1975 and is publicly traded. Hyper-V Server was originally
introduced with Windows Server 2008 as the successor to the Microsoft Virtual Server
platform. Hyper-V Server 2012 is the latest edition, commonly called Hyper-V 3. Hyper-V
Is not a standalone product, and therefor has no set licensing. Hyper-V islicensed as part
of the Windows Server license, which is available in standalone (free), Standard, and
Datacenter editions. The Standard edition operatesin a 1+2 model, allowing you to run
two virtual Windows Server instances at no additional licensing costs on top of the one
Hyper-V instance. The Datacenter edition operatesin a 1+ unlimited model, allowing you
to run unlimited instances of Windows Servers on top of the Hyper-V instance. However,
since you are required to license your Windows VVMs on other platforms, there are
potential savings for running Hyper-V with the Datacenter edition, allowing unlimited
virtual instances on the virtual platform.

Hyper-V can be managed through PowerShell commands for automation or remotely
using the Hyper-V Remote Management tools from another Windows server or Windows
workstation. In alarge enterprise, Hyper-V will traditionally be managed through
Microsoft System Center. In avirtual desktop environment built on Hyper-V, you may
also use the Microsoft System Center Virtual Machine Manager (SCVMM) package.
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Virtualization cluster design decisions

Regardless of the virtualization platform, a common question is whether to use asingle
cluster or separate clusters. The answer, of course, depends on the environment. Thisis
ultimately a question of costs and scale. Is the environment large enough to have this
discussion? Are there enough resources to be able to dedicate a cluster of hoststo the
virtual desktop solution environment?

When given the option, it is preferable to have separate clusters. Thisis preferable for
several reasons, including ease of management and consolidation of workloads. Because
of the way hypervisors share memory, if all workloads are identical or nearly identical, the
overhead on the hypervisor is reduced, thus gaining more resources for the virtual
machines. This also provides predictable scalability, so if you are running a cluster of only
XenApp Session Hosts as the guest virtual machines, you can easily predict and monitor
how many VMs (and essentially how many users) can fit on a given host. If you need to
scale up your environment, you can easily predict how many more hosts are needed. If a
host or cluster is running many different workloads, resource planning is not as
straightforward.

Another reason to separate clustersis high availability and potentially licensing. If an
environment is planned properly, you can predict how many users per virtual server and
how many virtual servers per host. You can extrapolate that data to estimate how many
users will be supported on each physical host. If you plan your environment for
redundancy at the host level, you might not need high availability or other advanced
features for your user workloads. This could lead to less complexity and possibly lower-
tiered licensing, depending on your platform, as shown in the following diagram:
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For the environment in this book, we will be using XenServer as our server virtualization
platform. As discussed earlier in this chapter, we are estimating two hosts for an
infrastructure pool and six hosts for our workload pool. As our environment grows, our
infrastructure pool will remain static or will have minimal growth. Users will primarily hit
resources running in the workload pool. As we scale up for more users, we will only need
to add resources to the workload pool. We could have al eight hostsin a single pool,
which may reduce some of our overall costs by further consolidating servers and needing
potentially fewer hosts. However, having separate pools creates scalability and a
predictable cost model. If we added XenDesktop workloads at a future stage, we could
then create a third pool to host the virtual desktop machines or merge the desktop OS with



the server OS in our workload pool.

In the real world, | have seen amix of VMware vSphere and XenServer, with very limited
Microsoft Hyper-V. Most enterprises use VMware for their core infrastructure and their
standard virtualization platform; however, Hyper-V is slowly gaining market share and
may become more prevalent. These clients may also consider using XenServer for their
Citrix workloads (XenApp and XenDesktop) in order to minimize costs and create asingle
vendor stack. Other enterprises will stick with only a single virtualization provider. A few
smaller environments as well as proof of concept engagements tend to favor XenServer.
Thisis not to imply any one platform is better than the otherf it issimply arepresentation
of what | have seen. Although | have not worked with Hyper-V 3 in aproduction
environment yet, | have heard of positive reviews and | expect Microsoft to gain alarger
foothold in this space. If you would like to see more on Citrix with Hyper-V, check out
http://bl ogs.citrix.com/2014/02/18/xendesktop-7-1-on-hyper-v-pilot-guide/.

According to a survey conducted by ProjectVRC, http://www.projectvrc.com, and
presented in their Sate of the VDI and SBC Union 2014 whitepaper, VMware is the
dominant hypervisor of choice, maintaining approximately 79 percent of the market space.
That same survey found server-based computing isin use in 78 percent of organizations,
with Citrix XenApp being the dominant application / desktop virtualization platform. This
supports much of what | have seen in customer engagements.







Designing your hardware infrastructure

Hardware design should come after you have determined how many resources you need
and how many virtualization hosts you plan to deploy. In some environments, the
hardware may be preselected based on the vendor contracts. Other environments may have
pre-existing hardware due to early purchases, surplus, or repurposing other hardware.
Even if the hardware is preexisting, design the environment for what is needed first, then
compare with the hardware available. If there are not enough resources, you can either
trim the design to match, request additional hardware, or possibly phase in the
environment to the resources available (design for 1,000 users but only deploy for 500
users until more hardware is acquired).



Selecting between the rack and blade options

When picking your hardware, assuming you have no vendor constraints, you must
determine what type of systems you are buying. Server hardware for data centers typically
comes in rack mount or blade configurations. You may also want to consider integrated
architectures, such as FlexPod or vBlock designs, or converged platforms such as
Nutanix or SimpliVity.

Rack mount servers are typically sized in rack unit measurements notated witha U (1U is
a server that takes up one unit of measure in arack). The size of the rack mount server will
depend on several form factors, most notably hard disk drives and cooling fans. Most
virtualization systemsfall into the 2U and 4U categories. Rack mount servers are popular
because you can add as you grow, always getting the latest builds to suit your needs. Rack
mount serverstend to be less expensive than their blade counterparts. IBM, Dell, and HP
compete heavily in the rack mount server space.

Blade servers require a blade chassis, which shares common components among all blades
in the array. Thisincludes network uplinks, power distribution, cooling, and management
access. Although dlightly more expensive than rack mount servers, blades allow greater
density within a data center and overall operating efficiencies. Along with IBM, Dell, and
HP; Cisco isabig player in this space with their Unified Computing System (UCS)
chassis and servers.

Cisco revolutionized the blade server market with their UCS platform. Prior to UCS,
hardware vendors were coming across limitations as to how much memory could be
assigned to a server based upon memory-modules-to-CPU ratios. Cisco applied their
network switching technology to create blades with much higher memory allocation by
treating four memory modules as one, ultimately quadrupling the available memory to a
server. Because of thisincreased memory density, UCSisavery popular platform for
virtualization. Combined with Cisco-s UCS management platform and statel ess servers,
many environments are deploying UCS for their virtual platform.



Under standing conver ged platforms

Converged platforms, aso caled hyper-conver ged platforms or web-scale

ar chitectures, combine storage, compute, networking, and management into asingle
appliance. These converted platforms allow all aspects of avirtual platform to be managed
from asingle console. This also creates a single entity for support and integration, greatly
simplifying your infrastructure design and maintenance.

To grow your environment, you simply add another hyper-converged appliance. The
resources are then shared, including the local storage, using grid-style orchestration by the
platform. This design allows very linear, predictive growth, as shown in the following
diagram. The leading vendors in this space are Nutanix (http://www.nutanix.com/) and
SimpliVity (http://www.simplivity.com/).
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Reconsidering the cloud

When designing your hardware, along with choosing the vendors and models for your
compute, storage, and network systems, you will also need to consider implementation
and maintenance costs. It doesn+t matter if you are using a converged platform, an
integration stack, or just standalone components; all of these elements will need to be
managed. These elements can become both complex and costly. Thisis a good opportunity
to reconsider using a cloud hosting provider. Leveraging cloud services such as Amazon
Web Services (AWS) or Microsoft Azure allow you to increase your hosting
infrastructure and delivery capabilities without a large investment in hardware. Your
organization-s ability to leverage cloud services may be impacted by various elements,
such as security, compliance, current hardware availability, application data, and so on.

When looking at cloud platforms, you also need to determine location:

e Private cloud: The cloud architecture is hosted on-site and typically owned and

managed internally.

e Public cloud: The cloud architecture is hosted off-site at a provider location and is
connected through the Internet or private WAN circuits. The provider is responsible
for purchasing and managing the infrastructure and the user pays a subscription fee
for the items utilized.

e Hybrid cloud: A mix of public and private cloud. Thisistypically used for
expansion or burst capacity and requires a bridge between the customer-owned data
center and the provider data center.

The following diagram shows the hybrid cloud architecture using Amazon web services:
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You also have the option to consider desktop-as-a-service (DaaS) providers to outsource




your entire virtual desktop architecture and management. DaaS providers provide both
infrastructure-as-a-service on their cloud platform as well asthe VDI platform to deliver
desktops and applications. This, as a complete outsourced solution, allows your users to
subscribe to desktops for a fixed monthly fee. The biggest risk in using a service provider
for cloud or DaaS services is that your desktop or applications may be removed from your
backend data and you no longer control the infrastructure.

For our fictional environment, our CIO has requested on-site hosting. However, for your
environment, it isworth a second look at cloud offerings.






Designing your network infrastructure

The overall network design usually fallsto dedicated network engineers within the client
organization since they know the complex network landscape best. In smaller
organizations, the virtualization engineer or consultant may be called upon for the network
design. Either way, it isimportant to at least know the networking requirements. This way,
the virtualization environment can be planned accordingly, regardless of who will be
responsible for the actual network component implementation.



Planning networ k options

Once the size of the network is determined, network options will need to be discussed and
designed. The most basic element is the default gateway. In most networks, thisisthe
first address, such as 192. 168. 1. 1, but that is not always the case. Some environments
might use the last available address and others use a seemingly random address. The
default gateway is used to forward traffic from this network segment to other parts of the
network, including outbound traffic.

Other network options include the DHCP and PXE boot options. DHCP stands for
Dynamic Host Configuration Protocol and is used to dynamically assign and configure

| P addresses in a network environment. DHCP can sometimes become a bone of
contention with network and security engineers who may not want dynamic addressing
running in the data center. Thisis another reason why having a dedicated network segment
for the Citrix architecture is recommended. If there is contention or concerns by the
network engineering team, the DHCP can be isolated to just the scopes that need it. PXE
stands for Preboot Execution Environment, which is used to configure operating
systems during the boot process. We will discuss the need for DHCP and/or PXE as part of
Provisioning Servicesin Chapter 6, Designing Your Mirtual Image Delivery. The key point
now is to understand what options are available as part of the network design.

Along with the logical network elements, there is also the physical aspect of networking
the actual switches and routers. These may aso be virtually defined as part of the
hypervisor setup. XenServer and ESX both support distributed virtual switchesto create
advanced switching for different workloads, including link aggregation and vVLAN
tagging. Keeping the entire Citrix architecture on a common network will ease alot of
these design elements.






Designing your storage infrastructure

Storage is another area commonly overlooked in virtual architectures. Like networking,
storage is usually managed by a specialized team of engineers. When designing storage
for avirtual solution, there are two primary elementsto consider: capacity and throughpuit.



Capacity planning

Capacity is a simple measurement of how much disk space isrequired. In our sizing
spreadsheets we created earlier, we identified that we need 1,880 GB of space for our
infrastructure and 1,480 GB of space for our workloads. Simply defining how much space
you need, however, is not enough. You also need to consider the speed, or throughput, of
that space (how fast the datais written or retrieved). Most enterprise storage systems
involve tiered data schemes, allowing you to mix and match storage as appropriate for the
workload at hand.

L et-s assume we have four tiers of storage: Super high-speed flash storage, high-speed
Solid State Disks (SSDs), moderate-speed serial attached SCSI disks (SAS), and relatively
low-speed serial ATA disks (SATA). The cost and speed are proportional, so tier 1 isthe
fastest and most expense tier while tier 4 is the cheapest and lowest performing tier.
Infrastructure serverstend to fall into the tier 2 or tier 3 framework. These servers are
usually standard Windows Servers with limited data processing expectations. The
workload servers are the workhorses of the environment. These virtual machines are the
ones processing the user sessions and tasks, thus requiring atier 1 or tier 2 storage.

In Chapter 1, Planning Desktop Virtualization, we looked at the six components of project
management success. Storage design decisions impact five of those size elements. scope,
costs, quality, risk, and customer satisfaction. Therefore, it isimportant to get it right.
Exactly how you place your storage will depend on up-front analysis and monitoring in
steady state operations. Much like virtual infrastructure sizing, if you get it wrong, you are
costing yourself either performance or money, and in some cases both.

The disk capacity can be affected by how the size is provisioned. Thin-provisioned space
Isideal sinceit only consumes the actual disk space utilized, not what is alocated.
However, this runsthe risk of over-allocation as the space is consumed. There may also be
atemporary negative performance impact when the thin-provisioned space is required to
grow. Thick-provisioned spaceisfully allocated up front as the spaceisassigned it is
automatically reserved. This can lead to underutilization, but it guarantees the spaceis
readily available. From a virtualization design perspective, there is no significant benefit
or drawback to either method as long as it is managed properly.



M easuring throughput

| OPS (inputs outputs per second) is ameasure of throughput capacity on the whole of
not just an individual disk, but of the entire storage array. |OPS is estimated by the
workload type and will vary greatly from environment to environment. |OPS can be
measured on existing systems using disk performance counters. |OPS can also be
measured from the hypervisor level for each virtual machine. |OPS will also need to be
measured for what the storage system can deliver. You may find your bottleneck isin the
transport between the virtualization platform and the storage platform, or that your storage
platform is taxed and may need more cache space.

Many of the assessment tools mentioned in Chapter 2, Defining Your Desktop
Virtualization Environment, will provide reports on the |OPS per system. Another useful
tool to create artificial throughput and to test |OPS capacity is |OMeter, available at
http://www.iometer.org/. This runs on avirtual machine; you can identify which disk to
test against, how many threads to run, write block size, and distribution of read/write
activities. This utility can be used to check whether the virtual machines are getting full
access to the |OPS requested, as shown in the following screenshot:
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A general rule of thumb for Windows Serversis 10 40 IOPS per system. Intense data
processing systems, such as SQL and Exchange, will require more IOPS. XenApp and
XenDesktop are typically measured with |OPS per user. Aswith any design, if you are
working on general assumptions versus empirical data, it should be noted and discussed.



For our design, we are using several assumptions for |OPS based upon the role of the
system in question. Once the design is completed, these values should be measured against
production data and all baselines should be updated. We are estimating 480 |OPS for the
Infrastructure systems. Thisis an average 15 IOPS for the base systems, plus an increase
of IOPS for SQL and file servers. For the workload pool, we are estimating 3,190 |OPS,
which works out to approximately 3 4 |0OPS per user. The observed |IOPS may be
different.

If you are in an environment that needs a high amount of 10PS that cannot be delivered
with traditional storage arrays, you may want to consider some of the specialty appliances
such as Atlantis IL1O, which caches storage commands; dedicated SSD arrays; or flash
memory arrays such as Violin for elevated performance. These devices can be used in
conjunction with or as a replacement to traditional storage arrays.






Completing the architectural blueprint

At this point, we still have not actually built anything, but we have laid out the plans for
all of our components. We should understand our use cases, our master design, and our
resources. We have now effectively created a blueprint for our virtualization environment.
The purpose of al of thislegwork and planning isto have a solid design guide that can
then be approved and implemented. When all elements are detailed in advance, the
implementation phase can be split into multiple streams. In some organizations, different
teams will be responsible for certain points of execution; in other environments, you may
want to offload some of the activitiesto junior resources. Either way, aslong as you have
a clear and concise master plan, you can feel confident that it will be executed properly.






Summary

In this chapter, we looked at designing our infrastructure. In most environments, the
infrastructure will be shared among multiple and different types of workloads. We
discussed designing our workload independently of any preexisting constraints to
determine where any bottlenecks are likely to occur. We started with defining our
reference architecture, creating a picture of what our environment will look like. Based on
this reference architecture, we can begin defining our resource requirements and build a
design for our environment. We also discussed designing our virtualization platform,
determining our underlying hardware components, and defining our networking and
storage requirements.

Now we can begin our detailed design and build efforts, starting with our Access layer in
the next chapter. In the next chapter, we will explore StoreFront and NetScaler Gateway.
We will look at the various user access options to determine what the right fit is for our
environment.






Chapter 4. Designing Your Access L ayer

In the previous chapters, we focused on analysis and high-level design. Now that our
blueprint is complete, we can begin building our different layers. In this chapter, we will
delve into the Access layer, including design considerations, best practices, and
recommendations.

In this chapter, you will learn about the following:

e Designing your Access layer with StoreFront
e Designing your Access layer with NetScaler
e Managing end user access



Deter mining your portal presence

Designing your Access layer will partially depend on how you want users to access the
Citrix environment. Will all users connect using the private corporate network only, or do
you need to provide remote access to | nternet-based connections? Do you support mobile
devices or just personal computers? Are all users domestic, or isthis aglobal access? Will
users be using Citrix Receiver for direct access, or will they use aweb browser? What
type of network performance (latency or bandwidth) will the users—network connections
have?

To gain the most value out of the flexibility of Citrix, the vast majority of customer
deployments provide both local and remote access. This enables work at home aswell as
BYOD initiatives. This allows users who are remote, traveling, or using unsecured devices
to have secure access to your applications and backend data systems.

For our environment, we assume local and secured remote access for awide variety of
devices using both Citrix Receiver and aweb page for application access. We will be
building our portal using Citrix StoreFront, but first, let-slook at a comparison of Web
Interface and StoreFront.



Comparing Web I nterface and StoreFront

Both Citrix Web Interface and Citrix StoreFront are viable products for creating a web
portal. Web Interface is currently at the end of the development phase and isin usein
many environments. You can use both StoreFront and Web Interface in the same
environment as well, if necessary, such as when using legacy environments or
transitioning from one web portal to another.

Feature \eb StoreFront||Notes
Interfac
Advanced customization [[Yes ||Li mited ||A bility to completely customize the user interface pages
Anonymous logon Yes Yes (7)eg valid for legacy XenApp Farms, not applicable for XenApp
Application search ||Ye£ ||Y05 ||Users can search for applications by title or description
Auto launch application or Automatic if only asingle resource is published; it can be
Yes Yes ;
desktop customized
Client deployment ||Y% ||Ye£ Automatic Citrix client deployment
Client proxy settings ||Y% No Configure user web proxy settings performance
:iirl:]s;)lrjzlze web session Yes Yes Determine web session timeout, the default is 20 minutes
Default 11S page ||Y% ||Y% ||WI : Builtin; SF: Requires HTML redirection page
Drop-down list of domaind|ves Ves Configured wlth authorization settings, including the ability to set a
default domain
Error logging in event Iogs| Yes ||Ye£ | Errorstracked in the Windows Application Event log
Explicit authentication ||Y$ ||Yes Authentication based on domain username and password
Favorite applications No ||Yes ||A bility to save application shortcuts to your personal store
Filter or hide applications [|Yes ||Yes ||WI : CTX122133; SF: Use of keywords and PowerShell
Integration with . . .
AppController No Yes Integration with XenMobile
Integration with ShareFile [|[No ||Yes ||Requires an AppController appliance
Integration with web and . . .
Sass applications No Yes Integration with XenMobile
Java client fallback ||Yes No StoreFront uses an HTML5 client for fallback
Launch applications ||Yes Allow users to access hosted applications




console

Mandatory applications "Yes "Yes "Added feature in StoreFront 2.5 with use of keywords

Messages, notes, and so YVes No Messages are integrated in the Web Interface console. and they can

on be added to StoreFront through customizations

Natlve_ HTM L5,i0S, and No Yes Purpose-built receiver clients

Android clients

_NetScaI.er Gateway “Yeﬁ “Yes “Enable secure access through NetScaler

integration

Parallel resource \Web Interface enumerates sites/farms serially, which can cause
) No Yes

enumeration delays

Pass th_rough Yes Yes Added feature in StoreFront 2.5

authentication

Pass through or mixed Yes Yes A mix of pass-through and explicit authentication

authentication

Pre!_au.nch XenApp “Y% “Y% |SeSS| on Pre-Launch is afeature of XenApp 6.5

applications

Prepopulated domain ||Ye£ ||Y% ||Prepopu|ate and optionally hide the domain field

Prevent multilaunchof — fyos fino CTX 124612

applications

Smarthrd_and token Yes Yes Support for use of smart cards

authentication

Software Development Kit Yes Yes Added feature in StoreFront 2.5

(SDK)

Statel ess web sessions No ||Y% ||Each regquest is an independent transaction

Theme support No ||Ye£ ||Desi gn themes and custom style sheets

Tweak |CA parameters ||Yes ||Yes ||A bility to modify the default ICA file settings

User password change ||Yes ||Yes |AI low usersto change their passwords

\eb Ul change through Yes No ‘ SF requires modifying CSSfiles




Reviewing the Accesstier diagram

Aswe discussed in Chapter 3, Designing Your Infrastructure, the Accesstier includes both
internal and external access. Here we represent our internal on-site users working on our
corporate-owned and managed workstations. These are our trusted resources. They are
already authenticated on the network and have direct access to the Citrix solution. These
users will typically access a private internal portal. We also have all our unsecure
resources access the system through the public Internet, coming in through our NetScaler
Gateway. This may include remote offices without a direct wide area network link, mobile
users, work at home users, and BY OD users.

Our Accesstier consists of the end user devices connecting to Citrix StoreFront, either
directly or through NetScaler Gateway. Our devices include corporate workstations, work
at home computers, and mobile devices running both Android and iOS operating systems.
Have alook at the following figure:
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Designing with StoreFront

Citrix StorefFront was designed and built from the ground up using HTML5. One of the
biggest complaints of Web Interface was the lack of support for the multiple development
platforms used as the program was enhanced over the years. By starting fresh with
StoreFront, Citrix was able to use asingle platform. StoreFront was first released for
production with Version 1.2 in July, 2012. Version 2.0 of StoreFront was released to
coincide with XenDesktop 7, and it features many improvements over the first-generation
production. The latest version, StoreFront 2.5, is part of the XenApp 7.5 release and
supports al the latest features.

Although some customers liked the first version of StoreFront, most were not thrilled with
some aspects of the architecture. However, the adoption rate quickly rose with StoreFront
2.0, and most new implementations are now using StoreFront. For this chapter, we will
focus on StoreFront 2.5.

StoreFront provides the most consistent user experience by retaining users—application
selections and presenting a common interface regardless of device or connection method.
Using Receiver instead of the web browser maintains the same functionality as the older
PNAgent to control how applications appear on the client. StoreFront sites are called
Stores.

Internet oMz Intranet Publie Claud

StoreFront Server Group

Receiver

€

Web Browser

Application
Subscription Store
Authentication
Service

Client Device

StoreFront

Firewall
Firewall

Replication of i VDl-in-a-Box

configuration data
and application

subscriptions .
mad AppController B o

External Load Balancer
(e.g. Citrix NetScaler)

i-aani

Authentication
Service

H
c &
‘EE
L3
o g
<4

@A

Client Device

Firewall

SoreFront architecture; © Citrix Systems, Inc. All Rights Reserved.



Requirementsfor StoreFront

Citrix StoreFront 2.5 is alightweight web application. It can be run on standalone systems
or combined with other functions on a common server. StoreFront has the following
requirements:

Windows Server 2008 R2 with Service Pack 1 or later

Internet Information Servicesroles

Windows Server 2008 Features: .NET Framework 3.5.1

Windows Server 2012 Features: .NET Framework 3.5, NET Framework 4.5, and
ASPNET 4.5

Citrix XenApp 5.0 or later for application enumeration

Citrix XenDesktop 5.5 or later for desktop enumeration

Citrix VDI-in-a-Box 5.2 or later for VDI enumeration

NetScaler 9.3 or |ater for gateway features

a | http://myappsxenla.. 0 v & X || Citrix Receiver | |

User name:

Citrix Receiver

Password:

Citrix SoreFront logon page (internal access)



Design decisions for StorefFront

The following design decisions must be made when planning or implementing Storefront.
This decision matrix should be repeated for each store in use, as appropriate for the
environment:

Option ||Decision Justification
\Version StoreFront 2.5 ||2.5 isthe latest version of StoreFront
Location ||Datacenter ||Datacenter or network location StoreFront
Protocol HTTPS HTTPS is highly recommended for security purposes, but HTTP can be
used
Number of servers ||Two ||
SFO1 _ .
Hosts List of server(s) hosting StoreFront
SF02
Operating system ||2012 ||Base operating system of StoreFront
2CPU
Server hardware  ||4 GB RAM CPU, RAM, and disk space for the host machines
40 GB HDD
and Balgnu n g/ NetScaler VIP How and where StoreFront is load balanced
High Availability
Base URL myapps.xenlab.com Should be the load balancing URL

Authentication method(s) in use

Authentication ||Exp| icit

Store name Store ||Name of StoreFront store
Store URL /Citrix/Store ||
Receiver webh URL I/ G tri x/ St or eeb ||
xar501 ; ; .
Delivery controller List of delivery controllers and type (XenApp, XenDesktop, and VDI-in
xar502 aBox)

None for no remote access, no VPN Tunnel for standard gateway access,

Remoteaccess  [INetScaler Gateway  fl. 11 /PN tunnel for full gateway access (requires additional plugin)

NetScaler Gateway || .. . Gateway address for remote access in two-arm mode, which isthe
. citrix.xenlab.com
appliance callback address
xar501 ) ] ) )
STA servers List of STA servers, which must be the same as listed in Gateway
xar502
Trusted domain(s) |xen| ab.com "




Internal beacons  [imyapps.xenlab.com Internal URL only

http://www.citrix.com

External beacons Any external URL

http://www.google.com

Citrix Receiver

e

Corporate Web

Portal

SoreFront Receiver for web applications, including featured and auto applications

Andy Paul -

Excel 2010

W

Word 2010




StoreFront recommendations

A common request from many customersiis to use the same address for internal and
external users, alowing everyone to remember only a single address. According to Citrix,
thisis not supported for mobile devices. Mobile devices should be configured with a
separate URL for internal access, if required. Another consideration is that most customers
only allow wired connections on the secure network; all wireless mobile devices might be
forced to use the NetScaler Gateway to connect. If all mobile devices are considered
external, then you may be able to cheat and use the same address for both types of access.

However, if you allow mobile devices on the internal network, they might experience
connection issues. Using asingle URL also assumes that users will be using Receiver for
web functionality, not native receiver functionality on their local computers. Should the
customer wish to use a native receiver, separate internal and external URL s should be
created. These can point to the same resources, but will require separate addresses.

If you choose to use asingle URL for both internal and external access, you might want to
leverage NetScaler to provide not only the gateway and load balancing features, but also
the SSL offload. Thiswill allow NetScaler to manage the server certificate for the URL
and not require any binding on the StoreFront servers. Thiswill also require the same
DNS entries to be defined differently, both internally and externally.

For this environment, we are using separate addresses, so https.//citrix.xenlab.com will
resolve to a publically routable address that connects to the Access Gateway, as illustrated
in the following figure:
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Internal and on-network resources will be directed to http://myapps.xenlab.com, which
will resolve to a nonroutable private address pointing to the load balanced address for
StoreFront servers, asillustrated in the following figure:
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Customizations

StoreFront is built on HTML5 and can be customized. Much like Web Interface, most
customers prefer to keep customizations to a minimum in order to ease troubleshooting
and reduce the amount of rework necessary when patching or updating. Sometimes,
customizations will be overwritten by updated files during a maintenance window.

The most basic customizations for StoreFront are around how applications are displayed.
In anew environment, users will have no default applications. Unlike Web Interface,
which shows al applications a user has access to, StoreFront will only show the
applications they are subscribed to. Users might have access to hundreds of published
applications but might choose to only keep afew on their receiver page. Additional
customi zations and recommendations can be found in the StoreFront Planning Guide
available at http://support.citrix.com/article/CTX136547.

Speeding up StoreFront

You might want to apply the changes outlined at
http://support.citrix.com/article/ctx117273. Thisinvolves modifying the Aspnet . confi g
fileto avoid generating publisher evidence, which is used to verify the .NET framework
authenticode signature, and it can slow down the initial load time of the application. This
article pertains to Web Interface, but it is applicable to StoreFront as well.

Using the application subscription model

Using the plus sign on the left-hand side of Receiver for the web StoreFront page, users
can expand the list of applications. Users can then select the applications they want as part
of their subscriptions, which appear on the main page. This limits the cluster on the web
page and lets users control what they see. Applications with a green check mark are
currently subscribed. Thisincludes all auto and mandatory applications. We will discuss
the keywords next.

Acrobat Reader

Chrome

Corporate Web Portal

SoreFront keywords as displayed in Receiver for the SoreFront website



Using keywords for StoreFront applications and desktops

To prevent users from seeing a blank screen at first use, or to ensure that all users
subscribe to a core application, you can apply keywords to an application description.
Some possible keywords are Auto to automatically subscribe, Featured to include in the
features application list, and TreatAsApp to have desktops displayed as an application.
Multiple keywords, such as KEYWORDS: Auto Featured, need to be separated by a

space. For more information, check out http://support.citrix.com/proddocs/topic/dws-
storefront-20/dws-plan-optimize-ux.html.

Word 2010 - Application Properties

Properties: Name

[=]- Basic y
T Display name:
PREE [wiord 2010
- Location
- Servers Application name:
W _ [ward 210
- Shartcut presentation

[=]- Advanced
- Access control " Disable application
- Content redirection o ;
- Lirnits [~ Hide disabled application
- Client options
- Appearance Application description:

{KE"wORDS:Auta Featured

Application properties for SoreFront keywords in XenApp 6.5

For ease of reference, the preceding screenshot shows the application property settings for
the Citrix XenApp 6.5 setup, while the following screenshot shows the equivalent settings
in the new Citrix XenApp 7.5 interface:

Studio Identification

Identify this application.

Application name (for user):

Word 2010
Delivery
Application name (for administrator):
i Word 2010
Limit Visibili B
ty Description and keywords:
File Type Association Keywords:Auto Featured

This is the description that will be seen by the user




Application properties for StoreFront keywords in XenApp 7.5

Creating sticky applicationsfor StoreFront

Though you have applications published with K eywor ds: Auto, users can unsubscribe
from the applications. To ensure an application is forced, you can use
Keywords:Mandatory. This has the same effect as automatically subscribing the
application for all users; it aso prevents users from removing the application from their
subscriptions, as shown in the following screenshot:

Keywords:Mandatory Keywords: Auto Féatured
Appears in Receiver Web,  Appears in Receiver Web,
cannot be removed User can remove shortcut

SoreFront mandatory and auto application keywords

Filtering or hiding applications from StoreFront

StoreFront allows you to hide published applications from StoreFront stores. Similar to
hiding applications in Web Interface, thisis useful when you have a common set of
applications in your XenApp site, but due to security reasons, only want to enable an
application from select StoreFront stores. Thisis also away to hide applications from use
without disabling them. The steps are detailed at
http://blogs.citrix.com/2014/03/27/hiding-applications-in-citrix-storefront/. Similar to our
earlier Web Interface example, we can filter any application with Keyword:VDIOnly,
using the following PowerShell syntax:

Set - DSResour ceFi | terKeyword -Siteld 1 -Virtual Path "/Citrix/Storel" °
Excl udeKeywords @ " VDI Onl y")

The Citrix Studio list of applications for each Delivery Group includes the keywords field,
making it very easy to quickly see which keywords are assigned to each application. This
will help in planning the use of keywords and understanding any impact around filters.



Delivery Groups | Applications (9) !
Mame ¥ | Description
;—‘kcrcu bat Reader 10

%= Bing Search

€ Chrome
& Corporate Web Portal KeywordsiMandatory
(3] Excel 2010 Keywords:Auto Featured
{22 Google Search

| Notepad - VDI Keywords:VDIOnky

.... |Motepad - Web #WebOnly
@ Weord 2010 Keywords:Auto Featured

SoreFront keywords as displayed in XenApp Sudio

Enabling discovery for mobile clients

StoreFront contains a provisioning file that can be distributed via e-mail to mobile clients.
Thisisthe fastest and easiest way for mobile devices to connect. It saves the users-time
by not having to manually enter connection information, and it aso saves headaches for
the IT staff. To easily generate a provisioning file, click on the Activate link, which will
create afile called r ecei ver confi g. cr, which isan XML file containing all of the
gateway and store information necessary for clients to connect. For more information,

check out http://support.citrix.com/article/CTX134667.

| Citrix Receiver

receiverconfig.cr

SoreFront discovery for mobile clients

Setting the default 11S page

One of the biggest complaints made about StoreFront is that it does not configure a default
1S site like Web Interface does. Thisis easily remedied by making a ssimple default

HTML file to redirect usersto the full URL of the desired Receiver for Web site. The steps
are available at http://support.citrix.com/article/CTX 133903.

Rebranding the Receiver for Web site




Some customers want to add their own design or branding to the Receiver for Web site. In
theory, you can reprogram the entire site by modifying the various source files. Try to
keep rebranding simple, just like with Web Interface. There is no need to rewrite the entire
site. If you want to make some branding modifications, the best way isto modify the
cascading style sheet (CSS) filesin StoreFront. Detailed steps are available at

http://bl ogs.citrix.com/2013/06/26/customi zing-recei ver-for-web-in-storefront-2-0/.

Using the HOST fileto ease setup

Some administrators find it necessary to modify the local host file of StoreFront servers
with two entrie§  one host file entry for the internal URL and a separate entry for the
external (gateway) URL. This ensures the callback and authentication will work without
relying on DNS or load balancer routing. To do this, edit the

c:\ W ndows\ Syst enB2\ dri ver s\ et c\ host filetoinclude entries such astheinternal |P
for NetScaler Gateway using an external URL and alocalhost IPfor the internal URL,
modified for your environment. Check the following command line:

192. 168. 1. 16 renot e. xenl ab. com #l nsi de Net Scal er Gat eway address for Call
Back
192. 168. 1. 37 nyapps. xenl ab. com #Local host I P for StoreFront URL






Designing with NetScaler GatewayPts

Citrix NetScaler isthe Swiss Army knife of network appliances. It can do amost anything
and can serve many critical functions. It is a purpose-built appliance that comesin three
general models: VPX, MPX, and SDX. The VPX series are virtual appliances;, MPX
models are physical appliances; SDX models are physical models running multiple virtual
appliances, designed for multitenancy. Entire books can (and have) be written on
managing NetScaler appliances. For this book, our focus will be on Gateway, Load
Balancing, and SSL offload features. Other features, such as global server load balancing,
application firewalls, smart access filters, traffic shaping, caching, and acceleration, will
not be discussed here.

NetScaler can be deployed in a one-arm or two-arm mode. One-arm means only asingle
interface is active; thisis the simplest and most common deployment. Two-arm means two
(or more) interfaces are active, typically an internal link and aDMZ link. If you are using
the two-arm mode, you should set the default gateway of the NetScaler appliancesto the
outbound router in the DMZ. Also, if you are using the two-arm mode, you might need to
set route statements so you can manage/direct your internal traffic. Finally, if you are
using a two-arm deployment, you might need to configure a second gateway address
internally to use as a callback address for StoreFront.

For our environment, we use NetScaler VPX 1000 appliances deployed in a one-arm
mode. We will be leveraging high availability, load balancing, NetScaler Gateway, and
SSL offload features. Our VPX appliances will run on XenServer using NetScaler Version
10.1.

Note

For more information on one-arm and two-arm deployment scenarios, | highly
recommend Rick Rohne-s article at http://www.thegenerati onv.com/2009/09/netscaler-1-
or-2-arm-mode-which-is.html. He details single-arm and multiple-arm configurationsin
an easy-to-understand manner.




Requirementsfor NetScaler VPX

NetScaler requirements will vary depending on which model of NetScaler appliance you
are deploying, how many interfaces you choose to use, and the deployment platform. In
general, you will need:

e VPX deployments:

o XenServer 5.6 or later (VMware ESX 3.5 or later and Hyper-V 2008 are also
supported)

o 2virtual CPUs

o 3GB RAM

o 40 GB drive space

o One 1-Gbps network interface (two or more for the two-arm mode)

e MPX or SDX deployments:
o Physical appliance(s) installed in rack with power and network connection(s)

o Licensefiles (NetScaler licenses are registered to the primary interface MAC
address)
e Requisite |P addresses:

o One NetScaler |P (NSIP) per appliance, which is the management | P address.

o One Subnet | P (SNIP) per subnet, including the primary network. The primary
network SNIPis used for HA, and additional SNIPs allow for communication to
devices on these separate network segments.

o One P per Virtua server / Virtua interface (VIP).

Tip
To better understand the roles of mapped and subnet | P addresses, check out
http://support.citrix.com/article/CTX120318.

In addition to the minimum requirements, design engineers and customers should do the
following, including requesting a block of at least 10 | P addresses, however more or less
may be needed:

¢ Reserve one |P address for the NetScaler Gateway to be used for remote/public
access. This|Paddress will be publically accessible.

e Reserve one | P address for the StoreFront load balance interface for internal access.

¢ Reserve one | P address for the authentication services |oad balance interface, used to
balance L DAP requests among multiple controllers on the internal network.

e Reserve one |P address for the DNS load balance interface to distribute DNS requests
to multiple servers on the internal network (optional).

e Reserve one | P address for the desktop director |load balance interface on the internal
network (optional).

¢ Reserve one |P address for the load balanced XML broker interface, connecting to the
controllers on the internal network (optional).

e Reserve oneinternal IP address for the NetScaler Gateway callback interface for



StoreFront (optional, may be necessary in atwo-arm deployment).

e When using gateway features for public access, request and install a public

certificate, including an intermediate certificate to ensure the certificate chain is
complete.

e Also, if using multiple domains, create separate authentication load balance

interfaces along with a separate NetScaler Gateway interface and URL s per domain.
If you are designing different authentication types (such as two-factor for
authentication for Internet-based users, and single-factor authentication for partner-
network users), create separate gateway interfaces.



Configuring the base settings for NetScaler

Theinitial configuration of NetScaler is done through the console. In aVPX appliance
running on XenServer, thisis available using the XenCenter console. For physical
appliances, thisis achieved using the direct console connection. Upon startup, you must
supply the NetScaler appliance with an | P address, subnet mask, and gateway. This P
address becomes the NetScaler IP, or NSIP, and is used for all future management of the
appliance.

To get started, you can download the VPX appliance from Citrix and then import the
virtual appliance into XenServer using the XenCenter utility. Once the applianceis
imported and powered on, you can begin the base configuration as shown in the following
screenshot:

inetd cron httpd monit =shd .
*There i=s no ns.conf in the snsconfig!?

Netscaler software
: no terminal type specified and no TERM environmental wvariable.
NetScaler’'s IPwv4 address [1: 192.168.1.10
Netmask [1: 255.255.255.0
Gateway IPv4 addres=s []1: 192.168.1.1

etscaler Uirtual fAppliance Initial NHetwork Address Configuration.

his menu allows you to =z=et and modify the initial IPv4 network addresszes.
he current wvalue i= displayed in brackets ([1).
Selecting the listed number allows the address to be changed.

Aif ter the network changes are saved, you may either login as nsroot and
1gse the Netscaler command line interface, or use a web brouwser to
http:/-192.168.1.10 to complete or change the Netscaler confiquration.

. Het3caler’'s IPv4 address [192.168.1.101
. Netmask [255.255.255.01
. Gateway IPv4 address [192.168.1.11
4. Save and quit
Select item (1-4) [41:

NetScaler base configuration

Once the base configuration is complete, and the NetScaler appliance is rebooted, all other
configuration activities will be performed through the NetScaler Java-based graphical user
interface available at the management (NSIP) address. The default username isnsr oot ,
and the password isnsr oot . It is highly recommended that administrators change the
nsroot password immediately. The main management console is shown in the following
screenshot.

Tip
Firefox or Chrome browsers perform better than Internet Explorer when using the
graphical user interface console for NetScaler. There are some known issues with the Java




applet. For more information, check out http://support.citrix.com/proddocs/topic/ns-fag-
map-10-1/ns-fag-config-utility-ref.html.

NetScaler VPX {1 000) l‘iZ.lG!.l.lﬂ{n:Ul] NSI.Q.J.:- Build 119.7.nc
Dashboard | Contiguration | Reporting
*+ System | NetScaler » System Information
# AppExpert
3 System Information System Seszions

Traffic Management

: Upgrade Wizard...

* Optimization I Reboot | | Statis'hcsl

# Security System Information

+ NetScaler Gateway System IF
Netmask

Show Unlicensed Features
MNumber of Mapped IP(s)

Node  Primary

System Time

Last Config Changed Time  Thu, 19 Sep
Last Config Saved Time  Mon, 16 Sep 2013 20:23:41 EDT
Hardware Information
Platform  NetScaler Virtual Appliance 450000
Manufactured on
CPU
Host Id

Serial no

|
|
|
|
|
|
| Time Zone
i
|
|
|
|
i
|
i
i

Encoded serial no

NetScaler configuration console



Configuring load balancing services

The NetScaler load balancing feature distributes requests across multiple servers to
optimize resource utilization and ensure alevel of fault tolerance. This preventsasingle
server from becoming overloaded while also providing health checksto ensure aserver is
available before arequest isforwarded. A load balancer configuration consists of four
components:

e Server: Thisisdefined asthe | P address of the backend target server that will host
the actual client services. In our case, we will define a server for each of the servers
running StoreFront.

e Monitor: Monitors are probes attached to each service type and are used to check the
health of atarget server. If a server does not respond within a specified response
timeout, and the specified number of probesfails, the service is marked as down and
taken out of load balancing until it becomes available again. In our scenario, we will
use the custom monitor for StoreFront.

e Service: Services map amonitor to a server to define which serviceis being used.
Alternately, service groups can be defined instead of individual services. We create
two defined services, one for each StoreFront server, using the StoreFront monitor.

e Virtual server: A virtual server is hosted on NetScaler and is defined by an IP
address and port. Services are bound to the virtual server, creating the load balance
set. The virtual server |P address is the one used to connect to the load balance cluster
of servers. We define asingle virtual server to load balance StoreFront services
among our two StoreFront servers.

NetScaler VPX 1000 Appliances

1-Arm, HA Mode Virtual Servers

NSO1 Appliance LB VIP -> LDAP
»NSIP: 192.168.1.10 » 192.168.1.14

RN p—— ]
192.168.1.16 HA Mode LB VIP -> StoreFront
citrix.xenlab.com ® mwlp: 192.168.1.12 % > 192.165.1.15
myapps.xenlab.com

w Tt --.-.--"'L
NS02 Appliance LB VIP -= Deskiop Director

NSIP: 192.168.1.11 192.168.1.17

NetScaler connections planning diagram

In our environment, we have load balancing virtual servers defined for our LDAP
authentication as well as StorefFront and Desktop Director, as noted in the preceding figure
and displayed in the following screenshot:



